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ILJIAH IEPIIOTO JHS KOH®EPEHIIII

30 nucmonada 2022 poky, Yac: 15:00 — 18:45, oHnaliH

15:00

- BiransHe cmoBo
15:10
15:10

- Birtanbsne cnoBo cioHcopa koudepeHuii «Distributed Laby.
15:20
15:20 Buctyn acmipanTa kadenpu 503, HAY «XAl»; QA-imkeHepa,

- WebSpellChecker LLC, AbakymoBa Aprema Iroposuua
15:45 Tema: TecTyBaHHS Ha MPOHUKHEHHS IS OI[IHKY KiOepOe3meKu

' MIPOMHCIIOBUX POOOTHU30BAHUX CUCTEM: BUKJIMKH Ta PilICHHS
15:45

- [lepepna
15:50

Cekuin 1 Cexkuist 2

15:50 . .

_ [adopmarniitaa 6e3mexa OyHKIifHa Oe3neka
18:30

https://meet.google.com/skn-nvtp- |  https://meet.google.com/edu-
vrb saim-gft

18:30

- OOroBopeHHSs pe3yIbTaTiB POOOTH CEKITiit
18:45

CrynenTcbka KoH(epeHLis iHpopmaliiina, GyHKIIHA 1 KibepOesneka
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IJIAH IPYTOT'O JHSI KOH®EPEHIIIT

1 epydHsa 2022 poky, Hac: 15:00 — 18:30, oHnaliH

15:00

- Oronomenas OprkoMiTeTy
15:05
15:05 Bucryn acnipanra kadeapu 503, HAY «XAly; Software Developer,

- WebSpellChecker LLC, Heperina Onekcist CeprifioBuya

. Tema: KibepaTaku Ha CUCTEMH IITYYHOTO 1HTEJICKTY: aHAIIi3
15:30 . . .

Bpa3imBoOCTel 3 BUKopucTaHHs Big Data 3aco0iB

15:30

— [TepepBa
15:35

Cekuin 1 Cexkuist 2

15:35 ) .

_ Indopmauiiina Oe3neka OynkuiliHa O6e3nexa
18:00

https://meet.google.com/skn-nvtp- |  https://meet.google.com/edu-
vrb saim-gft

18:00

- [lepeppa
18:15
18:15

— [MizcymKoBe TUIEHApHE 3aCiTaHHS
18:30

CrynenTcbka KoH(epeHLis iHpopmaliiina, GyHKIIHA 1 KibepOesneka
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MPOT'PAMA KOH®EPEHIIII

30 sucronana, 1 rpyansa 2022 poky, Onnaitn ¢popmar

Biokpumms KoHpepenuyii, npueimanus YUACHUKIG
opzanizamopamu KOHpepenyii ma 3anpouienumu 20Cmamu

Ilnenapni 0onogioi:

Acmipant  kadeapu  KOMIT FOTEPHUX  CHCTEM, MEpexK i
kibepOesnekn, HAY «XAl», AbakymoB Aptem IropoBuu. Tema
nomnoBifi: «KomMOiHOBaHI METOAM TeCTyBaHHS Ha NMPOHUKHEHHS
POOOTOTEXHIUHUX CUCTEM

Acmipantr  kadeapu  KOMIT IOTEPHUX  CHCTEM, MEpexK i
kibepOesnexn, HAY «XAl», Heperin Ouexciii CepriiioBuy.
Tema momosini: «KibepaTaku Ha CUCTEMH IITYYHOTO IHTEIEKTY:
aHaJi3 Bpa3nuBoCTel 3 Bukopuctanus Big Data 3aco6iB»

Cekyin 1. Tnpopmartiiitna Oe3nexa
IMocunanns: https://meet.google.com/skn-nvtp-vrb
Mognepatop: [llunmynoB Mukura CepriiioBuy
CniB  Moxepatopu: CenmiBanoBa Mapis  OnekcaHjpiBHa,
Crauummuna Ipuna [TaBniBHa

Cexkuia 2. Oynkuiiina 6e3nexa
[Mocunanns: https://meet.google.com/edu-saim-gft
Mopneparop: FOain Onecs BikTopoBuu
CniB mozepatop: 3emisiHko ['eopriit AnapiiioBuy

CrynenTcbka KoH(epeHLis iHpopmaliiina, GyHKIIHA 1 KibepOesneka
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TE3M JOIOBIJAEN

Cexkuis 1. [ndpopmariitana 6e3mneka
Cexkuis 1
3JIOBMUCHI ATAKH BOTIB, IO CITIPSIMOBAHI HA
OTPUMAHHS MATEPIAJIBHOI BUTOJ1

laiinyx I1. B.
HamionansHuii aBianiitanii yaisepcutet, M. Kuis
Hayxosuii kepiBauk Ilerpenko A.b.

Axtyaibhicte. IllaxpaiictBo 3 0OoTamMm cTae Jefaii MOUIMPEHIIINM,
OCKIJIbKH Bce Ouble KiOep3IounHIIIB BUKOPUCTOBYIOTh OOTIB ISl 3[1I{CHEHHS
pi3HKX GopM KibeparTak: HIaxpaicTBo 3 00TaMK 3 BAKOPUCTAHHSIM LIaXpaiiChKUX
0O0TiB, CKaHYBaHH 3JI0BMHUCHHX BPa3INBOCTEH, 3aXOIUICHHS O0JIIKOBUX 3aIIHCIB,
BrpoBakeHHs SQL, BUTOKY JaHUX TOILO.

Meta. BusBineHHs IHTEpHET-IIAXPalCTB, IO 3aCTOCOBYIOTH OOTIB,
BUKOPUCTOBYIOUH TIepPeBipKy Opay3epiB Ha HassBHICTh MMOCTIHHUX I03€P-arcHTIB.

OcHoBHi moJi0:keHHs1. Haif01 1611 TOIMUPEHNM THIIOM iHTEpHET IMaxpaicTBa
B IHTEpHETI MOXKHA MIPUBECTH [JBA HACTYITHUX THIIH:

1) IlaxpaiictBo 3 KpeauTHUMH KapTkamu [1]. Texuika maxpaiictea 3
KPEIUTHUMH KapTKaMH 3a IOTIOMOT0l0 OOTIB, SIKY HaiyacTillle BHKOPUCTOBYIOTh
XaKepH, — I1e 3710M KapToK. 3JI0M 0a3y€eThes Ha ifel mpo Te, 110 JISTKO OTPUMATH
HOMEp KPEAMTHOI KapTKH, BIJIOMHUIl SIK HOMEp MPUBATHOTO PaxyHKY, pa3oM i3
iM’SIM, HaIpyKOBaHMM Ha KapTii. 3MI0BMHUCHUKH BUKOPHCTOBYIOTH OOTIB, 1100
BrajJiaTé Ta MiATBEPJUTH JOJAaTKOBY iH(GOpMAIli0, HEOOXIHY JUIs «3JI0MY» Ta
HE3aKOHHOTO BUKOPUCTaHHS KPEeIUTHOI KapTKH [2].

2)  Ataku Ha 3aXOIUICHHS 00IIKOBOrO 3amucy [3]. ATaku, TAaKOX BIJIOMI SIK
HaJCWJIaHHS OOJIKOBUX JaHMX - @€ METOA, 32 SKOro 3JIOBMHUCHUKH
BUKOPHCTOBYIOTh CIIMCKH CKOMITPOMETOBAHHMX OOJIIKOBHX JaHMX KOPHCTYBaya,
mo0 371amaTtu cucTeMy. ATaka BHKOPUCTOBYyE OOTIB uis aBTOMarm3amii Ta
MacimTa0yBaHHsl Ta 0a3y€eThCsi Ha MPUITYIICHHI, 110 0arato Jrojaeld MOBTOPHO
BUKOPDHCTOBYIOTh 1MEHAa KOPHUCTYBa4iB 1 mapojii B KUIbKOX cliyx0ax.
Hancunanus oONIKOBHMX J@aHMX € BEKTOPOM 3arpo3H, L0 3pOCTaE, 3 JIBOX
OCHOBHHX MPUYHH:

—Illupoka AOCTYNMHICTH MAacHBHHX 0a3 JaHUX OOJIKOBHUX JaHUX TMPO
3I0BMUCHUKHY, Hanpukian, «Komekmis Nel-5», sxa 3pobwmia 22 Minmbspau
KOMOIHaIIi}f iMEeH KOPUCTYBaiB 1 MapoJIiB BIAKPUTO TOCTYITHUMH JUIS CITIJIBHOTH
XaKepiB y BUTJISI 3BUYaHOTO TEKCTY.

—bBinem ckimagHi 00TH, SKI OJHOYACHO HAMAraroThCS BBIMTH 3 KIJIBKOX
KOpHCTYBayiB i Moxo/sITh 3 pizHux [P-agpec.

CrynenTcbka KoH(epeHLis iHpopmaliiina, GyHKIIHA 1 KibepOesneka
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BuxomoM Moxe OyTH Jnie KOHIEHTpalis Ha HaiOUIbII IPIOPUTETHHX
HampsMam, J0 SKUX CIiJ BIIHECTH PO3BHTOK CHCTEMH 3aXHCTy Yy HampsMi
CTBOPEHHSI:

—IlepeBipka Opay3epa. Jleski 3M0BMUCHI OOTH BIAIOTh, IO 3aIlyCKAIOTh
neBHUil Opaysep, a MOTIM NePEMHUKAIOTHCSI MiXK areHTaMU KOPHCTyBaua, oo ix
He BusBWIM. [lepeBipka BeO-reperisgaya rapaHTye, o KOXeH BeO-neperiiaay
KOPHCTYBaya € THM, 32 IO BiH ceOe MPeICTaBIIsE — IO BiH Ma€ OYiKyBaHHUH areHT
JavaScript, 3IifiCHIO€ BUKIHKH y CIIOCIO, SIKMH OYIKY€ThCSA Bif LBOTO BeO-
meperisiaada, i mpamroe y crocio, SKui O9iKy€eThCs BiJl KOPUCTYBaUiB.

BucHOBOK. Y 3B’S3Ky 3 THM, IO OUIBIIICTh iHTEPHET-PECYpPCiB HEXTYIOTh
3aXHCTOM CBOiX CaifTiB, BHIIyCKalOUM 3 IOJS 30pYy 3aXHCT 3a JOIIOMOTOIO
MEPEBIpKU Opay3epiB KOPUCTYBadiB HAa HASBHICTh TMOCTIHHUX Ta HE3MIHHHX
103ep-areHTiB, TaK SK 3BUYaiiHa JIIOJJHA HIKOJIN He Oyay HaBMHCHO 3MiHIOBATH
103€p-areHT, 3alporoOHOBAaHUN METO]] € JJOCHUTh JIOPEYHHUM Ta CIIiJl 3BEPHYTH Ha
HBOTO yBary.

Cnucok gitepatypu
1. Kiimos C. B. Cuctema BUSBIICHHS MaXpaiChKUX Omeparlii 3 0aHKiBCbKUMHU
kaptkamu. (M. Cymu, 22-23 micromana 2018 p). Cymu, 2018. C. 303-307.;
2. Usman A., Shah M. Critical Success Factors for Preventing eBanking.
Journal of Internet Banking and Commerce. 2013. Issue 18(2). Pp. 1 -13;
3. o TakKe BeO-00TH. Antoinevastel. URL.:
https://antoinevastel.com/crawler/2019/12/29/families-web-bots.html (mara
3BepHeHHS: 15.11.22).

BinomocTi npo aBTopiB
laiinyk [1aByo BikropoBud, MarictpaHt kadenpu KOMI IOTEPU30BaHUX CUCTEM
3axucty iHdopmarii, m.T. 0638210059, 5254757 @stud.nau.edu.ua
Ilerpenko Anapiit boprcoBud, noneHT Kadeapu KOMIT IOTEPU30BAHAX CHCTEM
3axucTy iHpopMariii, K.T.H., 1oueHT, andrii.petrenko@npp.nau.edu.ua

CrynenTcbka KoH(epeHLis iHpopmaliiina, GyHKIIHA 1 KibepOesneka
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Cexkuis 1
JOCJIIITKEHHS BE3INEKA CAMTIB YHIBEPCUTETIB HA
MNMPUKJIAII XAI
Boxan K.A.

HaunionansHuii aepokocmiunmii yHiBepcutet iM. M. E. XKykoBcbkoro «XAI»
HayxoBuii kepiBHUK 3eMisiHKO [ A.

AKTyaJBHICTb. 3 PO3BUTKOM Cy4acHHUX TEXHOJIOTIH ycst HeoOXinHa iH(opMmaris
Ul CTyICHTAa 3HAaXOOWThCA B Mepexi [Hrepmer. € 1Ba THUMM CaWTiB:
iHpopMaIiifHOTO XapakTepy Ta CalTH ISl [MUCTAHIIIHHOTO HABUAHHSA, [€
3HAXOIUTHCS HeoOXiHa KOpHCTyBaueBi iH(popmaris. SIk mpaBuiio, y KOXKHOTO
VHIBepCHTETY € 00HMIBa THIH IMX caifTiB. Hanpukian, sk € iHGopMariiauii cadt
XA, ta HaBuanbHi caiiti moodle, mentor, elearn. ToOT0, MOKHA CKa3aTH, IO SIKICTH
HABYAHHS Ta YCHIIIHICTh CTYJICHTA — I[UTKOM 3aJICKHUTh Bifl TOCTYITHOCTI TOTIOHMX
pecypciB. 3 4Oro MoKHa 3pOOHMTH BHCHOBOK, IO iH(OpMAIiiiHi Ta HaBYaJIbHI
pecypcn MaroThb OyTH CTIHKMMH /A0 HABaHTKCHHS Ta 3aXWINCHUMH Bif
HECAHKIIOHOBAHOTO IPOHNKHEHHSL.

MeTorw paHoi pPoOOOTH € MOCTIKCHHS CalTy YHIBEPCHUTETY 3 METOIO
MOKpAIIEHHs JIOCTYIly Ta HamiffHOCTI poOOTH caliTy, B yMOBax BEIHKOTO
HABaHTAKCHHSL.

OcHoBHi nos10:xeHHs1. [{jis1 Toro, 11100 3p03yMiTH Ta IepeBipUTH Oe3IeKy CalTiB
— TIPOBOJIATH TECTH HA MPOHMKHEHHs. TecT Ha mpoHMKHEHHs (penetration test) —
METOJl OILIHIOBaHHS 3aXMIIEHOCTI KOMIT'IOTEPHOI CHCTEMH YM MEpEeXi LUIIXOM
YaCTKOBOTO MOJICIIIOBAHHS JIii 30BHILIHIX 3JI0BMHCHHUKIB 3 MPOHUKHEHHS y Hel (sIKi
HE MalOTh aBTOPU30BaHMX 3aco0iB JIOCTYIy JO CHCTEMH) 1 BHYTPIIIHIX
3JIOBMHCHUKIB (SIKi MalOTh MEBHUH PiBEHb CaHKIIOHOBaHOTO nocrtymy) [1]. Llei
TPOIIEC BKJIFOYAE AKTHBHUH aHANI3 CHCTEMH 3 BUSIBIICHHSI OCHOBHUX MOTEHIIHHNX
Bpa3NMBOCTEH Jyisl caiity. SIki MOXXyTh BHWHHUKATH BHACIHIJOK HENPaBHUIBHOI
KOH(QIryparii BeO-cepBicy, HemepemOadeHHX Ne(EKTiB amapaTHUX 3aco0iB TpH
CTBOpEHHI caiiTy, a00 mporpaMHOro 3a0e3IeyeHHs, Y1 ONePaTUBHE BiJCTABAHHS B
MPOTIEAYPHUX UM TEXHIYHMX KOHTp3axojaax. lled aHaui3 MpOBOJAMTHLCS 3 TO3MITii
MOTEHI[ITHOTO HaMa/IHHAKA 1 MOXKE BKITIOUATH aKTHBHE BUKOPUCTAHHS BPa3IMBOCTEH.

OCHOBHI IIJIIXU B3a€MO/Iii CaliTy Ta KOPHCTyBaya — e ouryk indopmari. s
7IeaTbHOTO CalTYy, € MPaBUIIO, 110 YCs HeoOXiaHa iHpopMarlis, Ta QyHKITIOHAT caTy
MOBUHHI 3HAaXOJUTHCh MAaKCHMAbHO Ha 3 piBHI BKJIQJEHOCTI MOYMHAIOYU 3
TIOYaTKOBOI CTOPIiHKH [2]. AJpke, 3pyuHile Ta Kpaiie Oy/ie CailT /Ui KOprcTyBaua,
KOJIM BiH 3MO>Ke pOOMTH MEHIIIE TOMIJIOK. SIKIIO0, ISl yMOBa JIOTPUMY€ETHCS — TO IS
KOPHCTyBa4a HeMae MpOoOJIeMH IOCH 3HAMTH Ha caifTi 0e3 BUTpaTH Yacy Ha IOLIyK.

CrynenTcbka KoH(epeHLis iHpopmaliiina, GyHKIIHA 1 KibepOesneka
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Ils ymMoBa BHKOPHUCTOBYETHCS JJISI YCIX CAWTiB, ajeé OCHOBHA IIIb — II€ CaWTH,
OCHOBHOIO METOIO SIKUX € HajilaHHs iH(popMarlii

Jnst caiiTiB, 0 BUKOPHCTOBYIOTHCS JUISl HABYAHHS — MOPS 3 UM TIPaBHIIOM,
croite me onne. lle HaBaHTa)keHHS BEIHMKOIO KUTBKICTIO KOPHCTYBadiB, Ta TPH
3aBaHTAKCHHI BEJIMKUX 3a 00csroM (aiiniB. HaBaHTa)keHHS BEJIMKOIO KIIBKICTIO
KOPUCTYBa4iB, B LbOMY KOHTEKCTI O3Haya€ TECTYBaHHS IPOJYKTUBHOCTI.
TecTyBaHHA TNPODYKTUBHOCTI - II€ TECTYyBaHHS, SK€ MPOBOIUTHCS 3 IIUNTIO
BU3HAYEHHS, SK IIBHIKO IIpamioe mnporpama abo T yacTWHA TiA JESKUM
HaBaHTaXeHHsM [3]. [lnsa TecTyBaHHs OynyTh OOpaHi OLTBII CXOXIi Ha peaybHi
mudpr HaBaHTAXXEHHSA, HDK TPH TECTYBAHHA KPUTHYHOI BiIMOBH. AJKe CalT
MIOBHHEH OyTH TOTOBHM JIO ITHOTO, 00 B IIEpiof BCTYIY — KUTBKICTh KOPHCTYBAdiB
caiity 3poctae B pa3u. Iy 1poro BUKOpUCTOBYBaBcs nonarok JMeter. Byno
TIPOBE/ICHO MIEPEBiIPKY HABAHTAXKECHHSM caiTy Kadenpu — elearn (y cepenapomy 800-
1000 sropieit), Ta caiitiB yniepcutety — XAl, moodle, mentor (6-7 Tuc. mozeit).

BucnoBkn. Y pesynbrati, Oynu nepeBipeHi Taki caiTu yHiBepcurety XAl:
Tonoeuuii caiit, elearn, moodle, mentor. Yci BOHH BHKOPHCTOBYHOTBCS KOXKHOTO
ITHA. AJIe KPUTIYHI JHI I TAKUX CAHTIiB — e THXKHI MOYJIEHOTO KOHTPOJTIO, THXKHI
T ICYMKOBOTO KOHTPOJIO, Ta IEKUTbKa TIKHIB JI0 IFOTO MOMEHTY, JIITHI JHi, KOJIN €
TeMIIepaTypHe HaBaHT)KCHHsI Ha CEPBEPH, Ta HECYMITIHHI CTY/ICHTH, IKi 3 METOIO He
HAaBYATHCh MOXYTh 3po0utn DoS-araky. Sk pe3ynbrar, BOHH IPOMIIUTH 1Ba BHIH
TECTyBaHHs, O Oynu HaBexeHi Buine. ChOTOAHI CaWTH TEpEHIIUIM Ha XMapHY
wiatopmy CloudFlare. B 6e3koriroBHiit Bepcii € 6a30Buil 3aXKCT BiJ] HEBEIUKHX
DoS-arak. OkpiM 11bOr0, BOHH TaKOX BUTPUMYIOTh CEpE/IHI HABAHTA)KEHHSI, SIKi € HA
cepepax XAl Ane, npH NOTOYHMX BIAKIIOUEHHSX €JIEKTPOEHEpril, Il calTh
CTalOTh HEJOCTYIHUMH, Kosi B XAl Hemae cBitna, uu iHTepHeTy. J{is BUpileHHs
i€l mpoOJaeMU CIIiJl MEPEeMICTUTH CaliTH B 3aXHILNCHY XMapy, 1100 BOHH Oyiu
JIOCTYTIHI CTyIeHTaM 24/7.

Cnucok JgiTepaTrypu
1. Tecr na nponuxnenns. Wikipedia. URL: http://surl.li/dndyh (nara
3BepHeHHA: 30.10.2022);
2. TlpaBuna mnst  igeansHoro caiity. URL: https://sdmne.com/9-pravil-
idealnogo-dizayna-sayta/ (nata 3seprenss: 30.10.2022);
3. Tecrysauns mpomykrusrocti. Wikipedia. URL: http://surl.li/dndyu (mara
3BepHeHHS: 30.10.2022).
BigomocTi npo aBTopis

Boxan Kupmio AnapiiioBrd. CtyaeHT kadeapu KOMIT IOTEPHUX CHCTEM, MEPEX
i kibep6esmeku, m.T. 050-600-86-03, k.a.bokhan@student.csn.khai.edu.
3emssiHko ['eopriit AHzapilioBHY, acHCTEHT KadelpH KOMIT FOTEPHHX CHCTEM,
Mepex 1 kibepoesneku, g.zemlynko@csn.khai.edu
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Cexuis 1
METO/J 3AXHUCTY IVIATIZKHUX JAHUX Y BEB-3ACTOCYHKY
JIJIs1 OCBB
Bono06yesa JI.M.

HamionaneHuii aepokocmiynmii yHiBepcurer im. M. E. )KykoBcbkoro «XAl»
Hayxosuit kepiBanK: 3emisHko . A.

AkTtyanbHicTb. CpOromHi y CBiTI € BeNHKa KiJIBKICTh Pi3HOMaHITHHX
IUIATDKHAX CHCTEM, 3aBAJKM YOMY BCE MCHINE JIFOJCH KOPHUCTYIOTHCS
TOTIBKOBUMH po3paxyHKamMu. OHIaiH pO3paxyHKH CIPOILYIOTh JKHTTS JIFOJIIM
3a paxyHOK LIBHJKOCTI TpaH3aKI[ii, JOCTYIMHOCTI 3 Oy/b-sIKOi TOYKH CBITY 3a
YMOBH HasiBHOCTI IHTEPHETY, MOKIIMBOCTI IIPOBE/ICHHS 1X y OyIb-IKHi 4ac [oou
Tolo. BOHM BHKOPUCTOBYIOTBCS y Oarathox cdepax, HANpPUKIAL, TaKHX SK
IHTEpHET-NIOKYTIKH, oruiara Takci Tomo. Chepa OCBb He crana BUKIIOUYEHHSM.
Jist 3py4HOI OIIaTH KOMYHaIBHUX Ta JKUTIOBHUX IJIATEXKIB Uepe3 3acTOCYHKH
st OCBB, HeoOXiJHO BUKOPHCTOBYBATH IUIATIKHI CHCTEMH.

MeTo10 po0OTH € JOCIIIKESHHS METO/IB 3aXUCTY TUIATDKHNUX JaHUX.

OcHoBHI no103keHHA. /17151 TOYaTKy HEOOX1/THO BU3HAYMTH 11O € IIIATIHOIO
CHCTEMOIO.

[InatixkHa cucTeMa - IJIaTiXKHA OpPraHizallisl, YIaCHUKH IUIATKHOI CHCTEMH
Ta CYKyIHICTh BITHOCHH, III0 BUHUKAIOTh MIXK HUMH TIPH IIPOBEICHHI IIepeKasy
komTiB. [IpoBeneHHS mepeka3y KOIMTIB € 00OB'SI3KOBOIO (DYHKIi€I0, IO Mae
BUKOHYBaTH IulaTikHa cuctema [1]. Jlo ckiagy IUIaTixKHOI CHCTEMH SIK
€KOCHUCTEMH B LIJIOMY BXOJHTH LiJJa HU3Ka YYaCHHKIB: IUIATDKHI MpoBaiepH,
6aHKH, IIEHTPaJIbHUN KOOPAUHYIOUHI OpraH (SK MpaBUIiIo, IEHTPOOaHK KpaiHN),
NPOLIECHHTOBI I1IGHTPU Ta MpoOBalJepy TEXHIYHOI 1HGPACTPYKTYpH, LIO
3a0e3rneuyroTh  OOYHCIIIOBAJIbHO-KOMYHIKAliiiHy 0a3y Uil NpOBEISHHS
mwiatexiB[2]. Yci yYaCHHKH CHUCTEMH B3a€EMOJIIOTH MK COOOI0 3a MEBHHUMH
MpaBHJIAMH Ta JOMOBJICHOCTSMH, CIIUPAIOYNCH HA YiTKO BUITUCAHY 3aKOHOAABUY
OCHOBY/[2].

IcHye OCHOBHI 1Ba MEeTO M 3aXUCTy iH(pOpMaIii, 110 BUKOPUCTOBYIOTHCS IS
3axHCTy IIaTHKHOT iHGopMariil HattacTime. Lle TokeHi3alis Ta mmppyBaHHS.

udpyBanas — 1e 3acibd 3axuUCTy TUPPOBUX JAHHUX 33 JOTIOMOTOIO OJTHOTO
a00 JEKITbKOX MAaTEeMATUIHUX MPUHOMIB, pa3oM i3 maposieM abo «KII0YeM», 110
BHUKOPHUCTOBY€ETRCS sl pemmudpyBanus iHpopmarii. [3]. IcHye 1Ba ocHOBHHX
TUNU IUQPYBaHHA — 1€ CUMETPUYHE Ta acMMeTpuuHe. [Ipu cCUMETpUYHOMY
mmdpyBaHHI BUKOPUCTOBYETHCS OJMH KITIOY, SIK Ui mdpyBaHHSA, Tak 1 s
JnemudpyBaHHA, 0 1 € TOJIOBHOIO IIEPEBArol0 IhOr0 THITy MH(pyBaHHS. 3a
paxyHOK HOro MPOCTOTHU BiH € MIBUALIMM 32 aCHMETPUYHHUI TUI allrOPUTMIB Ta
notpedye MeHIIe OOYMCIIOBAJIBHUX TOTYKHOCTeH. Ilpum acumerpuyHOMY
mupyBaHHI BUKOPHCTOBYEThCS JIBA Pi3HUX Kitoda. OZHUM 3 KIIOYiB MOXeE
KOpPHCTaTUCSl XTO 3aBrojHO, 0O BiH € 3arajJbHOJOCTYIHHM 1 Ha3MBAETHCS
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«BIIKPUTHM KiItO4eM». J[pyruid Kiro4d € IpUBATHUM 1 Ha3MBA€ETHCS «3aKPUTUM
KJIIo4eM». BiIKpUTHH KIIIOY BUKOPUCTOBYETHCS Uil MIM(PYBaHHS IaHUX, a
3aKpUTHH 1715 nemudpyBaHHs, 0 TapaHTye, MO AaHl OyayTh po3mudpoBaHi
TUIBKK 0CO0OI0, 10 MAa€ 3aKpUTHH Kitou. OCHOBHOIO MEPEBArol0 I[OTO THUITY
mUpyBaHHs € MATPUMKA POOOTH 3 HECTPYKTYPOBAHUMH 0a3aMH JaHUMU.

Tokenizamiss — we mnpomec OOMiIHY  KOH(MIAGHIIHHUX JaHMX  Ha
HeKOH(QIOeHImiWHI JaHi, $AKi HAa3WBAlOTBCS «TOKCHAMW», SKi MOXXHA
BUKOPUCTOBYBATH B 0a3i JaHWX ab0 BHYTPIIIHIH cHcTeMi, HE 3adinaroun ix [4].
Ha BigMiHy Binm mmdpyBaHHS, TOKEHi3aIlii HE BUKOPHUCTOBYE MaTeMaTHUHHHA
mporiec A mepeTBOopeHHs iHpopMarii. B mpomeci Tokenizamii iHpopMaris
3aMiHIOEThCA Ha JaHi, SKi He MArOTh I[IHHOCTI 1 IX HEMOKJIMBO BHKOPHUCTATH Y
KopuciuBuX mHiasx. Ha BiaMiHy Bim 3amm@poBaHUX JTaHWX, TOKCHI30BaHI
Hepo3UIH(POBYIOTHCS 1 € HE3BOPOTHUMH.

Hapifiunii 3axucT IUIATDKHUX JAHUX TakKOX 3alIeKUTh BiJ  caMux
KOpPHUCTYBaiB, TOXX OKpEMO MOTPiIOHO 3aiiMaTHCs OCBITOIO KOPHCTYBauiB 3a
JIOTIOMOT'OI0 IHCTPYKTaXKIB O€3MeKH.

BucHoBku. B ocTaHHI pokM IIAaTDKHI CHCTEMH HaOyJld YuMaiol
MOMYJISPHOCTI, Yepe3 10, 6araTto 3aCTOCYHKIB MOYATIH IX BUKOPHCTOBYBATH [UIS
3pyYHOT0 OTpUMaHHA orutaTH mociyr. Y cdepi OCBb onnaitH maTexi He ctanu
BUKITIOYECHHSIM. JlonaBaHHA IUIATDKHOI CHCTEMH IO 3aCTOCYHKa JIO3BOJISIE
KOpHCTYBa4aM 3py4YHO CIUIAUyBaTH 32 KOMYHAIbHI Ta )KUTJIOBI HOCIYTH 0Jpa3y
3 0c000BOTO KabiHETY. 3BICHO IIOCTAJIO MMTAHHS 3aXUCTY IUIATIKHUX JaHuX. J{is
30epiraHHs MIATDKHUX MAaHUX HayacTilie BUKOPHUCTOBYETHCS TOKCHI3allis Ta
mmdpysanHs. OCHOBHUM MIHYyCOM TOKEHi3allii € CkiiajiHe MaciiTabyBaHHS ISt
BEJIMKUX O0CATIB NaHuX. SIKIIO XakepH Ai3HAIOTHCS KIIOY JemrdpyBaHHs, TO
JaHi Oynyth jgemmdpoBaHi, 11e i € OCHOBHMM MiHycoM mudpyBanus. s
3aXMCTy AaHUX HalKpalle BHKOPHCTOBYBAaTH TOKEHI3allilo Ta HH(pyBaHHS
paszoM.

Cnucok giTepatypu
1. 3akoH Ykpainu [Ipo mmaTikHI cuCTeMH Ta Tiepekas KOITiB B YKpaiHi [cT. 1, 1.
1.29]. URL: https://zakon.rada.gov.ua/laws/show/2346-14#Text (1ata 3BepHEHHS:
07.11.22);
2. 1o Take miaTiKHA CHCTEMa Ta SIKi 3 HUX MpaIoloTh B Ykpaiuni. Fondy. URL:
https://fondy.ua/uk/knowledge/payment-system/ (nara 3seprenss: 15.11.22);
3. Uludpysanns. Nesrakonk. URL: https://ua.nesrakonk.ru/encryption/ (mara
3BepHeHH: 16.11.22);
4. What is Tokenization? Tokenex. URL.: https://mww.tokenex.com/blog/what-is-
tokenization/ (mata 3BepreHHs: 15.11.22);
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Cexkuis 1
KJIEHT-CEPBEPHUM 3ACTOCYHOK 3AXHIIIEHOI'O
3BEPII'AHHS OBJIKOBUX JTAHUX KOPUCTYBAYIB

Ipuu O. C.
HarionaneHuii aBianiiinuii yHisepcuteT, M. Kuis
Hayxoswnii kypiBauk Kasmipayk C. B.

AKTyajdbHicTh. Y Haml dYac CTPIMKO 3pOCTa€ KUIbKICTH IOCIHYT,
MPOTIOHOBAaHUX MEpEeXer0 IHTepHeT, TOMy 1 NMPOMOPIIIHO 3pocTae KiTBbKICTh
MapoiliB, sKi IMOBHHEH 3alaM sATaTH KOpHCTyBad. PaHO WM Ti3HO BHUHUKAE
npobieMa, MO KOPUCTYBadi BXKE HE B 3MO31 3amaMm’sITaTH HOBHM HaJiidHMIA
[apoJb AL HOBOTo 00iikoBoro 3anucy. Kopucrysadi 3a3Bu4aii BUPILIYIOTH ITF0
mpoOJaeMy OIHMM 13 JOBOX CIOCOOIB. 3aralbHUM pIIICHHSIM € IIOBTOPHE
BUKOPDHCTAaHHS OJHOTO Tapoyii Ha OaraThbOX pi3HHX BeO-caiitax. [HIIMM
CHOCOOOM € BUKOPHUCTAaHHS CIELiali30BaHUX MNPOTPAMHUX 3aCTOCYHKIB 1
cepBiciB st 6e31mevHOro 30epiraHHs MapoJiB Ta iHIIKUX O0JIIKOBUX NAHUX, iX IIIe
Ha3WBaIOTh MEHEIKEPaMH TapOJIiB.

Meta. Po3po0Oka mporpaMHOro 3aCTOCYHKY Ul 3aXHUIICHOTO 30epiraHHs
OONIKOBHX JaHWX KOPHUCTYBadiB 13 BHKOPHCTaHHSAM KIi€HT-CEPBEPHOI
aApXITEKTypH.

OcHoBHI moJ0KeHHsA. MeHepkep MapoliB — BHI IMPOTrPaMHOTO
3a0e3neueHH s, IKHil BUMarae Bijl KOPUCTyBaya 3aram’aTaTi €AMHUNA HalidiHui
TOJIOBHMH TMapoib, SIKMA BHUKOPHUCTOBYETHCS IUISI JIOCTYIy O 30epeKeHHX
o6uikoBuX JaHuX. L{i mporpamMHi 3aCTOCYHKH MalOTh ITUPOKUN (QyHKIIIOHAN BiJ
reHeparlii BHIIQJIKOBOTO MAapOJI0 MO MEBHUX KPHUTEPIisAX (IOBXKUHH, HASBHICTH
mitep o0ox pericTpiB, mudp, 3HAKIB) O BHOOPY ANTOPHUTMY IIMUPPYBaHHS
CXOBHIA 3 OOJIKOBUMM JAaHNMH, TOMY KOPHCTYBadaM BapTO JeTaJbHIIIe
03HAHOMMTHUCH 3 HUMH [1].

Januii mporpaMHHiA TOAaTOK OYJO pO3pOOJCHO i3 BHKOPHUCTAHHS KITi€HT-
CepBepHOI apXiTeKTypu 3 BuOopoM koHuenuii «CrnbHuH KitieHT». Lle o3Hauae,
IO KIIEHT BiAmoBimae 3a oOpoOKy iHpopmarii, a cepBep BUKOHY€E (YHKIi
CXOBHINA JaHUX a00 HAJCHIIaHHS 10 CXOBHUINA AaHUX [2].

Po3po0Kky naHOro mporpaMHOro NPHCTPOI0 MOXKHA PO3AUIMTH Ha JBa
OCHOBHHUX €Talii — PO3POOKY CEepBEpHOI YaCTHHHU Ta PO3POOKY KIIIE€HTCHKOT
gactuHH. [lig 4yac po3poOKHM cepBepHOI YACTHHH BiOYBA€ThCS CTBOPEHHS
BeOcepBepy, KU BiIOBITHO J0 3allUTIiB KJII€HTA BiICHIIAE CBOI 3amuTh 10 BJ]
Uit MoauGiKanii JaHUX BIAIOBITHO JIO 3alUTy KiIi€HTa. Po3po0Ka KiTi€HTCHKOT
YaCTHHM TOJIATAE B PO3POOIIi 3pYIHOTO KOPUCTYBALBKOTO iHTEp(delcy, MeTomiB
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BimoOpakeHHs, MUQpPyBaHHsA, po3MMU(pyBaHHS Ta HAJACWIAHHS iHpOpMAIIii,
BBE/ICHOT KOPUCTYyBayeM Ha CepBep.

IIpu peectpariii kopucTyBad 30epirae cBoi peecTparliiiHi JaHi Ha cepBepi B
sammdpoanomy Buriini. [lludpyBanHsa maHNX KOpHCTyBada BiIOyBaeThCSA Ha
Oomi Kii€HTa 3a JOMOMOror airoput™my Argon2. Xem mapol TaKoXK
CTBOPIOETBCSL Ha Oomi KiieHTa 3a Jomomoroio aiaroputMy SHA256. Xem
BUKOPHCTOBYETBCS TIPH aBTOpM3allil, KOJM KOPHUCTyBad IIOBTOPHO XOUE
OTpHUMaTH JOCTYN A0 0a3u JaHWX (CXOBHIA) CBOIX 00iikoBuX 3anucis. 1lomo
CXOBHIIIA, TO BOHO TeX MH(pyeThCs Ha cTopoHi kiieHTa. Lludpysanus BmicTy
CXOBHIIIa BUKOHYETHCS 32 JOTIOMOTOIO KITFOUa BiJl CXOBHINA, SIKMH CTBOPIOETHCS
¢yskmieto cragmapty PBKDF2 3 BXigHIMYU TaHUMH XeITy apois, eIeKTPOHHOT
agpecu. TakuM 4yMHOM BCi BaXJMBI JaHi 30epiraroTbcsi B 3amiu(poBaHOMY
BUIJIAAl 1 HaBiTh, SKIIO 3JIOBMHCHHUK MaTUME JOCTyH A0 0a3M JaHuX, TO
0aguTHME TUTBKU KPUIITOTPAMHU.

BucnoBku. Omxe, Oyno po3poOJIEeHO KIIIEHT-CEPBEPHUI 3aCTOCYHOK
3aXUINEHOro 30epiraHHs OOJIIKOBUX NaHHX KOpHCTyBauiB. JlaHWI 3aCTOCYHOK
3abe3mneuye KoH(DINeHIIHHICTE iHPOpMaIii KOpHCTyBaya MUITXOM MH(PYBaHHS.
Bubip xii€HT-cepBepHOI apXiTEeKTypH MOTHUBYETHCS KPAIIUM pPO3MOIIICHHIM
HaBaHTAXXECHHs TPH 00poOLIi TaHUX, 0COOJIMBO KOJIM KIIIEHTIB 0ararto, a cepBep
OJIVH.

Cnucok aitepatypu
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Cexist 1
MPOBJIEMU IIEHTU®IKAILIL TA AYTEHTE®IKAILI
B KIBEPBE3IIELI
Topoxanunii A. C.
HauionaneHwuii aepokocMiunuii yHiBepeutet iM. M. €. XXykoBcbkoro
«XapKiBChKUi aBialliftHUI IHCTUTYT»
HayxoBwuii kepiBHUK Mopo3osa O. L.

AKTyaJbHiCTB. Y CydacHOMY CBITI Mai)ke KOXKHa JIIOIWHA Mae€ BIAcHI
CTOPIHKH B COLIAJIBHUX Mepexax, akkayHT B Google Ta GaraTo iHIINX pi3HUX
0o0NMiKOBHMX 3amuciB Ha BeO-caliTax, y MOOUIPHHX JOJaTKaX, BCEpeAWHi
KopHopariiid, Tomo. Yepe3 HEXTYBaHHS CTaHAAPTaMH Ta Cy4aCHUMH METOJaMHu
ayTeHTH(iKaMii, KIOEP3IIOUNHIISIM BIAETHCS BUKPACTH HAPOJIi, @ 3 HUIMH i TOCTYTI
1o KoH(peneHniiHoiI iHpopmarii, 0aHKIBCHKHX PaXyHKIB, TOCTYII 10 IPUMIIICHb
i3 cekpeTHO iH(pOpMAaIi€lo, a TAKOXK BUKpacTH Bamry nudpoBy i1eHTHYHOCTS.
Hamnpuknan, y 2021 poui Ha oqHOMY XakepcbkoMy (opymi OyIo ommy01iKoBaHO
(atir RockYou2021 3 6ipm ik 8 MifbsIpAaMy MAPOITIB, 8 OCKUTEKH KOPUCTYBadi
4acTO BUKOPHCTOBYIOTh OIWMH 1 TOH caMUi Mapoib U IEKUIBKOX OOTIKOBHX
3aIUCiB, KUIBKICTh MOCTPAXAAINX y Mail0yTHHOMY MOXKE CSIraTh MiJIbHOHIB,
SKIO HEe MiTbsIpmiB [1].

Meta po60oTH — JOCHTIPKEHHS iICHYIOUHNX MPOOIIeM ayTeHTH]IKaIii, MIIsIXu
X BUIIpaBJICHHS Ta Cy4aCHUX METOJIB ayTeHTU]IKaLlil.

OcHoBui  mosiokennsi.  CporomHi  po3pobieHo  6arato  MeTO[iB
ineHTUdiKani/ayTeHTH(IKALii, SAKi BKIIOYAIOTh SK 3arajibHi  METOAH
ayrentudikanii (maponi, aBodakropua ayrteHTH®ikanis (2FA), TokeHwu,
Giomerpisi, ayTeHTHiKallig TpaH3aKIii, pO3Mi3HABaHHS BIACHUKA KOMII'IOTEPa,
CAPTCHA rta single sign-on (SSO)), Tak 1 cremiaabHi HPOTOKOIH
ayrentudikamnii (Bkmovaroun Kerberos i SSL/TLS) [2]. KoxkeH 3 HEX Mae cBOi
CUJIbHI Ta CJIA0Ki CTOPOHH.

BpaszmmBocti  imeHTHbikamii/ayTenTH]iKamii  SKi  BHKOPHCTOBYIOTH
3TIOBMUCHWKH JUTSI BUKPAICHHS — CTaHAAPTHI, C1a0Ki a0o mo0pe Bijmomi mapoi,
Hanpukian «Passwordl» a6o «admin/adminy, o0iKOBi TaHiI KOpHUCTyBada st
ayTeHTH(IKaMii, AKi He 3aXUIIeH] M gac 30epiraHes, iIeHTH(IKaTOPH CEaHcCy,
aki poskpuBatoTbesi B URL-anpeci (mampukiman, nepesamuc URL-appecn),
3HAUEHHSI CEaHCy, SIKe He 3aKiHIYEThCS a00 CTae HEMIHCHUM TICIST BUXOIY,
ineHTUdIKaTOpH ceaHcy, sIKi He 3MIHIOIOTBCS IICHSA YCIIIIHOTO BXOXY, JaHi,
HaJlicnaHi yepe3 He3au(poBaHi 3’€AHaHHs, ciiabki a00 HeeeKTUBHI MpoLecH
BIZTHOBJICHHS OOJIIKOBHX JIaHMX 1 3a0yTHX IapoJiB, BiACYTHS a00 Hee(eKTHBHA
OaratodakTopHa ayTeHTH(iKamis, ceaHCH KOpUCTyBada abo MapKepH
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ayteHTu(iKarii (mepeBakHo Mapkepu exuHoro Bxoay (SSO)) He aHYIIOIOTHCS
HaJIS)KHUM YHMHOM IIiJI Yac BUXOJY 3 CHCTEMH abo repiony Oe3misiIbHOCTI.

Ha mincraBi aHamizy iCHYIOUMX Bpa3iIMBOCTEH OyiH CcHOpPMYIHOBAHO
mopanu, SKUX TIIOTPIOHO JOTPUMYBAaTHCh aOW YHHUKHYTH BHUTOKY JaHUX:
3aCTOCOBYBaTH OararodakTopHy ayTeHTH(IKalilo, Y3rOJUTH IOJITHKY OO0
JIOBXKHMHH, CKJIQJIHOCTI Ta porauii mapons 3a iHCTpykuismu HamionanbHOro
iHCTHTYTY cTaHmapTiB i TexHomoriit (NIST), Ta mepeBipsATH HOBiI abo 3MiHEHi
mapoJli, MEPEKOHATHCH, IO PEECTPAIlis, BITHOBICHHS OOJIKOBUX NAHHUX 1 MUIIXH
MPOTPaMHOTO 1HTepQeNCy 3axHIIeH] BiJ aTak HyMepalii 0OJIKOBUX 3aIliCiB 3a
JIOTIOMOTOI0 OJHAKOBHUX IIOBIIOMIJICHB U BCiX PE3yNbTaTiB, oOMexyHTe abo
yacTilne BiIKIamaiTe HeBIali cpoOW BXOAY, BUKOPHCTOBYBATH 3aXHUIICHHHA
BOY/IOBaHUII MEHEKEp CEaHCIiB Ha CTOPOHI cepBepa, SIKUi T'eHepye HOBHMH
BUTIAIKOBUH iICHTHU(IKATOp CEaHCy 3 BHCOKOI CHTPOIIEI0 TICIA BXOIY,
ineHTudikaTop ceancy He mae Oytm B URL-ampeci, a moBHMHEH HamiliHO
30epiraTucsi Ta BBaXAaTUCS HEAIWCHHUM ITiCIS BUXOJY 3 CHCTEMH, MPOCTOIO Ta
a0CcoJIOTHUX TaiiM-ayTiB [3].

BucHoBKH. 3aBasIKH BUKOPHCTAHHIO CYJacHHX METO/iB
ineHTUdiKami/ayTeHTH(IKAi Ta MOTPUMAHHSA CYyJYacHHX CTaHAApPTIB, SKi
JIOTIOMOT'al0Th 3aKPUBATH HaWOLIBLI MOUIMPEHI BPa3IMBOCTI, MOXKHA 3MEHIINTH
PH3HK OTPUMAHHS JaHUX 3JI0BMHACHHUKAMH.

Cunmcok jgiteparypu
1. Edvardas Mikalauskas, Cybernews — RockYou2021: largest password
compilation of all time leaked online with 8.4 billion entries. Cyber news. URL
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compilation-leaked/ (mara 3sepuenns: 27.07.2022);
2. Common Network Authentication Methods. N-able. URL — https://www.n-
able.com/blog/network-authentication-methods (nara 3sepuenns: 27.07.2022);
3. OWASP Top 10 2021. OWASP. URL - https://owasp.org/Top10/A07_2021-
Identification_and_Authentication_Failures/ (nara 3sepuenns: 27.07.2022).
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Cexkuis 1
OPT'AHIBALIA BAXUCTY XMAPHOTI'O CEPEJJOBUIIA

Jlamenko B. A.
HauionaneHuii aepokocMiuHmid yHiBepeuteT iM. M. €. XXykoBcbkoro
«XapKiBChKUi aBialliftHUI IHCTUTYT»
HayxoBuii kepiBHUK 3eMisiHKO [ A.

AKTyasnbHicTb. XMapHi cepesioBHIla — e 3pyYHUI cepBic Juist 30epiraHHs Ta
00poOku Oyap-siK0i iH(pOpMAIi KOPHUCTYBadiB, 110 TICHO IHTETPOBaHI B Cy4acHi
TpUCTpol, Ie 3abe3medye AOCTYN OO JaHWX 1 HEepeloBUX OOYHMCIIOBAaIbHUX
pecypciB e 3aroguo [1]. [IpoTe 3axucT iH(pOpMAIIii Bil HECAHKI[IOHOBAHOTO
JOCTyIly, Oe3leKka BHKOPHUCTAHHS XMapHHMX TEXHOJIOTIH Ta mepeadadeHHs
HMOBIPHUX PU3HKIB, 10 BHHUKAIOTh y TPOIIEC] IX BAKOPUCTAHHS, € IPIOPUTECTHIM
HAaIpsIMKOM Yy TIOBCSIKACHHI.

Mera. AwHaniz TexHoOJOTri 3axucty iHQoOpMaliiHMX pecypciB Ipu
BHUKOPHCTaHHI XMapHHX TEXHOJIOTIH.

OcHoBHi mos10:keHHsI. XMapHa Oe3reKa, TakoX BijoMa SK O0e3neKa XMapHUX
o0uKCIIeHb, CKJIAIAEThCS 3 HAaOOpy MOJNITHK, 3acO0iB KepyBaHHs, MPOLEAyp i
TEXHOJIOTiH, SIKI MPaIlOIOTh pPa3oM Ul 3aXHCTy XMAapHHUX CHCTEM, IAaHHX Ta
IH(paACTPYKTYpH Bifl 3arpo3 Ta Kibeparak.

KommnaHii xMapHHX MOCIYyr 3a0e3NedyyloTh KOMIUIGKCHHH OaraTopiBHEBHI
3aXUCT, L0 BKJFOYAE: CUCTEMHU KEPyBaHHS JIOCTYIIOM, MOCTIHHMH MOHITOPHHT
3arpos, MUQpyBaHHA JaHUX I Yac mepenadi Ta 30epiraHfs, 3aXuCT Qi3HIHAX
LEHTPIB 00POOKHM JAHMX; 3aXUCT MEPEXKI, 3aXUCT IIPOrpam, pe3epBHE KOIIIOBAHHS
JIAHUX, TIOCTIMHI MepeBipKM, 3aXUCT BiJi MacoBOro BuaaleHHs GailmiB Ta
MOHITOPHHT ITiI03pLIKX il i yac Bxomy [2].

Haiibinbem eexTrBHI criocoOu 3aXucTy y cdepi Oe3rmekn xmap omyoiKyBaia
opranizanisi Cloud Security Alliance (CSA) [3]. IlpoananizyBaBmu marepiiu,
OyI10 BUSIBIICHO TaKi PillICHHS:

1. 30epexenns nmanux. LudpyBaHHS — OnWH i3 Hale(EeKTUBHIMIUX CHOCOOIB
3axucTy NaHuX. [IpoBaiinep, 1o Hajae JOCTYN A0 JaHUX, TOBHHEH MN(PyBaTH
iHpopmariro kiienrta, mo 30epiraeteess B 11O/, a Takox y pasi BimcyTHOCTI
Heo0X11HOCTi 6E3MOBOPOTHO BHIAJIATH.

2. 3aXuCT AaHUX IiJ 9ac mepegadi. 3ammgppoBaHi 1aHi i1 9ac rmepeaadi HOBUHHI
OyTH JMOCTymHI Jimie micns ayTeHThdikamii. JlaHi He BIacThCS mpodnTaTté abo
3poOWTH 3MiHM, HaBiThb y pa3i JOCTyNy 4Yepe3 HeHaAilHi By3mu. s 1poro
BHUKOPHCTOBYIOTHCS IIpOBaiaepamu Taki TexHosorii: npotokomu AES, TLS, IPsec
Ta 1HIIi.
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3. Aytentudikarmist — 3axuct maposeM. s 3abe3nedeHHs OUThII BHCOKOL
HaJIMHOCTI BHKOPHCTOBYIOTH TakKi 3aco0OH, K TOKeHM Ta ceprudikaru. s
mpo30poi B3aeMoIii MpoBaiaepa 3 CHUCTEMOIO iAeHTH(IKAIi TpH aBTOpU3amMii
TaKOX PEKOMEHAYETHCSI BUKOPHCTOBYBaTH npoTtokom LDAP ta SAML.

4. I3oms1ist KOpUCTyBadiB. BUKOpHCTaHHS 1HAMBILYaIBHOT BIpTyanbHOT MallvHU
Ta BIpTyalbHy Mepexy. BipTyanpHi Mepexi HOBHHHI OyTH pO3rOpHYTi i3
3aCTOCYBaHHSM Takux TexHoJoriH, sk VPN, VLAN ta VPLS. Yacro npoBaiinepu
130JTI0I0TH JIaHI KOPHUCTYBAYiB OJIMH BiJl OJTHOTO 32 PaXyHOK 3MiHM JaHHX KOy B
€IMHOMY MPOTPaMHOMY cepeIoBuILi [4].

BucnoBku. HaiiieBimmmMu TeXHOIOTISIMH 3aXHCTy iHPOPMAIIIHHIX pecypciB
TpY BHKOPUCTaHHI XMAapHHUX CEpPElOBUIN Ha CHOTOIHI €: MH(pPyBaHHS, 3aXUCT
JaHUX TpU TepelaBaHHi, ayTeHTU(]IKallis Ta 130Jslis KOpUCTyBayiB. 3acodu
Oe3reku moTpeOyTh MOCTIHHOTO BIOCKOHANCHHS 1 Iepen0dadanHs PpU3HKIB, IO
BUHHUKAIOTH Yy TIpOIleci KOPHUCTYBaHHSA. XMapHI TEXHOJOTIi IOCTiiHO
PO3BHBAIOTHCSI, BHUTICHSIOTH IHIII Ta 3aKOpiHIOIOThCS B IT-iHaycrtpii, a oTxe
NHUTaHHS OE3MeKH y LbOMY CEpEeIOBHII 3aBXKIU aKTyalbHe, TOMy Ha 4aci €
PO3po0OKa Ta BIPOBAKCHHS HOBHX METOIIB 3axXHCTy iH(popMarii y xmapi.

Chucok Jitepatypu
1. Besmeka xmapHux cxoBHI i TexHosorii: OcHoBHi mpasmia. Datami. URL:
https://datami.ua/bezpeka-hmarnih-shovishh-i-tehnologij-osnovni-pravila/  (zara
3BepHeHH: 17.11.2022).
2. Paul Diamond. XmapHe cxoBHIIle 4 JIOKAIbHI cepBepH: 9 KPUTEPIiB, SIKi CITi/
BpaxyBatu mij uyac Bubopy. Microsoft. URL: https://www.microsoft.com/uk-
ua/microsoft-365/business-insights-ideas/resources/cloud-storage-vs-on-
premises-servers (nata 3Bepraentst: 18.11.2022).
3. Guideline on Effectively Managing Security Service in the Cloud. Cloud
Security Alliance. URL — https://cloudsecurityalliance.org/artifacts/quideline-on-
effectively-managing-security-service-in-the-cloud/ (mata 3BEPHEHHSL:
20.11.2022).
4. 3arpo3u xmapHuXx oOOuHciIeHb Ta ix wMeroau 3axucty. Habr. URL:
https://habr.com/ru/post/183168/ (nara 3sepuenns: 26.11.2022).
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CrynenTcbka KoH(epeHLis iHpopmaliiina, GyHKIIHA 1 KibepOesneka


https://habr.com/ru/post/183168/

19

Cexkuis 1
3AXHUCT HIJIICHOCTI JAHHUX Y BA3AX JAHUX

Kapmii I. 1.
HauionaneHwuii aepokocMiunmii yHiBepceuteT iM. M. €. XykoBcbkoro
«XapKiBChKUH aBiallifHUI IHCTUTYT»
HayxoBwuii kepiBHUK Mopo3osa O. L.

AxTyajabHicTh. B yMmoBax po3BUTKy iHpOpMamiiHUX TEXHOJIOTIH,
30UIBIICHAS KiMBKOCTI iH(poOpMarii, mpaBa Ha 30epiraHHs sKoi IepenaHi
KOPHUCTYBa4eM TpeTiii 0co0i, 3HAYHO MiJBUINIYETHCS TONHT Ha SKICHI
IHCTPYMEHTH 3aXHCTy WiJICHOCTI, KOH(IACHIIIHHOCTI Ta JOCTYITHOCTI JAaHUX.
Takox BipTyami3alis IOPUANYHAX Ta EKOHOMIYHUX MPOIECIB Y JIOKAIBHUX 1
I00aNbHAX CHCTEMAaX MJOJA€ AKTYaJIbHOCTI 3aBAAHHIO MOOYNOBH CHCTEMH
3axucty iHdopmarii (31), sika 34aTHA SIKICHO OJOKYBATH HIUPOKHIA CIICKTP aTak.
Hapas3i 06’ emu iHdopMmariii st 30epirants Ta 00poOKH 301IbIITYOTHCS IOMHS,
1 IOTY>XHUM {HCTPYMEHTOM YIpaBIiHHA faHUMH € 6a3u naHux (BJ1).

LimicHicTh € OIHIEIO i3 OCHOBHUX XapaKTEPHUCTHUK iH(OpMAIliifHOI Oe3meKH,
a OTKe [OCHIDKEHHS METOMAIB 3aXMCTy uiiicHocTi iHpopmanii y B/l €
aKTyaJbHHM 1 HEOOXIZHMM MU TOHANBIIOTO0 PO3BUTKY IH(POpPMamiiHIX
TEXHOJIOT 1.

Mertoro naHoi poOOTH € aHalli3 METOJIB 3a0e3MeUeHHs 3aXUCTy LiTICHOCTI
nanux y BJI.

OcHosHi moJsio:xkenns. basa nanux (b/1) sBiste cobotro yrmopsakoBaHuii Hadip
JIaHUX, SIKi JIOT1YHO B3aeMornoB's3ani. ['oioBHUM 3aBnaHHaM B/l e 30epexeHHs
3Ha4HUX 00csriB inpopmarii. Jlani B B/] moBuHHI 30epiratucs 3 rapaHTyBaHHAM
Oe3nexu Ta KoH}imeHiitHOCTI. [HpOpMaris He ToBUHHA OyTH 3ary0iieHO0 abo
BUKpaJeHoto [1].

SIKIIO B CHCTEMI 3aXUCTY € HEJIOMIKH, TO IaHUM MOXKe OYTH 3aB/IaHO LIKOAH,
HAIPUKIIA]] TAKOI, SIK: TIOPYIICHHS IUTICHOCTI TaHUX, BUKPaIeHHs (BUTIK) JaHUX,
PO3CEKpEUEHHS IaHUX 3 0OMEKEHUM JOCTYTIOM.

Cucrtema ympasninast B/l (CYB]/l) — me cykymHicTe mporpaM i MOBHHX
3ac00iB, IpU3HAYECHUX JJIS1 CTBOPEHHS, BeJeHHS 1 BuKopuctaHust b/ [2].

Hwxue HaBemeHO aHali3 OCHOBHHX METOMIB 3aXUCTy iH(opMarii, Mo
3a0e3neyuaTh HaOIMHUH 3aXUCT iH(popMamii BiJ] HECAaHKI[IOHOBAHOTO BTPYYaHHS:

— 3axwuct napoieM. [laposns Mae OyTH ckilagHOIO KOMOiHami€ro Jitep, mudp
Ta CUMBOJIB, 30epiratucs B CYB/] y 3ammdposanomy Burisizi. [Ipore BiH Mae
BPAa3JIMBICTH JIOACHEKOTO (paKTopy;

— muppyBaHHS JaHUX — M€ HaAiiHMH Meron, mo 3abesrneuye
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HEMOJKJTUBICTh MTPOYUTATH iHPOPMAITiT0, HE 3HAIOUH K09 IS Metu(pyBaHHS;

— TIpaBa JAOCTyNly [aioTh KOHTPOJIb HaJ CIEKTPOM MOXKIMBOCTEH
penaryBaHHs faHUX y B/l KO)XHOTO 3 aBTOPH30BaHUX KOPHUCTYBAUiB;

— pe3epBHE KOMIIOBAaHHA — IHCTPYMEHT 3amoOiraHHS BTpPATH IiUTiCHOCTI
Bciel BJI, abo ii gactmam. Komii 3a3Bm4aii 30epiraroTb OCTaHHIM KOPEKTHHI
o6pa3 B/l, ame MOXyThb BHKOPHCTOBYBATHCH MJIS TOIIYKY MPHYHHHU JESKOTO
inunenty oesmexu BJ1 [3];

— 3aXWHCT IOJIiB Ta 3amuciB — ocobimBocti B/, a came sk BoHa peanizoBaHa
MPOTPaMHO Ta sIKi MOAN(IKATOPH JOCTYITy MAIOTh 11 CKJIa0Bi;

— ayIuT — Ie AONOMDKHA IpPOIEAypa, SKa MpU3HA4YCHA IS MEpPEeBipKU
MOBHOTH 3aJy4EHHS Iepen0adeHnx 3aco0iB KepyBaHHS W BIATIOBIAHOCTI piBHA
3axuineHocTi BJ] BcranoBieHuM Bumoram [3];

— 3abe3nedYeHHs MiIICHOCTI 3B’ A3KiB Ta0auip B/1;

— oprasizalis CiJIbHOIO BUKOpUCTaHHS 00 €kTiB b/l B Mepexi.

BucHoBku. SIKicTh BIPOBaKCHHS PO3INISIHYTHX METOIIB  3aXUCTYy
nimicHocti maHux y Bl Ta camoi Bl y minomy Oynme mpomopIiitHOIO CTifKOCTI
cucremd. OJIHAaK, HEMOXJHMBO CTBOPUTH iJI€aIbHO 3axHIICHY CHUCTEMY,
3JIOBMHUCHUKM BCE OJHO 1 Hajainl MIyKaTUMYTh 1 BUKOPHCTOBYBAaTHMYTh
nporpamdi i ¢izugni BpazmuBocTi CYB/]. OmHak, mpy BUKOPHCTAaHHI METO/IB
3axXUCTy iHPOpPMAIii, MOKINBO CTBOPUTH CHCTEMY, SIKi MOKHA Oyze JOBipATH
nmani BJ1.

Cnucok aitepatypu

1. 3axucr iHdopmarrii B 0asax JTaHUX. IRlib. URL:
https://ir.lib.vntu.edu.ua/bitstream/handle/123456789/24448/Kacsauyk%20H. 1.
pdf?sequence=1&isAllowed=y (mata 3Bepuenns 23.11.2022);

2. Cucremu YIpaBTiHHS bazamu JAHUX. Rodak. URL:
http://rodak.if.ua/komptech/lection4.htm (nara 3Bepuenns 23.11.2022);

3. Baxucr B/l Bim  HecaHkuioHoBaHoro gocrymy. RDP.  URL:
https://rdb.dp.ua/uk/chapter_11 (mara 3Bepuenns 23.11.2022).
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Cexkuis 1
AHAJII3 TA ®OPMYBAHHS OCHOBHUX PU3HUKIB JJI51 BE3IIEKHA
JAHHNX KOPUCTYBAYIB JEPXKABHOI'O BACTOCYHKY «II51»

3miiBchkmii B.C
HauionaneHwuii aepokocMiunmii yHiBepceuteT iM. M.€. JKykoBcbkoro « XAl»
Haykogwuit kepiBauk [lleBuenxo I.B.

AkTtyanbHicTb. besymoBHHM € Te, mo cydacHmid cBiT IT HeBmMHHO
PO3BUBAETHCS, POOIITIH HAIIIE TIOBCIKICHHE KHUTTSI MAKCUMAIbHO KOM(MOPTHHUM.
Hamra neprxaBa Ha CHOTO/HI € OHIEIO 3 HAWOUIBII IPOTPECUBHAUX Ta CYIaCHUX
KpaiH €BpONEWCHKOrO KOHTUHIEHTY 3 TOYKH 30pY JijKajizamii >KUTTS
CyCHiJbcTBa. YKpaiHCHKHH ypsiA CHPSMOBYE 3HAuHI Pecypcu Ha PO3BHTOK
IUTBOBOI Tay3i Ta MpoIecy MAipKaji3allii, po3yMilodH, 10 caMme 3a UM Oyje
MaioyTHE. OJJHUM 3 JOKA3iB LILOTO € CTBOPEHHSI IEPKABHOT'0 3aCTOCYHKY «J{151»
[1], sxuit OyB BIpOBaIXKEHUH y KOPUCTYBAaHHS YKPaiHChKUX TPOMAJISIH. AJle, Yi
€ LIei 3aCTOCYHOK O€3IIeYHMM 3 TOUYKH 30py 30epiraHHs JaHux?

Meta po6oTu: moisTac y aHajii3i Ta BUIUICHHI OCHOBHUX PHU3HUKIB, SKi
MOXYTh TPHU3BECTH [0 MOPYIICHHS O€3MEeYHOCTi 30epiraHHi, a OTXKEe [0
«BWTIKaHH» TaHUX KOPUCTYBadiB.

OcHoBHi moyo:xenus. Jlis (ckopodeHHs Bix «Jepkasa i s») — MOOUTBHHI
3aCTOCYHOK 1 oQimiiiHuii BeO-cepBic A OTPUMAHHS JACPKAaBHUX OHJIANH-
mocyyT, po3pobieHuit MinicrepcTBoM mudpoBoi TpaHchopmaii YKpaiau, sKui
JIO3BOJISIE TIPAIIIOBATH 3 U(DPOBUMH JIOKYMEHTAMH Ta Iy OJIIYHUMHU TTOCITYTaMH.

BcranoBuBmm  Jlito  KOpHUCTyBau OTpPUMYE MOXJIHMBICTH  OTPUMATH
EJIEKTPOHHI JOKYMEHTH B cMapT(oOHI, a TakoX IepelaBaTH iXHI Komil npu
OTPUMaHHI Jiep)KaBHUX TMOCHyr. TakoX KOpUCTyBad MOXE CKOPHUCTATHUCS
MOCJIyraMy OTPUMAaHHS PI3HUX 3a TUIIOM 1 NPU3HAYEHHSM JOBiIoK. CTaHOM Ha
TpaBeHb 2022 poKy 3aCTOCYHKOM i BeO-CEepBICOM KOPUCTYEThCs Bike moHan 17
MJIH JIIOZIEH, Y BeO-cepBici JOCTYIIHO BxKe 72 MOCIYTH, a y 3aCTOCYHKY — 9 mociyr
Ta 15 nndpoBux NJOKyMEHTIB, B IaHax ypsay 1o 2024 poxy nepesectr 100 %
nepxaBHAX mocnyr y [ito [2].

Amnamizytoun mpobieMmy OesnedHocTi maHux B il Oyio BHIUIEHO psiX
PU3MKIB, SKi MOXYTh HecTH iH(popMariiiHy HeOe3neKy s 30epiraHHs JaHUX
KOPHCTYBaYiB:

Pusux 1. TlopymieHHs po3MexXyBaHHA IHCTPYMEHTIB ineHTHGikamii 3a
piBHsiMu foBipH. [1oTpiOHO pO3YyMITH, IO MOMJIMBICTE imeHTH(]iKamii ocodu
yepe3 nporpamHuil iHCTpyMeHT BankID, sxy namae [lis, € CyMHIBHOIO IJst
TAKOTO PiBHS BaXJIMBOCTI JOKYMEHTIB, AKi 30epiratotees y [ii.

Pusuk 2. Jlig 36mupae, onparpoBye Ta 30epirae 1ani kopuctyBada. Sk i 6yabp-
SKAH IporpaMHUi 3acTOCyHOK, [list 30upae, onpaipoBye Ta 30epirae aaHi, mpo
mo mnpsMo HamucaHo Ha odiniiiHomy cadTi «ii» Ta y posmimi
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«Mento/IToBinomnenHss npo 00poOKy IEpCOHANBHUX JaHUX» MOOUIFHOTO
JojaTKa.

Pusuk 3.BximHa ayTeHTU(}IKAIlS 32 JOMOMOTOI0 Mapois-Koaa. 3BUYANHO,
Mo KOA — Le Haimpocrimmii y 3amam’sTOBYBaHHI Ta BBEAEHI BHJ
ayteHTH(]iKaIil, ajie TakoX 1 HalimpocTimui y migoopi Ta B3namyBanHi. Jlo peui
napoJb-koJ y i cknagaersest Beboro 3 4 uudp.

Pmsuk 4. [lami 30epirarotbcss Ha cMapTdOHI YH TaKETi, Ha SKOMY
BCTAHOBJICHO 3aCTOCYHOK. 3TiIHO 3 3asBaMU PO3POOHHKIB mporpamu «Jlis»,
mporpamMa He 30epirae eleKTpOHHI JOKYMEHTH TPOMAJSH, MpPH IHOMY
300pakeHHS 3 JaHUMH JOKyMEHTa 30epiraiotecsi y cMmaptdoni. [Ipu BTparti
cMapT(oHa JTaHNMH 3 3aCTOCYHKY MOKHa HEIIPAaBOMiPHO KOPHUCTYBATHCHL.

Pusuk 5. He3po3yMinicTb nopsiiKy BUKOPUCTaHHS Ta «IIITATYBaHHSD JaHUX
CTOpOHHIMM  oprasizauissMu. Hemae 4YITKOro po3’sICHEHOTO  MOPSIKY
BUKOPHCTAHHs €JIEKTPOHHOI Bepcil mamepiB y JepikaBHHX Oprasizamisx. €
PH3HKH, 1110 eJIEKTPOHHA Bepcisi MOKe OyTH BUKOpHCTaHa Oe3 J03BOJIY BIaCHHUKA
[3].

BucHoBku. B pe3ynbTari IpoBeneHOro aHaiizy OyJio BHIUICHI OCHOBHI
PU3UKH, SKi MOXYTh HecTH iH(opMaIliitHy HeOe3meky Uit 30epiraHHs JaHUX
kopuctyBauiB Jlii. Ha ocHOBI BiArykiB KOopHrCTyBadiB OyB IpoaHai30BaHUHN 1X
MPaKTUYHUH TOCBiJ BUKOpUCTaHHSA Jlii, a TaK0X BiH OyB MOPIBHSIHUIA 3 BIACHIM
nmocBimoM aBTopa. OTpuMaHi pe3ynpTaTé OyIyTh BUKOPUCTAHI IS BUPIMICHHS
mpoOJIeMy TiBUIICHHS PiBHA TOBIpH 1O JEp>KaBHOI IM(POBOI mporpaMu Ha
npukiani Jii.

Cnucok giTepatypu
1. Jis. Wikipedia. URL: https://ru.wikipedia.org/wiki/[lin (mara 3BepHEHHS:
27.10.2022);
2. Odopmnienns cybeupiii y [lii ta nepernnc HaceneHHs 3 Apple - Muxaiiio
Demopor npo mudposi miann Ykpainu. Surl. URL: http://surl.li/dsdm]j (mata
3BepHEHH:: 27.10.2022);
3. Sk mpamroe «/lis» Ta 3Biaku 6epythes manni. Surl. URL: http://surl.li/dsdim
(mata 3BepHeHHs: 29.10.2022).
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Cexkuis 1
JOCIIITKEHHS METO/IB BE3IIEKHU BEB-3ACTOCYHKIB

3yes . M.
XapKiBChKUH HallioHaNBHUH yHiBepcuTeT iMeHi B.H. Kapasina
Hayxogwuii kepiBauk Pogiako M.IO.

AxryanbHictb. Web-nonatku mionHs miaganThes pisHUM atakam. [Ipu
HAsIBHOCTI BEJMKOI KUTBKOCTI IHCTPYMEHTIB I aTak, CTaTe 3 IOKJIAIHUM
OIMCOM 1 BiJIEO IEMOHCTpAIliif IPOBE/ICHHS aTak, 0arato JIIoJeld HaMararoThCs
cpoOyBaTu CBOi CHITH.

IcHyIOTH JFONH, SIKI IEPETBOPIOIOTH 3JI0M Web-CalTiB B Tak 3BaHH Oi3HeC.
Yepes ix xii barato BIacHUKiIB web-10aTKIB TepIUIATh GiHAHCOBI 30UTKH, a iX
KOPHCTYBadi BTpavaloTh KOH(DIICHIIHHICTh BIACHUX JaHUX.

Meta. TeopeTnuHmii aHali3 Ta JOCHIIKCHHS MEXaHI3MIiB aTrak Ha BeO-
JOAATKH; TCOPETHYHHUH aHali3 TEXHOJOTIH 3aXHCTy BiJl MOXJIIMBHX aTak Ha
JIOZIATKH; TEOPETHYHMH aHalli3 TEeXHOJOrid imeHTH(ikamii W aBTeHTHU]iKawii
KOPHUCTYBa4iB, BeO-710/IaTKIB;

3n0M BeO-IOJATKIB € Haibimem, abo Xxoya O OAHMM 3 HalyacTiiie
BUKOPHCTOBYBaHHX METOJIB KibepaTak sk Ha opraHisauii, Tak 1 Ha IPUBATHUX
oci0. 3nmaMaHi caliTM BUKOPHCTOBYIOTBCSI B PI3HHX IUJISAX - JJIsI ITOIIMPEHHS
mkigmaBoro [13, kxpamibkkwm iH(oOpMarii, po3MilIeHHS HECAHKIIOHOBaHOI
peximamMu  abo 3a0opoHEeHO! iH(popMamii, maxpalcTBa, NPOHUKHEHHI Y
BHYTpIIIHIO Mepexky Kommanii. UYepes 1m0 mpobremy 3a0e3meucHHS
iHpopMamiifHOi Oe3neku BeO-3aCTOCYHKIB € aKTyalbHHUM 3aBAaHHAM. | nummre
Maro4yM IpPEACTaBJICHHS PO HAaWOIJIBII MOMIMPEHI aTaku Ha BeO-3aCTOCYHKH,
ca0Ki MicIll IUX CaMUX JOJATKIB Ta BapiaHTH peaizallii 3aXHCTy, OIHUM 3
SKUX SBISIEThCS BJAJIa peastizallis JOCTYIy A0 CalTy HUIIXOM aBTeHTUdiKalii,
MOJKJIMBO CTBOPUTH OE3MEUHININI /1T KOpUCTYBayiB cepsic [1].

INepenik Ha#OIIBII MOMIMPEHUX aTak Ha BeO-3acTocyHKH: SQL iH'ekiris;
obxin nusixy (Path Traversal); XSS artaku; BKiIIOYEHHS JIOKalbHOTO (aiiy;
BuTik iHdopmarii (Information Leakage); aTaka rpy6oto cunoro (Brute Force);
BijlasieHe BUKOHaHHS KOJy; BiMoBa B oOciyroByBanHi (Denial of Service);
template iH'ex1ist 3 00Ky cepBepa.

BucnoBku. Ha ocHOBi anamizy 3arpo3 iHdopmaniiniii Oesmemi, 10
CTOCYIOTBCSI BeO-/10/1aTKiB, OyJIO NMPOBEAEHO aHalli3 METOIIB iX 3aXHCTY Bif
BpaznMBOCTeH iH(opMauii i NPUHIMIIIB MOOYJOBM caliTiB 3 ypaxyBaHHSAM
MOXJIMBOCTEH pi3HUX aTak. Takox OyJio IOCHIDKEHO AEKiIbKa 3 iCHYIOUHMX
3aco0iB imeHTH(iKamii Ta ayreHTHQiKalii KOpHCTyBadiB IH(GOPMAIIHHIX
CHCTEM.

[TaponbHuil 3aXMCT Ha CHOTOJHI € OJHMM 3 HAMMOIIMPEHIMHX CIOCO0iB
3axucTy 1iH(opMamii BiA HECAHKIIOHOBAHOTO JOCTYIMy SK B OKPEMHX
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KOMIT'FOTEpax 1 CUCTeMax, Tak 1 B Mepekax cBiroBoro macurady [2]. [Ipote 6e3
BUKOPHCTOBYBaHHS 1HIINX MEXaHI3MiB 3aXUCTY MapoJIbHUI 3aXUCT, caM 110 coOi,
He € HaJIHUM, OCKLIBKM HE MOXKe 3a0e3Me4nTH NoTpiOHOoro 3axucty. ocuth
PO3IOBCIO/KEHUMH B SIKOCTI  iIeHTH(IKATOpiB € TakoX pPi3HOMaHITHI
CJICKTPOHHI KJIFOYi, HAIPHUKJIa/l, TOKEHH.

Cnucoxk JiTepatypu
1. Fu K. et al. The dos and don'ts of client authentication on the web //10th
USENIX Security Symposium (USENIX Security 01). — 2001;
2. Smith R. E. Authentication: from passwords to public keys. — Addison-
Wesley Longman Publishing Co., Inc., 2001.

BigomocTi npo aBTopis
3yeB [lemnc MuxaiioBHd, MAariCTpaHT Kadempu MOJICTIOBAHHSA CHCTEM i
TEXHOJOTiH,  (aKylIbTeT  KOMII'IOTEpHHX  Hayk, M.T. 0668395288,
xal11867678@student.karazin.ua
Poniako Mapis FOpiiBHa, cTapmmii BHKIagad Kad. MOJICIIOBaHHSA CHCTEM i
TEXHOJIOTiH, 1-p. pinocodii 3 koMIT'IOTepHUX Hayk, mariia.rodinko@karazin.ua
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Cexkuis 1
AHAJII3 METOJIB TA 3ACOBIB 3AXUCTY PECYPCIB SIKI
SHAXOJSITBCS Y XMAPHOMY CEPEJIOBHIIII
KoOunsamuuii 1. B.
Jlineid Ne 33 TTonraBchkoi MichKOT pamu
Hayxkosnii kepiBauk Onina H. B.

AKTyaJbHiCTh. 3 KOXXKHHUM POKOM 30UIBIIYETHCS BiICOTOK KOPHCTYBauiB
Mepexero [HTepHeT, 3rimHo 3 pesyibratamu omutyBanHs USAID-Interwiews,
nomysipHicTh [ T-TeXHOJIOTiH, PiBHO K i BUKOPHCTAaHHS BeO-pecypciB 3pocia
6inpmr Hixk Ha 25% 3a octanHi 5 pokiB [1]. Tak BigOymocs 3aBOsKH CTPIMKOMY
nepexoay Oi3Hec i1HQPACTPYKTypd B OHJAWH CEPEOBHUINE, y 3B 53Ky 3
amanTamiero 10 HoBUX yMoB uepe3 COVID-19. Omnak, gepe3 CTpiMKHHA picT
BUKOPHCTAHHs BeO-T0AaTKiB, PO3POOHHMKY Maiike HE MOXKIHMBO Ieper0adnTH
poboue HaBaHTa)KEHHS Ha CepBep y Jara-LeHTpi, [0 NPHU3BOAHUTH [0
HaJUIMIIKOBOTO BHUKOPUCTaHHS pecypciB a0 CTBOpPEHHsS HEOa)KaHOTO JIOCBimy
JUIT KOpPHCTyBada depe3 IIOBIIbHE 3aBAHTAKCHHS MONATKy. TakoxX, IpH
po3MileHi iHppacTpyKTypH y JaTa-IeHTpi aqMiHicTpaTopy BeO-101aTKa Maixke
HE MOXJIMBO BIIPOBQJIMTH BEPTUKAJIbHE MAacIUTaOyBaHHS JUISi ONTHMIi3alil
HaBaHTAXXCHHS Ha CepBep y MiKOBI 4YacH. BepTukanpHe MacmTaOyBaHHS
MOYHHA€E PO3TOPTATH JOAATKOBI CepBepa il 4ac MKOBOIO HABAHTAXKEHHS, 00
OCHOBHUH cepBep He OyB nepeHaBaHTaxeHui. [licis Toro sK HaBaHTa)KEHHS Ha
cepBep 3MEHIIMIOCS, 3a JIONOMOTOI0 CIELialli30BaHMX CEPBICIB XMapHOI0
NpoBaiiziepa KUIBKICTh CEpBEpPiB 3MEHIIYEThCS A0 ONTUMAIbHOI. Monens
THUIIOBOTO JaTa-IICHTPY Mependadyae mepeioruiaTy 3a BHIUICHI PECYpCH, IO
YHEMOXIIMBIIIOE OTPUMaHHA OaXaHOro pecypcy B Oyab-sKHil uYac Ta Ha
KopoTkmii TepMmiH. Came TOMy, Bce OuIbIle KOMIaHIH TEPexXoIsiTh Ha
BUKOPHCTAHHS XMapHUX TEXHOJIOTI] Ta OOYMCIIeHb. AHaNi3yl0un CTaTUCTHKY
VYxpaincekoro IT-punky, y 2021 poui BHKOpPHCTaHHS XMapHHX CEpBICIB Ta
TEXHOJIOTiH MaJyo 3pict Oinbine Hixk Ha 50% [2].

OpHak, ciijx 3a3HAYUTH, 0 X04Ya OUTBIIICTh KOMIaHIA 00UparoTh I cebe
0o0YHCIIeHHS 3a JOMOMOTOI0 XMAapHHX IIpOBaiiepiB, OUMBIIICTP 3 HUX HE
MPUAUIAIOTE HANEXKHOI yBaru o Kibepobesneku. 3 mpoaHami30BaHUX KOMIIaHIH,
73% MOYMHAIOTH NPUALIATH 3HAUHY yBary 1o Oe3neku XMapHHX IpoBaiizepis.
Tomy 1110, 3 yCiX KOMIaHiH, siKi MatOTh CBOI IaHi B XMapHii iHdpacTpykTypi — 34%
MOTEPHAIOTh B/l BTpaTa Ta BUTIKIB PI3HUX JaHHUX, B TOMY YHCIIi IEPCOHATBHMUX [3].
Burtik koH(ineHniitHoi iHpopMmarii Moxe BiOyBaTHcs 3a pi3HUX IPUYUH Ta YMOB:
HE KOPEeKTHa IOJITHKA Oe3MeKH, BUTIK 3a JIOIIOMOTOI0 iHcaliepa, BHKOPUCTAHHS
BPAa3JIMBHX KOMIIOHEHTIB Y CHCTEMI, TOIIIO.
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Merto1o po6oTH € aHaITI3 3aC00IB Ta METO/IiB TTOKpAIIEHHS OE3MEKH PECYPCiB,
SIKi 3HAXOJSITHCS MiJT KepyBaHHIM XMapHOTO IpoBaiiaepa.

OcHoBHI moJio:keHHs. [CHye i Maio 3arpo3 Ta 1e OibIIe Bpa3IHBOCTEH,
AKI  CTOCYIOTBCSI  pecypciB, SKi  CTBOPIOIOTBCA ~ PO3pOOHHKOM  abo
aJIMIHICTPAaTOPOM Yy XMapHOMY cepenoBumii. He 3Baxkaioun Ha Lie, 1OCTaTHHO
BeJIMKa KUTBKICTh 3arpo3 € 30HOI0 BiANOBINAIbHOCTI XMapHOTo npoBaiaepa. Tak
BiOyBa€THCS TOMY, IO OUTBINICT XMAapHHUX IpOBaiilepiB HAJalOTh MOJENb
CHIJIbHOT BIINOBiAANBHOCTI 3a Oe3neky iHdpacTpykrypu [4]. OaHak, OLIbIIICTh
KJII€HTIB XMapHUX IIPOBai/iepiB NPUALIAIOTH HEJOCTAaTHLO yBark Kidepoesmeri
Ta BBAKAIOTh, III0 3ac00H, AKi BXKe OyJIH BIPOBAKCHI XMapHUM IIPOBAaHAEPOM €
OpUAHATHAME I iX moTped [3]. Hampukianx, kopucTyBad MOXe HEKOPEKTHO
HaJlallTyBaTH CXOBHWINE MAaHUX, B HACIIJOK YOrO 3JIOBMHCHUK 3MOXE 3a
JIOTIOMOTOI0 aBTOMAaTH30BaHMX 3aco0iB NPOCKAaHYBaTH BMICT CXOBHIIA Ta 3a
moTpedO0  OTpHMaTH  mpuBiNeioBaHmid goctyn. OmHuM 3 Iigepis
aBTOMAaTH30BaHOTO 300py iH(poOpMalii mpo XmapHy iHppacTpykTypy € Paku,
SIKWH BUKOHY€E PO3BIJIKY Ha OCHOBI BIIKPHTHUX JIXKEPEJ.

BucHoBKHM. 3 TOUKH 30py KOPHCTYBaya, HE 3aBXIM MOXKHA po3iOpaTucs, mo
camMe TmOTpiOHO It mpoTHuAii KibeparakaM. B Hacmimok doro iHTepec
3JI0BMHUCHUKIB JI0 XMapy 3 KOKHMM POKOM TUIBKH 30UIbLIYETHCS. BaxmnBo
naM’sITaTH TIPO TIOJITKY HAaHMEHIIHNX MPHBLIEIB NPH NMPOEKTYBaHHI CUCTEMH, a
TAKO)X BYACHO TPOBOJUTH 3OBHIIIHINA Ta BHYTpIIIHIA ayauT Oe3meKku
iHQpacTpyKTypH, HAIIPUKJIIA]] 32 JOTIOMOTOI0 porpamMHoro 3aco0y Paku.

Cnucok giTepatypu

1. Omnwurysanas USAID-internews momo crioxxuBaHHs Mefia. Yxpingopm. URL:
https://www.ukrinform.ua/rubric-presshall/3349746-opituvanna-usaidinternews-
sodo-spozivanna-media.html (mara 3epuenns: 06.09.2022).
2. VYxpaiHCBHKHI pHHOK XMapHHX cepBiciB 3pic Ha 50% 3a pik. InternetUA. URL:
https://internetua.com/ukrainskii-rynok-oblacsnyh-servisov-vyros-za-god-na-50-
(mata 3Bepuenns: 06.09.2022).
3. Cybersecurity Insiders, 2021 Cloud Security Report. — Fortinet. — 2021.
4. Shared responsibility and shared fate on Google Cloud. Google Cloud. URL —
https://cloud.google.com/architecture/framework/security/shared-responsibility-
shared-fate (nara 3epuenns: 12.09.2022).
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Cexkuis 1
INEPEIIOBHEHHS BY®EPA

Kopiruyk B.I.
Hamionansauit aepokocmigamii yHiBepeuteT iM. M.€ JKykoBchKoro
«XapKiBChKU aBiallifHIHA IHCTHTYT»
Hayxoswuit kepiBuuk [leBHeB B.A

AkTtyanbHicTb. [lepenoBHeHHS Oydepa OyB 1 3aTUIIAETHCS TyKe BaXKIIMBOIO
npoGiieMol0 B acmekTi Oe3meku mporpaMHoro 3abesmedeHHs. Came 3
MOXIIMBICTIO BUKOPUCTAHHS HaIla/liB Ha NIEpEeIOBHEHHS Oydepa /Uil BUJaICHHS
IIKI[UIMBOTO KOJIy, SIKMH TOB'A3aHUM 3 TIIOCTIHHUMH JUCKYCIsIMH, Ta
rajacyBaHHSM HaBKOJIO HamajaiB I1bOro kiacy. I[IpoOiema mepenoBHEHHS
Oydepa mpoTsAroM OaraTbOX POKIB JIMIIE CTajia CKIAJHINIONW, 3'SBHJIHCS 1HII
TUNU aTaK, i, K HACHiNOK, OyiM po3poOieHl MPUHLMIIOBO HOBI HamaaM Ha
nepenoBHEHHs Oydepa.

Meta. 3amo0irtu mepenoBHEHHS Oydepu, O3HAHOMHUTHCS 3 TPHIMHAMHU
MIEPETIOBHEHHS Ta 1X YHUKHEHHS

OcHoBHi moJjio:kenns. [lepermoBHeHHs Oydepa — me, MabyTh, OomHA 3
HAWIMIKaBIMUX 1 HANTTOMMPEHIMNX BPA3IMBOCTEH MPOTPaMHOTO 3a0e3MeUeHHS.
Lle Moke MPHU3BECTH 110 TIOIIKOHKEHHS JaHHUX, 3001B y Mporpami Ta HaBiTh JI0
HIKIIJTMBOTO KOAY. 3a€ThCs, 1€ HEBEJIMKA TIOMHIIKA Mporpamicta (3a 0COOTUBUX
o0cTaBuH), MI00 JO3BOJIMTH PO3JIIOYCHOMY XaKepy 3pOOHMTH Maiike Bce Ha
KOMII I0Tepi HEBHHHOTO KOPHUCTYBaya nporpamu [2].

[Tomuika mosisirae B TOMy, 110 B Oy 1b-sIKOMY MiCLIi IPOTrpaMH JaHi KOMiIOTh
3 OJJHOTO PO3.iIy Mam'sTi B IHIIMM, HE TIEPEBIPSIIOYH, YH € JUIS HUX JIOCTATHHO
MiCIIs, Jie BOHU KOMioThcsa. O0IacTh mam'siTi, e JaHi KOIiIOIThCS, 3a3BUYaii
Ha3uBaloTh Oydepom. Takum YMHOM, SIKIIO € 3aHaATO OaraTo AaHHUX, TO YACTHHA
X BUXOJUTH 3a MeXi Oydepa — icHye «repenoBHeHHst Oydepa» [1]. Bimomi taki
THUIIN aTak, sKi 3[1MCHIOIOTHCS 3a paxyHOK HEepernoBHEHHs Oydepa: Hamaan Ha
CTEK, Hama Iy Ha (opMar JiHii Ta Hamaau Ha XiIl.

LikaBum ¢QakToM € Te, IO TEepenoBHEHHS Oydepa € OmHIED 3
HAWMOMIMPEHIINX MIPUYKH, YOMY aTaka MOJJIMBI 3a JIONOMOIOI0 JIOBIIEHOTO
koxy yepe3 BpasmmBocTi [3]. Kpim Toro, Gararo mporpam, po3poOeHHX
KJIaCUYHMMHU MOBaMu, TakuMu sik C ta C ++, BBaXKaIOThCS IyXKe Uy TIMBUMH JI0
[ILOTO THITY TIPOOIIEM.

Cepen Haife(peKTUBHIIIMX 3aX0/1iB MPOTHIIi UM THTIAM HamajiB HeoOXiTHO
PO3PI3HUTH HACTYIHi: CBO€YacHAa TepeBipka JaHWUX, BBEACHHS «TOYOK
HonepeHKEHH» Ta BUKOPHCTAHHS Cy4YaCHUX MEPEKEBHUX €KPaHiB.

BucnoBok. HarpukiHui po3risay OCHOBHUX METOJIB OOpOTHOU 3 aTakaMu
nepernoBHeHHA Oydepa ciijg  3a3HAYMTH, 110, 3BUYAHHO, KOMIICTEHTHE
MpOTpaMyBaHHS 3aJIMIIAETHCS HAHOLIBII e()eKTUBHUM 1 B TOH e Jac HaiiBaxxue
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peamizoBanuM cnocoboM. Came SKICHO CKIaJCHHHA KOJA 3MOXKE HaWOiIbII
e(eKTUBHO BUTPUMATH BCUISKI CLIPOOH 30BHIIIHIX 37I0MY.

Cnucok Jiteparypu
1. 3axucr Bim mnepenoeHeHHs Oydepa. Wiki. URL: https://uk.zahn-info-
portal.de/wiki/Buffer_overflow_protection (nata 3sepuenss: 20.11.2022);
2. Crocobu peamiszamii arak TepenoBHenHss Oydepa. Blocklist.net. URL:
http://um.co.ua/10/10-6/10-6472.html (mara 3Beprenns: 20.11.2022);
3. ®oappoy, P. Atakm Ha cerh uepe3 mepemnonHeHHe Oydepa: TEXHOJIOTHH H
croco0s! 00prOE // 3amura nadopMarmu. INSIDE. — 2006. — Ne 4.
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Cexkuis 1
PEAJIIBAIIISI CTETAHOTI'PA®IYHUX METO/IIB HA OCHOBI
MIKPOCEPBICHOI APXITEKTYPHA

KpaBuenko €.M
XapkiBcbkui HarionanbHuii eKoHOMIYHMH yHiBepcuTeT iMeHi CeMeHa
Ky3neus
Haykoswuii kepiBauk AnekcieB Bonoaumup Onerouu

AKTyaabHicTb. ['0OBOpSYM Mpo akTyadbHICTH cTeraHorpagii y cydacHOMY
CBITI Ha JOyMKy MpPHXOIATh [Ba HampsAMKW. llepmmit — croemiaxbHOTO
NpU3HAYCHHS, 3 OVISAY Ha MOAIl y CBITi, MOXHa CTBEpPKYBaTH, 110, 1HOMI,
HEJIOCTATHBO INPHUXOBATH iH(POPMAIIo, 10 NEepeIaeThes, a i MPUXOBATH TOH
(akt, mo Taka iHpopmaris icHye. Takuii MiIXiJ 3MEHIIYEe PU3UKA BUSIBICHHS
JIPY’KHIX areHTiB y BOpOXOMY TWily. JIpyruii — eKOHOMIuHMH, HAHIMOBIpHILINI
CLieHapiii BUKOPHUCTaHHs — 1€ BIPOBAKEHHS BOJSHUX 3HAKIB Y MyJIbTUMEiHHI
¢aiim. Lle KOpHCHO, KONMM KPUTHYHUM € BH3HAYCHHS CIIPABKHBOTO BIIACHHUKA
IHTENEeKTyanbHOI BIACHOCTI.

[Mpu peanizauii creraHorpagiuHux CepBiciB 1HOAI 3aCTOCOBYIOTH IiJXiJ
MikpocepsiciB. Takuii miaxix € morivanM. MikpocepBic JeTKui, BiIHOCHO
HaNIHHUH, HOTO JIETKO PO3TOPHYTH 1 TMpOTecTyBaTh. AJe B JTOCTYITHHX
peaizalisax HaiJacTile 3yCTPIYaeThCsl HEOONIK YHIBEPCATBHOCTI. 3 TaKUM
MiJXO0/IOM JIaHMil cepBiC HEe Mae MOXKIMBOCTI MOJAJIBIIOrO MOKpAIleHHs, ado XK
TIOKPAIICHHS BiI0YIETHCS IIUITXOM ITOBHOTO TIeperrcyBanHs 3acTocyHKy|[ 1][2][3].

Meta. Meroro ngaHOi pPOOOTH CIIy>)KUTh apryMEHTallisl JOULIBHOCTI
3aCTOCYBaHHSI MIKpOCEPBICHOT apXiTeKTypH y MO€EHAHHI 3 CTEraHOTpadiYHUMHU
METOJIaMH.

OcHoBHI mo0xkeHHsI. MikpocepBic — SIK 3p03yMLJIO 3 Ha3BH, IIe HE BEIUKUAN
3a po3Mipom, iHTepHeT 3acTocyHOK. Ile i € #oro mepeparoto. Taki cepmicu
BiTHOCHO JIETKO po3poOuTH, 00 BOHHU, SK TIPABWIO, MAOTh OOMEXKEHY
(YyHKIIOHANBHICTE, OLNBIIE TOro iX JIETKO PO3rOPTaTH y MPOCKTHOMY
cepenoBuli. Taka apxiTeKTypa IO3BOJISIE PO3AUTMTH OOOB’SI3KM PO3POOHHUKIB.
Koxen peanizye meBHy (QYHKIIIOHAJIBHICTH Y CBOEMY CEpBICi i Jami BCi BOHH
00’€ZIHYIOTbCSL B OZIMH BEJMKHH 3aCTOCYHOK. BaXinMBMM yTOYHEHHSM € Te, IO
CepBicH MK cO00I0 CIIIKYIOThCS 32 JONOMOToro Mepexi [3][4].

CrocoBHO creraHorpadidHnx QYHKIIH y cepBici, BOHM MOXYTh OyTH OyIib-
AKi: NPUXOBYBaHHS IIOBiIOMJICHb, IIPUXOBYBAaHHS BOJSHHMX  3HAKiB,
BOy/ZIOBYBaHHSI MEHIIMX (aiiiB y Ouremi. Takox He Mae 3HaueHHS (opmar
Menia ¢aiiny, 60 K MPaBWIO Pi3HI METOAM MPAIIOIOTE 3 PI3HUMH (hopMaTaMu
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(atimiB, TOMy cepBic MOXKE TpAIfOBaTH 3 MAacHBOM OiTiB, i B 3aJIGKHOCTI Bif
METOJy, PO3YMITH Il MacuB, 4H SIK 300pakeHHs, YM sIK aynio daitn, uu Bigeo.
Taka yHiIBepcampHICTH J0Ope BIUIMBa€ Ha THYYKICTH 3aCTOCYHKY.
Creranorpa¢idai METOAN MalOTh ITEBHY KUTBbKICTh HeAOMIKiB. HalikpuTiaimmii
3 HUX — I¢ IIBHIKOJiSA, B HAHIPOCTINIMX METOAaX, SK MIHIMyM HEOOXiIHO
00pOoOUTH KOXXEH TIKCeNnb 300pakeHHS, a B ONTHUMI30BaHUX Ha €EMHICTh
BapiaHTax, me i gAekimpka pa3iB. CydacHi TEXHOJOTI] JO3BOJSIOTH PO3POOIATH
peaKkTHBHI IHTEPHET 3acToCcyHkW. lle o3Hayae, mO IX MMBUIKOMISA Yy
0araTonoTOYHOMY CEpEelOBHINI Ha Jy>K€ BHUCOKOMY DiBHI. 3aBISKH TaKuM
TEXHOJIOTISIM 1 ONTHMI3alii anropuTMiB A 0araTOMOTOYHOCTI, MOJKIIUBO
JOCATTH MiHIMAJIBHUAX YaCOBHX 3aTPUMOK. AJle, IO SIKIIO KiJBKICTh KOHTEHTY,
10 MPOXOAUTH Yepe3 cepric 30UmbIUThCA? J[JI MBOTO ICHYIOTH CEpeOBHUINa
posropraHHs 1 cympoBomy, Hampukian, Kubernetes. 3aBasku  Takum
TEXHOJIOTISIM 1 TPaBWJIBHOMY MiAXOQY IO PO3POOKH 3aCTOCYHKY, KiJIBKICTB
poOOYHX CEepBiCiB MOXKHA 30UTBIIMTH aBTOMATHYHO IIiJl 9ac poOOTH CHCTEMH,
NpY HEOOXIHOCTI, 1110 AACTh NPUPICT y mBUAKOAIT iHpacTpykTypH [5].

BucHoBku. OTxe, TO€ZHAaHHA MIKPOCEPBICHOI  apxXiTEeKTypu Ta
creraHorpadii mpexacTaBisie coOOI0 IEPCIEKTUBHUI HampsiM PO3pOOKH, s
BIPOBAJKEHHS] HOBHUX METOJIB NpUXOBYyBaHHs (akTy mepenadi iHdopmarii,
BIIPOBA/KCHHS BOJISTHUX 3HAKIB, UM ONTHMI3alii MicIlsd 30epiraHas JaHuX.

Cunmcok jgiteparypu
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Cexkuis 1
METOIU 3AXUCTY JAHUX MEJJUYHUX KAPTOK IMAIIIEHTIB ¥
BIG DATA. MEJIUYHI TA IEPCOHAJIbHI TIAHI

Jlyxanin B.10O.
Haunionansuuii aepoxocmiunmii yHiBepcuter iM. M. E. XykoBcbkoro «XAI»
HayxoBwuii kepiBHUK 3eMigHKO [ A.

AKTyaJbHIiCTB. 3 KOXXHUM JTHEM HU(POBi3allis Bce OLbIIe BIIPOBAKYETHCS
B MeIW4YHIN cdepi, e oHa eTeKTPOHHA 0a3a JaHUX 0ZIpa3y IHTErpye Aep>KaBHY
0a3y DaHWX OXOPOHH 3[IOPOB’S i3 MPHUBATHHUMH KOMIIaHISIMH, depe3 sKi JIFOAH,
JKapi, anTeKu Ta KJIiHIKK MaloTh OHJIAWH-JOCTYI /10 0a3u i MOXYTh KepyBaTu
3amcamy, pernentamu tomo. [Ipore ciix mam’staru, mo 30epeXeHHs JaHuX B
CJIEKTPOHHOMY (OpMaTi 3aBXIW HECe BEIWKI PU3MKU ONPHIIOAHCHHS JaHHX
3aBJSIKM KibepaTakam, HABMHCHOTO PO3KPHUTTS JIKapsIMH/MeTUUHIUMH CECTPaMHU
Y1 BUIAIKOBOI IIOMHJIKH CAMOTO MEJUYHOTO CEPBICY.

Meto1o 1aHO1 poOOTH € IOCTIIKEHHS METOJIB 3aXHUCTy AAHUX MEIMUHHX
KapTOK TAIIEHTIB 331 BUSABICHHS HAMOUTBII SKICHUX Ta ©()EKTUBHHUX LIS
MEINYHUX 0a3 JaHUX.

OcHoBHi nos0xkeHHs. JaHi, BHECCHI 0 MEANYHNX KapTOK, YMOBHO MOXKHA
MOJUTATH Ha: TIEPCOHAJBHI JaHi Ta MemdHi Hadi. JJo mepmioi xareropii qaHux
BITHOCSATBCS TaKi BiJOMOCTIi: TMpI3BHINE, IM’s, MO-0aTHKOBi, peeCTpaliiHHiA
HOMEp OOJIKOBOT KapTKH IUIATHUKA IOJATKIB, €THIYHE MOXOKECHHS OCOOH,
Tomo. ToMy BUSIBICHI METOJIB 3aXHCTYy JAaHWX MEIMYHHUX KapTOK MAIliEHTIB
aKIEHT POOUTHCS CaMe Ha 3aXHCTI MEPCOHATBbHUX AaHHX.
3axuct 0a3 JjaHmx mnoBuHeH Oytu OararopiBueBuM.[1]. Tloumnarucs
OaraTtopiBHeBa crcTeMa OE3IEeKH MMOBHHHA 3 KOHTPOIIO HA PiBHI KOPUCTYBaya.
3axuct 0a3W JaHWX Ha TICPBUHHOMY €Talll MOJATa€ B YMIiHHI PO3MIONUISATH
npolecH, NpuBiJiel Ta Mpasa A0CTyIy. 3arpo3a indopmalii Moxe OyTH He TIUTBKU
30BHIIIHBOO, aJie i BHYTPIMHKOO [1].

[epum piBHeM 3axucTy € (ismIHHN 3aXUCT. BiH BKiIFOUae B cebe oOMexeHe
HaJ@aHHs JOCTYIy JO CEpBepiB 3 MEPCOHAIbHUMH JaHHUMHU, BCTAHOBICHHS
porpam, siki 3a60pOHSIOTh POOHUTH KOTIiT JaHuX.[2]

Jpyrum piBHEM 3aXHCTy € MHU(pyBaHHI. ANTOPUTM MIN(PYBaHHS IEPETBOPIOE
iH(OopMaIio B HE3PO3yMiJli CHMBOJIH 32 JOIOMOTOI0 MAaTEMaTHIHOTO POIIECY,
0 HaBiTh y pasi oMy cucTeMHu iHpopMallis Oy/ne AOCTYMHA Ui YUTAHHSI
TUIBKM aBTOPH30BaHUM KOPUCTYBadaM, SKi MaloTh K04l mugppysanHs [3].
JieBUM METOIOM 3aXUCTy MOXKE OYTH 130JIFOBaHHS 0COOIHBO KOH(DINCHIIHHOT
iHdopmaiii. OcoGIMBO 116 MOXKE CTOCYBaTHCS Oe3MocCepeTHhO MEPCOHATHHUX
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JIaHUX, HE BKJIIOYAIOYW MEAWYHOI iH(popMaIllii, Takuii MeTol Oyle MPOTH aTak
HyJ1b0BOTO J1HsI. HaBiTh HasiBHICTH 1 BAKOPUCTaHHS yPa3JIMBOCTI HE 1aCTh XaKepy
VSIBICHHS TIPO BCIO CTPYKTypy 0a3m JaHUX 3aBISKH 130JIbOBAHOCTi, OCOOIUBO
miHHoi iH(opmarii.[1]

Tperim piBHeM 3axucty € 3axuct IT-pecypciB. o HbOTO HaJEKHUTH METOJ
yIpaBiiHHSA 3MiHAMH, Iepeadaydae yNpaBIiHHS BHECEHHSM 3MiH JIO caMoi
cucTeMH 0a3W  JaHUX: 3JIUTTA, peJaryBaHHs, Tomo. HeoOximHo
3aIOKYMEHTYBATH, SKi 3MiHM BifIOYJUCS 1 YU HE MOIIKOAATH BOHH OC3MCUHUIA
JIOCTYTI 10 0a3u TaHUX Ta ii JOJaTKIB.

BucHoBku. BeneHHsI METUIHNX KapTOK HAIi€HTIB B €JICKTPOHHOMY BapiaHTI
TapaHTyIOTh OLTBITY HaAiHHICTE 30epexeHHs iHpopmarii Ta ii HiTiCHICT, aje B
TOM K€ Yac Hece BENIMKI PU3HKH OIWICHHS MEPCOHANBHUX JaHHUX Y BIIKPUTOMY
noctymi. Pe3ynbTaTi mociikeHHs MOKa3alH, 0 3aXUCT MEANYHUX KapTOK, B
SAKHX 30epiraloThcs MepCOHANBHI IaHi MAIi€HTIB, Mae OyTH Ha TPHOX piBHsAX. Lle
Jla€ KOHTPOJIFOBATH: JIOCTYI IO POOOTHU i3 MEIUYHUMH KapTKamu; KOHTpouib 113
Ha KOMIT'IOTEpi; A03BOJISIE MiJIBUIUTH 3aXUCT TaK BIJOKPEMHUTH MEPCOHANBHI
JlaHi Bix MequaHOi iH(popMaIlii, KOHTPOIIOBATH MOTIK NAaHHUX Ta Jii y 0a3i JaHUX.
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Cexkuist 1
AHAJII3 3ATPO3 CIIPSIMOBAHUX HA MOBLJIBHI TPUCTPOI
JlutBuHOB O. A.
HamionansHuit aepokocmiunmii yHiBepcuteT iM. M. €. J)KykoBcbKoTO
«XA»
HayxkoBnii kepiBauk [leBHeB B. 4.

AkTyajbHicTs. Ha nanuit MOMEHT y CBiTI Iporpecye KinbKicTh cMapT(OHIB
y CBITI, JIFOIU Bce OiiblIIe B3a€EMOJIIOTH caMe 3 cMapT(OHAMU Ta IUIaHIIETaMU
Ha OC IOS Ta android. KinpKicTh MOKJIMBOCTEH, 110 HAJAaIOTHCS MOOUIEHUMH
MPUCTPOSIMH, Habarato OiNbINa, HIK y TPAAUMiHHUX MOOUTEHHX Tene]oHiB:
BOHM MalOTh BCTAHOBIIEHY MOOUIBHY omepauiiiny cuctemy (i0S, Android) i
MOXYTb IPAIIOBATH K 3 MEPEXKAMHU MOOLIFHOTO 3B'SI3KY, TaK i 3 0€31pOTOBUMHU
texHomorissMu  Wi-Fi ta Bluetooth, 3aBmsikum YoMy KOpHCTYBadi MOXKYTbH
3aBaHTa)KyBaTH Ta 3aIyCKaTH CTOPOHHI MPOTrpaMi BUKOPHUCTOBYIOUH MEPEKY
Inrepuer. Cepen iHIIMX OCOOJMBOCTEH MOOUIBHHX MPUCTPOIB BiJ3HAYAETHCS
MATpAIMKA cepBicy MynbTHUMenia moBimomineHb (MMS) Ta HasBHICTH
BOYJIOBaHMX NAaTYHKiB: Tipockorm, mpuitmMad curHamiB GPS, akcemepomerp, a
TaKoX MiKpo(OH, Kamepa 3 BEJIMKOIO PO3ALIBHOIO 3/1aTHICTIO Ta IMHaMiK. Uepes
e Bce OuTpIle KPUTHYHO BAXKIMBHX 3aCTOCYHKIB 3°SIBISIFOTBCSA Ha ITHX
MPUCTPOSIX, Taki sK, MOOUTbHUHM OaHKIiHT, abo «Jlisp» y sKifi 3HAXOIATHCS
MEPCOHANbHI JIaHI KOPUCTyBauya MNPUCTPOR. SIK HACHIIIOK, 3allikaBicHI B
po3po0iti  mikigmueoro IO Ta MOAANBIIOT0 3apayKCHHS HHM MOOIIBHOTO
MPUCTPOr0. A pO3POOHWKM AaHTHBIPYCIB HABIAKH 3alliKaBJICHI B 3amo0iraHHi
nomiOHux iHiuaeHTtiB. Came /g LpOro Tpeba cCrovaTrky I[poaHali3yBaTu
MOXIIMBI 3aIPO3H CIIPSIMOBaHI Ha MOOUIBHI PUCTPO].

Mera. [lepernsHyTH cTaTHCTHKY 3a mepmri kBapramu 2021 poky Ta 2022
POKy Ta IpoaHaji3yBaTH 3pOCTAHHS UM CIIaJaHHS MOIMYJISIPHOCTI TUX M IHIIUX
3arpo3 Ta MOXJIMBICTb 3aJI€KHOCTI HOIYJISIPHOCTI TUX YU 1HIIMX 3JI0BMHCHHUX
T10 Bix HaBKOJIMIIHIX OOCTaBUH.

OcnoBHi moJio:kenHs. LkimmBe mporpamue 3a0e3nedeHHs — e Oy Ib-IKUi
KOJI, III0 MOYKE IMTOCTaBUTH TIiJ] 3arpo3y KOPUCTyBaya, HOTO JaHi uu npucTpii. J{o
mkigymBoro [1O HanexaTs, 30kpemMa, TOTEHIIHO MIKI/UTUB1 JOAATKH, TIBIHKOBI
Komu Ta Mojudikanii GppeiMBOpKIB, cepen SIKUX MOXKHAa BHAUIMTH KaTeropii
TPOSHCHKUX MporpaMm, (IMMHTOBMX 1 HMMUTYHCHKUX xoxaTkiB.[l1] Lli Tumm
3JI0BMHCHOTO TPOrPaMHOro 3a0e3ledyeHHs MOKJIAJaloThCsl HAa BHUKOPUCTAHHS
KOHKPETHHX MOOUIBHMX ONepamiiHUX CHUCTEM 1 TEeXHOJIOTiHi MOOLITBHUX
tenedoniB. Po3pobuHukyn mkimymBoro [1O s MOOIIBHMX TPHCTPOIB, SKUX
TAaKOXX HAa3WBAIOTh KiOEP3NMOYMHIIMH, MOXXYTh MaTd OAHY a0o KijbKa IIiJiei,
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30KpeMa BHKPAJCHHS MAaHWX, MIANUCAHHS KOPHUCTYyBadiB Ha IOCIYyTH Ta
CTATHEHHsS 3 HHMX IUIaTH 3a IOCIYTH, Ha sSKi BOHM HE IOTOJKyBanucs, abo
61I0KyBaHHS IPUCTPOIO UM JAHNX 1 BUMAraHHs IPOIIeH 3a TX HEe ONPIITIOHEHHS.
Honarok, nBifikoBHA Kox um Monudikamis QpeMBOPKY MOXYTh OyTH
MOTEHIIIHO IIKIJUTUBI, HABITh SKIIO iX HE PO3POOIIEHO SIK 37I0BMHCHI POTPaMH.
IlprunHa mnonsrae B ToMy, IO (YHKIHI JOAATKiB, NBIHKOBUX KOMIIB i
Momudikamiii QpeiiMBOPKIB Bigpi3HAIOTHCS 3aJEKHO Bil 0araThboxX 3MIHHHX
napameTpiB. ToMy moBeiHKa, MIKiIMBA VI OAHOTO NpHcTporo Android, Moxxe
HE CTAHOBUTH 3arpo3M JUIsl 1HIIOrO. 3TiJHO 31 3BITOM MpO TJI00aNbHI PU3HKU
BceecitHbOTO €KOHOMITHOTO (hopyMy 3a 2022 pik, 95% mpobiem kibepbesnexn
MOB’s13aHi 3 JIFOJCHKOI0 MOMIUTKOIO [2]. Ile € TpUBOKHUM CHTHAIIOM UTSI BCiX
oprasizaiiii, 0cOOJIMBO 3 MEPEX0JOM Ha BiJJIaJIeHy Ta TiOpUaHYy poOOTY, KOIH
CHIBpOOITHUKM YacTillle BHUKOPHCTOBYIOTH MOOUTBHI mpHcTpoi. Temep mi
MPUCTPOi MAIOTh IOCTYN A0 KOH(DINCHHIHHUX TaHWX KOMIIAHII Ta MpsMe
MIAKITIOYCHHS 10 KOPTIOPATHBHOI MEPEKI.

BucnHoBku. Omxe micis aHamizy CTaTHCTHKH 3apakKeHHsS MOOUIBHHX
MPUCTPOIB MOXKHA 3pOOMTH BHUCHOBOK. HalmomyssipHimIi THUIM 3JOBMHCHHX
nporpam 11e RiskTool, AdWare, Trojan, Ta Trojan-Banker. Bci Bonu HampapneHri
Ha MacOBOT'0 KOPHUCTYBaua, Ha IKOMY MO>KJIMBO 3apO0OHTH, 00 MOKa3yr4yH HoMy
pexnaMy, ab0 CKpHBAaIOYH/NIOTPOXKYIOUM BHAAIMTH (Gaiiay, ane BHIIAJ0K C
(haiimaMu Bce X CUTYaTHBHHUH HE Y BCiX KOPHUCTYBAadiB € IIOChH JIHCHO Ba)KIINBE
Ha TeneOHI 10 HE MOXXHA BITHOBUTU. AJIe HaNpHKIAX Maike y BCIX
KOpHUCTYBayiB € MOOUTbHHUI OaHKIHT, IO K pa3 € uimo Trojan-Banker. Tomy Ha
MOIO JIyMKYy, B CE'MEHTI MacOBOTO KOPHCTyBada, aHTHBIPYCH ITOBHHHI IyKe
CHJIbHO PO3BHBATHCh y HAIIPABJICHHI IIMX YOTHPHOX HANPABICHHSX IIKIJIUBHX
porpam.
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Cexkuis 1
AHAJII3 AJITOPUTMIB HIUP®POBOT'O INIAINMUCY

Jlicaux O. L.
HamionansHuii aepoxocMiuamid yHiBepeuTeT iM. M. € JKyKoBcbKoro
«XapKiBChbKUi aBlalliftHUN IHCTHTYT»
HayxoBuii kepiBHUK Mopo3zosa O. 1.

AxtyanabHicTs. Cporomui kpuntorpadis Mae BeJUKe 3HAYEHHS IS
OIIBIIOCTI CyYacHMX TEXHOJIOTIH, HANPHUKIAJA, EJNEeKTPOHHOI Komepuii abo
mdpoBoro nokyMmeHroooOiry. Jlai, siki mepenaroThes 3 OJHIET CUCTEMH B 1HIILY
4yepe3 3aralbHOAOCTYITHY MEPEeXy, HOBHHHI OYTH 3aXUILEHUMH 32 JOMOMOTOI0
MeToAiB mu(ppyBaHHI, a caMe aNropuTMiB IE(PoBOTO miAmHcy. JJoBecTH Te, Mo
MICBHUHA TOKYMEHT He OyB 3MiHEHHH a0o migpoOJeHui, Mae 3HaYHY POJb, 00
BECh CBIT IOB’sI3aHUN 3 JOKYMEHTO0OiroM. OTxe, MOKHA 3pOOHTH BHCHOBOK,
1110 Ba)KJIMBO BUKOPUCTOBYBATH aNTOPUTM, SKHIl 1a€ rapaHTilo LiTICHOCTI TaHUX
Ta ayTeHTU(iKauii Bracauka [1-2].

Meta po0OTH moONsrac B aHAN3i OCHOBHHX YOTHPHOX aJTOPUTMIB
QpoBOro MiANUCY Ta BU3HAYMTH, SIKMH caMe 3 alrOpUTMIB Mae Hapasi
nepeBary B MOPIBHSHHI 3 IHIIUMH.

OcHoBHi m0JI0:keHHS. PO3rIITHEMO OCHOBHI YOTHPH alrOPUTMHU LHU(PPOBOTO
nignucy [3-5]. Ls Bubipka anroputMiB Ma€e 3MOTY OIHUCATH KapTUHY CYIaCHOTO
JIOKyMEHTO00Iry Ha Jyxke BUCOKOMY piBHi. Cepex HHX TpeICTaBICHO
ANTOPUTMH, $KI HAOHWPAOTh CYTTEBHX OOOPOTIB cepel pO3pOOHHKIB Ta
BHUKOPHCTOBYIOTECSI B cepBicax. B mux anroputmax HEoOXiZHO 3BEpHYTH
OCHOBHY yBary Ha TeHEpalif0 KIYiB, TEHEPAIil0 Ta MEPEeBipKy MiANHCY, a
TaKOX PO3IISIHYTH MaTeMaTHYHE OOIPYHTYBaHHS KOXHOTO aJrOpUTMY, LI00
I3HATHCS MPO iX KPHUITOCTIHKICTH, IO € OTHUM 3 MOTPIOHUX IMapaMeTpiB IS
HOBHOT'O MOPiBHSHHSL.

Rivest, Shamir u Adleman (RSA) — xkpunrtorpadiunuii amroputm 3
BIIKPUTUM KJIFOYEM, 1110 0a3yeThCs Ha OOYHMCIIOBAIBHINA CKIIQTHOCTI 3aBIaHHS
(dakTopum3zaiii BeNMKUX [UIMX YWCEN, IO O3HAa4Yae, MO 4YUM Olrblna
MOCJIIIOBHICTh YHCEIl Y Bac €, TUM Ounplie B 3axuiieHi. Anroputm RSA OyB
po3pobiiennii B MaccauyceTchkoMy TexHomorianomy inctutyti (MIT) y 1977
poui Porom PiBectom, Ani llamipom i Jleonapaom AnensmaHOM.

ElGamal — kpunrtocucrema, sKy 3aCHOBAaHO HAa CKJIAQJHOCTI OOYHCICHHS
JIMCKPETHHX JIorapu(MiB y cKiHueHHOMY 1oji. Kpunrocucrema Briovae y cede
anroput™ mUQpyBaHHA Ta anroput™ mudposoro migmucy. Cxema mianucy
ElGamal no3Bossie Bepudikatopy miaTBepAUTH aBTCHTHYHICTh MOBITOMIICHHS,
HaJIiCIIaHOTO MiANICcyBayeM yepe3 HezaxulleHnit kanai. el anropurm onucas
Taxep Enp-Taman y 1984 porii.
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Digital Signature Algorithm (DSA) — kpunTorpadgiyauii anroput™, sKui
3aCHOBAHO Ha CKJIAJIHOCTI OOYHMCIICHHS AUCKPETHUX JIOTapU(PMIB y CKIHUCHHOMY
nom. AjnroputrMm 3amponoHoBaHo y 1991 Ta BiH CTBOpeHMH JHmie s
€JIEKTPOHHOTO MIAIHCY.

B Tomy x poui Oyno sampomnonosano amroputM Elliptic Curve Digital
Signature Algorithm (ECDSA) — ue xkpunrorpadidHo 3aXHIeHa cXxema
1 poBOro MiAMKCY, 3aCHOBaHa Ha Kpumrorpadii eminruunoi kpusoi (ECC).
Anroputm mianucanss/mepeBipku ECDSA 6a3yeTbcs Ha MaTeMaTUIHUH OIIHIC
MUKTIYHAX TPYII eNINTAYHIX KPUBHUX HAJ[ KiHIICBIMH MOJISIMH Ta HA CKIIAIHICTh
npo6IeMH TUCKPETHOTO JIorapudMyBaHHs einTuaHoi kpusoi (ECDLP).

BucnoBku. Po6oTa mnpucBsUeHa MOPIBHIIBHOMY aHAJli3y aJlrOpPHUTMIB
mudposoro nianucy. byno npoBeneHo aHasi3 KOXXHOTO 3 YOTUPHOX AITOPUTMIB,
SIKI BAKOPHCTOBYIOTh METOJI BIJKPUTOTO KITFOYa, Ta OYJI0 JOCHIHKEHO HEAOMIKH
Ta MepeBary KOXKHOTO 3 3aIPOIIOHOBAaHHX aJIrOPUTMIB BHsiBiIeHO, 110 alroputm
RSA mae nepeBary y HopiBHSIHHI 3 IHIIUMH aITOPUTMAMHU, a CaMe HaJIa€ rapaHTil
IUTICHOCTI IaHUX Ta ayTeHTH(IKaIio BIACHUKA, Ma€ HEBEIMKHIA PO3MIp Mapu
KJIIOYiB, JOCUTh HENIOTaHy IIBHUJIKOIHHICTD Ta BEIIUKY KPUNTOCTIHKICTB.

Cunmcok Jgireparypu
1. Information Security Stack Exchange. Stackexchange. URL -
https://security.stackexchange.com (aara 3Bepuenss: 23.10.2022);
2. Digital signatures. Cryptobook. URL -
https://cryptobook.nakov.com/digital-signatures/ (nara 3Bepuenns: 27.10.2022);
3. What Are the Differences Between RSA, DSA, and ECC Encryption
Algorithms? Sectio. URL — https://sectigo.com/resource-library/rsa-vs-dsa-vs-
ecc-encryption (mara 3sepHenns: 25.10.2022);
4. Comparing SSH Keys — RSA, DSA, ECDSA, or EADSA? Goteleport. URL
—  https://goteleport.com/blog/comparing-ssh-keys/  (mara  3BepHeHHS:
29.10.2022);
5. Xianmeng Meng, Xuexin Zheng, Cryptanalysis of RSA with a small
parameter revisited. Information Processing Letters, Elsevier, p. 858-862.

BinomocTi npo aBTOpiB
Jlicaux Osexcangp IropoBnd, cTyaeHT Kadeapu KOMIT FOTEPHUX CUCTEM, MEPEX
i kibep6esmeku, m.1. 0638118220, o.lisnykh@student.csn.khai.edu
Mopo3zosa Onbra IropiBHa, mpodecop kadeapu KOMIT IOTEPHUX CUCTEM, MEPEX
i kibepbe3nekw, 1.T.H., npodecop, 0.morozova@csn.khai.edu

CrynenTcbka KoH(epeHLis iHpopmaliiina, GyHKIIHA 1 KibepOesneka



37

Cexkuis 1
AHAJII3 METOAIB SMEHIIEHHSA HU®POBUX CJIIAIB A5
3AXHUCTY NEPCOHAJIBHUX JAHUX KOPUCTYBAUIB

Marneesa 3.-T.O.
HaunionaneHwuii aepokocMiunmii yHiBepeuTeT iM. M.E. XKykoBcbkoro «XAl»
HayxoBwuii kepiBauk [leBreB B.4.

AKTyaJbHicTh. 3TiTHO 31 IOPIYHUM 3BiTOM PO BUTIK AaHuX 3a 2021 pik,
onyOmikoBanuM [TRC, 3arampHa KiJIbKICTh CKOMIIPOMETOBAHUX JaHUX 3pocia
Oimpmr Hixk Ha 68% mopiBHHO 3 2020 pokoM [ 1]. OgHNM i3 acCTIEKTiB 3aXUCTY BiJ
KpaaiXKu IU(POBUX ITaHUX € PO3yMiHHsS KoHIenmii mudpoBux cuimie. Ilei
ABTOMATHYHHI CIIiJ] PEECTPYE 3BUUKHU, IHTEPECH, MOJi1, CIIJIKYBaHHS B MEPEKi
InrepHer, 1 came uepe3 1o iH(OpMalLil0 MOXHA TPOBECTH Mapaelib MiX
BIpTyaJlbHUM aBaTapoM Ta pealbHol ocoboro. Ocobucti naHi  1mpo
KOpPHUCTYBadiB, SIKi JOCTYNHI B Mepexi |HTepHEeT TakoX MICTATbCS B TaKHX
JoKepenax, SK: CylIOBI Ta MAaiHOBI 3amucH, peecTpauii TapaHTid, caiitu
COIlialbHUX MEpeX 1 JaHi mepemnucy HaceneHHsA. OTke, MOTaHO KEepOBaHMH
UQPPOBHHA CITiJ MOKE PO3KPUTH KOH(DIIEHIIIHHY iH()OpMAIIF0 0COOM.

Meta po6oTH TONATaE y aHANI31 METOMIB 3MEHIICHHS IU(PPOBUX CIIIiB
JUIS 3aXHCTY TaHUX KOPUCTYBadiB.

OcHoBHi moJio:keHHst. Cepen OaraTbOoX BHU3HAa4YeHb IH(POBOro ciigy
HAHOUTBIN BIYYHHUM €, IO Iie iH(pOopMallis PO KOHKPETHY 0co0y, sKa iCHye B
Mepexi [HTepHeT B pe3yJibTari ii OHIaliH aKTHBHOCTI, @ caMe: JIMCTYBaHHS yepe3
CEepBICH EJIEKTPOHHOI TMOINTH, MOKYyNKa B IHTEpHETI, MOUIMPEHHsS KOHTEHTY
(doto, Bineo, nonmcu, KOMEHTapi), BiiBiayBaHHs BeO-caiiTiB [2].

JaHi npo KOpHCTyBadyiB 3ajMilIeHI B Mepexi [HTepHeT 30epiraioTbcs y
BEJIMYE3HIM KITBKOCTI MiCIlb, TOMY 30BCIM BHIAIUTH CBif 1U(PPOBHIA Cix HE
BIACThCs. AJie HEOOXITHO 00CpPEKHO MOIIKPIOBATH iHGOPMAIIiIO PO 0Co0y B
Mepexi, 00[2]: mommupeHHs omyOiikoBaHOi iHpopMarmii B Mepexi [HTepHET
HEMOXXJTUBO IOBHICTIO KOHTPOJIOBATH; IU(PPOBI CIIIH CKIATZHO 3pOOUTH
3HEOCOOJICHNMH, 32 HUMH MO>KJINBO BUSIBUTH COLIAJIBHI 3B’ SI3KH, 3BUUKH JIIOJIEH,
3HANTH 0OCOOMCTI HJaHi.

IcHYIOTP &Ba OCHOBHI THUIM IU(POBHX CIITIB: TTACHBHI Ta AaKTHBHI.
AKTHBHUI [HGPOBUIT CIix 3'IBISAETHCSA, KOIM KOPHUCTYBad Iepenae CBOL
MepCOHANBHI 1aHi CaMOCTIIHO, HAIPUKIIAJ], MaiKe I KOKHOTO CTBOPIOBAHOTO
OHJIAMH-00JIIKOBOTO 3amucy NOTPiOHI ocoOucTi imeHTHdiKaTOpH, Taki AK iM's,
JlaTa HapOJPKEHHs, ajpeca, TOmO. TaKoX TaKUM CIiZIOM € eJIeKTPOHHI JIMCTH,
MOCTH, JIAWKH, KOMEHTAapI, AKi 3JIMIIAI0Th KOPUCTYBAYI.

[TacuBHM dPOBHUIA CITix 3'IBIAETHCS y Mepexi 6e3 BijoMma KOpHUCTyBada.
[Iporpamu Ha cMaprdoHi, CaliTH, PO3yMHHH TOJMHHUK Ta IiHII HPUCTPOT
MOCTIHHO 30MpaloTh Ta TIEpefaloTh Ha CepBepd KOMIaHIM mgaHi 1po
KOpHCTyBauiB, a came: [P-anpecu, icropito nomyky, ¢aiinn cookie Ta iH. s
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iHpopManis 30epiracTbcsi Ha cepBepax BiINOBIIHMX KOMMNaHIA Ta Moxe OyTH
BUKOPHCTaHa KOMEPLIHHUME OpraHi3alisiMH, IPaBOOXOPOHHUMH OpraHaMu abo
3JIOYHMHISIMU.

AXTHBHUI U(POBUIL CITiJi KOPUCTYBad MOXKE MIHIMI3yBaTH CaMOCTiIHO.
Jns nporo moOTpiOHO: PeryyisipHO MHepeBipsATH sika iH(GOpMAIls JOCTyIHA Y
BIIKPUTOMY JTOCTYIi; HAJIAIITYBAaTH KOH(DIACHIIHHICTh B COIIIaJIbHUX Mepexax,
II0 MO3BOJIUTH KOHTPOJNIOBAaTH CHHCOK KOPHUCTYBadiB, IIO «CTEXAaTb» 3a
nmpodinemM; 0OMeXyBaTH JaHi, 0 BUKIAIAI0TECS B MEpeXKy [HTEpHET; BUIAIUTH
cTapi aKayHTH; BHIIATH MeETaJaHi Ta TPUXOBYBATH TI'€OJIOKAIiI0; HE
i’ €THYBATHCh 10 3arajibHOJOCTYIHOI Mepexi Wi-Fi; He peectpyBaTtHcs Ha
BeO-caiiTax 3a JOIMOMOTOI0 COIIaJbHUX MEpeK; IMATPUMYBATH MpOrpaMHe
3a0e3MeueHHs y aKTyaIbHOMY CTaHi; CKacyBaTH MiANUCKY HA CEPBICH PO3CUIIKH;
ounmiary dainu cookie.

[NacuBHuii 1MGPOBUI CITiA CKOPOTUTH JOCUTH CKIAIHO, ale "po3MuTH"
Horo MokHa pi3HEMH Meromamu. Jlo 0a30BMX BIIHOCATh HACTYIIHI:
BUKOPHCTAHHSI TIOIIYKOBHUX CHCTEM, sIKi He 30epiraroTh iH(pOpMallilo Ipo MOIyK,
Hanpukian, DuckDuckGo, BHKOpHCTaHHSI IUIATHUX CEPBICIB JJIs BHIAJICHHS
mU(GpPOBOTO CIiy, ajleé BOHH MOXYTh OyTH HE IOCHTH e()EKTUBHUMH,
BHUKOPHCTOBYBaTH pPEXUMY «IHKOTHITO» y Opay3epi; KOPHCTYBATHCh
PO3IIMPEHHAME Opay3epa Ul 3a100iraHHs HECaHKLIOHOBAHOTO CTE)KCHHS.

BucHoBku. Yce, mo norpamisie B [HTepHeT 30epiraeTbes, aHai3yeThes Ta
BHUKOPHCTOBYETBCS, TOMY METOAY IOBHOTO BHAAJICHHSA LU(MPOBUX CIiAIB HeE
icHye. Pi3Hi cepBich Ta MmiIaTGopMu MOXYTh OYTH KOPHCHI JJIS TOIIYKY Ta
BUAAJCHHS iH(GOpMAIIii PO JIIOJUHY, aj¢ BOHH HE JAa0Th CTOBIJCOTKOBHIA
pesynbrar. I[lpore, 3arajgom, KOpHCTYBad MOXE caM KOHTpPOJIOBATH
iHpopMalito, sKa JOCTyIHA INPO HHOTO B MEPeXi Ta BIPOBAIKYBATH
OpraHi3aiiiiiHi METOIH [Tl 3MEHIIIEHHsI CBOTO IU(GPOBOTO CITITY.

Cnucok gitepatypu
1. ldentity Theft Resource Center’s 2021 Annual Data Breach Report Sets New

Record for Number of Compromises. ITRC. URL:
https://www.idtheftcenter.org/post/identity-theft-resource-center-2021-annual-
data-breach-report-sets-new-record-for-number-of-compromises/ (mata

3BepHenHs 28.10.2022);

2. ILlypanor M.B. Metogu Ta 3acobu OOpoTHOM 3 MPaBOMOPYUICHHSAMH B
iHpopMmamniiHii cdepi: HaBdadpHUN MociOHUK / M.B. Ilypanos, B.M. Ctpykos,
B.A. IleBreB. — Xapkis: XHYBC, 2015. — 256 c.

BinomocTi npo aBTopiB
Maneea 3mara-Tina OnexcaHapiBHa, CTyAeHTKa Kadeapu KOMI IOTEPHUX
CHCTEM, Mepex i KibepOe3nexH, M.T. 050-275-80-95,
z.malieieva@student.csn.khai.edu
IleBueB Bonoanmup SkoBneBnd, npodecop kadeapu KOMIT IOTEPHUX CHCTEM,
Mepex i kibepbesnekH, 11.T.H., AOLEHT, V.pevnev@csn.khai.edu
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Cexkuis 1
JOCIIITKEHHA ABTOMATHU30BAHUX 3ACOBIB JIJIs1
VIIPABJIIHHSI BPA3JINBOCTSIMUA

Mensenesa IO. B.
Haunionansuuii aepoxocmiunmii yHiBepcuter iM. M. E. XykoBcbkoro «XAI»
HayxoBwuii kepiBHuK: bpexnes €. B.

AKTyaabHicTb. 3rifiHO 31 craTucTukoro [1], 60% opranizaiiii, ski 3a3HaIN
KibepaTak 3a OCTaHHI [IBa POKH, 3asiBISIOTH, III0 BOHM OYyJIM aTakOBaHi depes
HEBHIIPABJICHY BiJIOMy Bpa3lMBICTh, ¢ maTd He Oyno 3acrocoBaHo. 62%
ONUTaHKX 3a3HAaYalOTh, 0 BOHM HE MaJH iH(GOpMAIi 1010 BPa3IMBOCTEH, sIKi
Oynu BuKopHCcTaHI miJ 4ac Kibepataku. B Toil ke wac 52% pecrmoHIEHTIB
BIICBHCHI, IO iX OpraHi3amii MalOTh HEBWTIJHY IO3UII0 y pearyBaHHI Ha
BPAa3JIMBOCTI, OCKUILKM BOHW BHKOPUCTOBYIOTb JIMIIE PY4YHi MPOLECH HOIIYKY,
aHaiizy Ta BuIpaBieHHs BpasnuBocteil [1]. Omke, mpouec ynpaBiiHHS
BpaznuBocTsMH [T-cucTeM € BaXIMBOIO Ta HEBII €MHOI YacTHHOIO
3a0e3meueHHs KiOepOe3lmekn oOpraHizamii, SKHH TPaKTHKYETbCS pa3oM 3
YOPaBIiHHAM pH3MKAaMH Ta IHIIMMH [pPaKTHKaMU Oe3nekd. YTpaBIiHHS
BPa3IMBOCTAMH BKIIIOUAE B ceOe imeHTH(IKaLi0, KIacudikalio, YCyHeHHS Ta
MOM’SIKIIIEHHS Pi3HUX BpasIHBOCTEeH y cuctemi [2]. I 3MeHIIEHHs KiJTbKOCTI
py4Hoi poGoTH Ta 30inblLICHHS 00CAriB 00poOioBaHoi iHpoOpMalii mij wac
YIPaBJIiHHS BPA3JIMBOCTAMH iICHYIOTh aBTOMATH30BaHi 3aCO0H, SIKi MOBHICTIO Y1
YaCTKOBO BUKOHYIOTh 3a/1adi CIIENialicTa 3 YIPaBJIiHHS BPA3ITHBOCTIMHI.

Metoro naHoi poOOTH € JOCHTIPKEHHS aBTOMATH30BaHHMX 3acoO0iB JuIs
ynpaBiiHHs Bpa3inuBocTsaMu [ T-cucrem oprauizarii .

CydJacHWii PHHOK HaJa€e ITUPOKUI BHOIp 3aco0iB, MPHU3HAYCHHUX IS
BUSIBJICHHS CIA0KHUX MICIThb Y CHCTEMI OpraHi3alii o0 moM’ SKIIUTH TOTSHITiHHI
nopyuieHHs: Oe3neku B MaiiOytHpomy. KokHuii 3acid Bosomie cBOIMHU
¢yHKIISIMH, TIepeBaraMH Ta HEIOJIKaMH, TOMY OCHOBHA 3ajada JIS)KHUTb Yy
MOpiBHAHHI poboTH 1 ocoOmmBocTeit o0Opanmx 3aco0iB. [ma  1moro
BHUKOPHCTOBYETHCS JOKYMEHTAIlis, JIiTepaTypa, JeMOHCTpamiiHi MaTepiann Ta
TECTOBUH TMepioJi BUKOPUCTAHHs. Pe3ynbTaToM JOCHI/DKEHHS € BHBEICHA
MOPiBHSUIbHA TaOIUIST 00paHKX 3aC00iB.

OcHoBHiI monoxkeHHss. OO0’exktamm JOCHiKeHHS Oynun oOpaHi Tpu
ABTOMATH30BaHUX 3aCO0M JUI YIIPABIIiHHS BPA3IHMBOCTSIMH Ha OCHOBI ITyOJIi9HO-
JIOCTYITHUX PEUTHHTIB, JOKYMEHTAIil Ta BIAMOBIAHOCTI TECTOBIH cepei:
Tenable.io (Tenable) [3], InsightVM (Rapid7) [4] Tta Qualys Vulnerability
Management, Detection and Response (VMDR) (Qualys) [5]. OcHOBHIMH
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KaTeropissMu Il TIOPIBHSHHS BUCTYIAIOTh HAOIp MOKJIMBOCTEH, MPOCTOTA
BUKOPHCTaHHs, peKOMEeHJalii 1oj0 mpiopure3anii, miITpUMKa KOPHCTYBaya,
miHoBa nomituka, API Ta po3mmpioBaHicTh, CTOpPOHHI iHTETpaIlii.

KoxxeH kpurepiif OLWIHIOEThCA EKCIEPTOM MO AecATHOANbHINH mKkami, e 1
BiJNOBiZlae HalHWK4YIA omiHmi, 10 — HaWBumii. (0 BIAMOBIAE BIACYTHOCTI
iHpopMmanii yn QyHkuionamy. J[ns koKHOT KaTeropii BUBeIEHO Bary 3rifHO 3
BaXXIUBICTIO KaTeropii — Koe(illieHT, SKAH BPaxOBYETHCS NPH BUBEICHHI
MiICYMKOBOT OLIHKHM JJsi KOXHOTo 3aco0y. 3a pe3yibTaTaMd OLHIOBaHHS
BU3HAYAETHCS HAHOLIBII MPUAATHA CHCTEMA JUISl KOHKPETHOTO KEHCY TECTOBOTO
CepeloBHILA.

BucHoBkH. ABTOMAaTH30BaHI 3aco0W i YIPABIiHHS BPa3IHBOCTAMH €
HEBI’€MHOI0 YaCTHHOI MpOLECY YIPaBJIiHHA  BPa3IMBOCTSAMH IS
3abe3neueHHs KibepOesneku opradizamii. Jms edekTuBHOro moOymyBaHHS
MpoIlecy VOPAaBIiHHSA BPa3HBOCTAMH BaYUIMBUM € BHOIp HaHOUTBII
BIJITIOBIZTHOTO 3aC0O0Y JIJIsi KOHKPETHOI cicTeMu. B po0oTi 0yJ10 po3riisHyTO TpH
BapiaHTy MPOrpaMHOrO  3a0e3MeuUeHHs, MPOBEACHO 1X  MOPIBHAIBHY
XapaKTePUCTUKY Ta BUBEJCHA HaWOLIBII MpHAATHA CHCTEMa ISl KOHKPETHOTO
KeHCy TeCTOBOTO CepeOBHIIA.

Cunmcok jgiteparypu
1. Ponemon study on gaps in vulnerability response. Servicenow. URL -
https://www.servicenow.com/Ipayr/ponemon-vulnerability-survey.html  (zara
3BepHeHHs: 15.06.2022);

2. Illlo Take ympaBmiHHA Bpa3nuBicTIO?.  Texuonedis. URL -
https://uk.theastrologypage.com/vulnerability-management (mata 3BepHEHHS:
15.06.2022);

3. Tenable.io. Tenable. URL — https://www.tenable.com/products/ tenable-io
(mata 3BepHeHHs: 15.06.2022);
4. InsightVM. Rapid7. URL: https://www.rapid7.com/products/insightvm/
(mara 3sepHenns: 15.06.2022);
5. Vulnerability management. Qualys. URL:
https://www.qualys.com/apps/vulnerability-management/ (nata 3BepHEHHS:
15.06.2022).
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Mengenesa HOmist BitamiiBHa, maricTpanT kadeapu KOMII IOTEPHHUX CHCTEM,
Mepex i KibepOe3nekH, M.T. 050-193-77-79,
y.medvedieva@student.csn.khai.edu
Bpexxne €Bren BiraniiioBuu, npodecop kadenpu KOMIT'IOTEPHHX CHCTEM,
Mepex i kibepOesnekw, 1. T. H., mpodecop, e.brezhniev@csn.khai.edu
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Cexkuis 1
INPOT'PAMHE PIIINEHHSA 13 3BACTOCYBAHHSM AI/ML JJIs
HOIIYKY BPA3JIMBOCTEM Y BEBJIOJIATKAX

Mininuyk A.A.
HarionaneHuit aBianiitauid yHisepcutet, M. Kuis
HayxoBwuii kepiBuuk Iletpenko A.b.

AKTyaabHicTb. BebnogaTku ctaam HeBil'€eMHOIO YaCTHHOIO MOBCSIKACHHOTO
JKHUTTS, ane 0araTto 3 HUX MOB'S3aHI 3 BPa3lMBOCTSAMU. [y BUSIBICHHS AaHUX
mpobieM y Oe3meri YacTo 3aCTOCOBYIOTHCS CIICINialli3oBaHi CKaHEpH, SKi
noOy/0BaHI Ha 4iTKO33aJaHOMY IIOIIYKY, OJHAK HE BPaxOBYIOThb JIOACHKOL
JIOTiKH.

Meta. Po3poOka mporpaMHoro pimeHHs JUisi BHSBJICHHsS BPa3IMBOCTEH Y
Be0JI0/1aTKax 13 3aCTOCYBAHHSM aJIrOPUTMIB MAIIMHHOTO HAaBYaHHS.

OcHoBHi nosoxennsi. [IoTpiOHO HAroJOCHTH Ha BAXIUBOCTI PO3YMHOTO
CKaHyBaHHS Ta MiJKPECIUTH TOU (aKT, 10 O6araTo Bpa3iuBOCTEH BUSIBISIOTHCS
JWIIE Micsl TOrOo, KOJMM KOPUCTYBad MOBHICTIO 3aBEpINy€e NUIAX A0 LIyKaHOI
ctopinku. Lle Te, 4oro He BUCTavae 3BUYAITHUM CKaHEpaM, sIKi HE BPaxOBYIOTh
JIOACHKY JoTiKy. KoputcyBadi MOXKYTh pO3yMiTH, fKa iH(pOpMaIis, IMOBIpHO,
Oyzne niiicHOIO A TIeBHOT ()OpMHU BBEIEHHS Ta MIO MOTPIOHO BHKOHATH, MO0
MEepeTH 10 HACTYIHOTO Kpoky. Kpim Toro, KopucTyBadi MOXYTH IIBHIKO
3pO3yMITH NOBIJOMIICHHS PO TIOMMJIKH Ta BUIIPaBUTH HepoiK. [ToBinomieHHs
Ha cropiHii «EnekTpoHHa ajipeca HeZilicHa» 03Hauae, 10 aapecy eIeKTPOHHOT
TMOIITH BBEACHO HETIPaBUIIBHO.

CkaHep Ha OCHOBI MAIIMHHOTO HaBYaHHSI PO3POOJIEHO 3 ypaxyBaHHSIM
MEBHUX BAKJIMBUX YMOB, Ll€: PO3Ii3HABAHHS THIy CTOPIHKH, BU3HAYCHHS
YCHIIIHOTO Ta HEYCIIIIHOIO Nepexo/y CTOPIHKH, BUKOPHCTAHHS ONTHMAIbHUX
3HaueHb B mapameTpax. [y nepmux ABoX BUMOT OyJI0 BUKOPHUCTAaHO HaiBHHMA
Oaecopuii knacuikatop, a g TpeThoi — OaraTommaposuii nepcentpoH (MLP)
[1] Ta Q-maBuanHiA. [l po3Mi3HABAHHA THIIB CTOPIHOK 3aCTOCOBAHO
kiacudikaTop i3 3a37aeriqb> BU3HAYCHUMH KaTeTOPisIMH Ta HMOBIPHICTIO TIOSIBH
KIFo4oBoro cioBa. DyHKIii Oymu peamizoBaHi Tak, 100 KiIacu(iKyBaTH
MPECTaBICHY CTOPIHKY Ha OCHOBI KJIFOUOBHX CIIiB, 3HAWICHUX HA CTOPIHII, 1
WMOBIPHOCTI iCHYBaHHSI ITUX KIFOYOBHX CJIiB B OJIHIH 13 MOTIEPEIHHO BU3HAUCHHUX
kareropiii. Jlnms CTBOpEeHHsS Takoi TaONWIlI KIIOYOBUX CIIB Yy 3a3fasieriib
BH3HAYEHUX KaTETOpPisixX 3 Hyis, OyJio mpoaHaai30BaHO MpHUOIN3HO 25 BHOpaHUX
BeOmomaTKiB. [l mepexoqy MiX CTOpiHKaMH peali3oBaHO (DyHKIIOHATBHY
TaOJINIIIO CIIB YCIiXy Ta CJIiB HEBJIa4i Ta 3HOBY BUKOPHUCTAHO KIIacU(iKaTop.

Bxiganmu ganumu st MLP Oyim motouHa cTopiHKa BeOcailTy Ta MaiOyTHS
HACTYIIHA CTOpPiHKA. BuXinHi naHi Oyiau BXIAHUMH 3HAYCHHSIMH IUTS TIEPEXOLY
JI0 HacTyIHOI cTopiHky. [ToTiM Q-HaBUaHHS BUKOPHCTOBYBAJIOCS JIJISI KOHTPOIIIO
3a HaByaHHAM MLP Ta ontumizarii pe3ynbraTis. AJie miciist IPOBEACHHS aHaliZy
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Ta micas npudmusHo 100 payHaiB ontumizanii edekTHBHICTH cTBOpeHoro MLP
Bce mie Oyna Husbkoro. 1100 mokpamuTu pe3ynbraTd 0OpoOKH, B KOJ OyIo
BUPIIICHO MiIKIIOYUATH 0i0mioTeky word2vec i3 KOCHHYCHOIO TOMIOHICTIO Jyist
00YHCIICHHS MOMIOHOCTI ciiB, siki Bxke Oaumno I13. Word2vec mpescrasise
CJIOBO SIK BEKTOP, 8 KOCHHYC-TIOAIOHICTh BUMIPIOE KYT MiX JJBOMa BEKTOPaMH,
00 1aTH OLiHKy noxioHocTi. KoskHOMY BEKTOpY 3a/1aHO 3Ha4EeHHs KOCHHYCa, 1
Moi0HI BEKTOPH MAaTUMYTh OJHAKOBI KyTH. ISl TOIIYKY Bpa3iIMBOCTEH Oyio
BUKOPHUCTAHO aNrOpuTM I0BroctpokoBoi mam’sti (LSTM) [2]. Hanuit anroputm
MOJKe TeHepyBaTH BUXiJ i3 moyaTkoBoro gucia. [licas anamizy 6mmseko 20 000
cropirok cuaTakcucy HTML i 10 000 cropinok JavaScript anst naBuanus, 13
3MOTJIO TeHepyBaTH AIHCHUH cHHTaKchC. i1 YHUKHEHHS BHOpaHOI CHCTEMH
3aXHCTy BeOCAlTy — MexaHi3MiB (inbTpanii BXiTHUX JaHuX, OyJI0 BUKOPUCTAHO
MLP 3 Q-HaBuaHHAM JJIs HADJISAAY 3a BBEACHHSIM KOpEeKTHOI iHdopmarrii. s
HiABUILEHHS e(eKTHBHOCTI 00Xomy (iIbTPIB BUKOPHCTAHO IIONEPEIHE
HaBYaHHSI.

BucHoBku. Takum 4YMHOM, @PEACTaBICHO METOAUKY Ta IPOTrpamMHy
peamizailifo, sKa BHKOPHUCTOBYE JEKiIbka KOMOIHOBaHHMX aJTrOPUTMIB
MaIlIMHHOTO HaBYaHHA Ta IMITye IIA0NOHM JIIOACBKOTO MHUCICHHS, IO
JI0TIOMarae 3 BUSBJICHHSIM iICHYIOUNX BPa3INBOCTEH.

Cunucok JgiTeparypu
1. Staudemeyer R. C. Understanding LSTM -- a tutorial into Long Short-Term
Memory Recurrent Neural Networks / R. C. Staudemeyer, E. R. Morris. — 20109.
Expert Systems with Applications, 42(7), 3508-3516.

BinomocTi npo aBTopiB
Mininuyk AniHa AHarousiiBHa, MaricTpanT kadeapu KOMIT FOTEpPU30BaHHX
cucTeM 3axucty iHnpopmarii,M.T. 0997648187, 5154578 @stud.nau.edu.ua
[Merpenko Auppiit BopucoBuy, K.T.H., IOLEHT KadeIpu KOMI I0TEPHU30BaHNX
cucTeM 3axucty iHpopmariii, andrii.petrenko@npp.nau.edu.ua
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Cexkuis 1
JTOCJILIKEHHS TEXHOJIOI'TI TA METO/IIB 3AXHUCTY BEB-
3ACTOCYHKY Y IHOPACTPYKTYPI 3BO

Mypxka /[I. 1O.
XapkiBCbKHH HalllOHABHUI eKoHOMIYHUH yHiBepcuTeT iM. C. Ky3nens
«XHEVY»
HayxoBuii kepiBHuK Anekcies B. O.

AKTyaabHicTb. MU XuBeMO y 4ac 3MiH Ta TpaHCOpMalii CyCHiIECTBa,
KOJIU B YChOMY CBIiTi BinOyBaeThCs mpomec mifpkuTamizamii. Ha Hammx ogax
BiZIOyBa€THCS EPEXiJ Bijl aHATOTOBUX JpKepen iHpopmanii 1o nudposux. [Tossa
PI3HOMaHITHUX CEpPBICIB y Mepexi IHTEpPHET POOHMTH KHUTTS JIIOACH OUIbII
3py4yHuM Ta KompopTauM. [Topyd 3 M, cdepa OCBITH TaKOXK HE CTOITh Ha MicLi
1 BIIEBHEHO KPOKye B HOry 3 4acoM. IlosiBa pisHOMaHITHHX miatdopm s
OHJIaliH HaBYaHHS, POOUTH MPOIEC OTPUMAHHS HOBHX 3HaHb €(DEKTHBHUM Ta
JOCTYITHUM JJIs1 KOXKHOT JIIOAWHU y OyAb-sIKUii 4ac, y OyAb-sIKOMY MicIii.

OpmHak, pa3oM i3 CTPIMKOIO IM(POBI3AIi€I0 HAIIOTO HABKOIHITHHOTO
CepeZOBHUINa 3pOCTAlOTh TAKOX 1 KUTBKIiCTh Kibep3arpos. B mpormeci cTBopeHHS
CepBiciB I MOTPeO HaBYATHHUX 3aKJIaliB MOTPIOHO MPUALIATH HeabUsAKY yBary
3aXHCTY NMEPCOHANBHNX JAHUX Ta IHTEIEKTYalIbHOI BIACHOCTI.

OcHoBHiI moJOKeHHA. Pi3HOMaHiITHa apXiTeKTypa, BHCOKa CTYIIiHBb
MOMIMPEHHAS Ta IHTETpamis Be0-3aCTOCYHKIB B MEpPEXKEBY iH(PACTPYKTYPY
POOHTH X PUBAOIHBOIO MIIIICHHIO [T KIOEP3IOYUHIIIB. METO/ ¢ 3]I0BMHCHHUKIB
3aJIMIIAI0ThCS HE3MIHHUMHU Ha MPOTS3i 6araThoX POKiB, OCh OCHOBHI 3 HUX[1]:

— SQL ix’exril;

— DDoS-araku;

— wMixcaitroBuii ckpuntinr (XSS);

— MiXCTaiTOBa MiApoOKa 3aIHTiB;

— aBTOMaTH30BaHMil nepedip maporis (brute-force aTakm);

— HeTepeBipeHHH Iepexif i peaupeKT;

— BIACYTHICTH (PYHKIIT KOHTPOIIO AOCTYIY.

Takox He BapTo 3a0yBaTH TEXHOJIOTIIO «COIaJbHOI iHJKEHepi» SKOI0
aKTHBHO KOPHUCTYIOTBCSI KiOep3mouwmHmi. Lleif mMeron araku BUKOPHCTOBYE
HEOOI3HAHICTP Ta HEYBAXKHICTb KOPHCTyBauiB. AJe, cHoemiaimicTd 3
iH(popManiiHOi 0e3meKu PoOISATE yce MOXKIIMBE 00 MPOTHIISTH 3a3HAYCHUM
BPa3JMBOCTAM, 1 Ha CBHOTOIHINIHIN [€Hb HaM BXE IOCTYIHI e(eKTHBHI
IHCTPYMEHTH 3aXHCTy BeO-101aTKiB [2].

OmnH 3 ocHOBHHX iHCcTpyMmentiB 3axucty — WAF (Web Application
Firewall). CyTs po0OOTH SIKOTO MOJISITae B 3aXHUCTI BeO-pecypciB, 110 BUCTABIICHI
Ha30BHi, TOOTO AOCTYIHI KO)KHOMY B MEpEXi iIHTEpHET.
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WAF no3Bonsie 3axuctutucs Bij O0aratbox BuaiB atak. Cepen mux SQL i
PHP-in’exuii, mikcaidiToBuii ckpunTinr (XSS), mindip nmaposs, excryararis
BpaznuBocTeil HynboBoro nHs, DDoS-araku, tomo. Ilepur 3a Bce morpiGHO
posymity, mo WAF — me By3pKkocneniasnizoBaHWi NPHUCTPIH 1 BiH aKTHBHO
kontpoitoe Tinbku HTTP / HTTPS mpotokomnu, i 3aBIsKH CBOTH apXiTeKTypi
MOXe po3i0paTH Bech ceaHC 3B'SI3Ky KOpHCTyBauda. 3aBIsku IiboMmy WAF
3MaTHUM BUSBIITH AaTakd 3 BHUKOPUCTAHHAM aBTOMAaTWYHUX 3aco0iB
(cxamyBanHA, inbip mapomuis, DDoS, ¢bpox, 3anydenss B 6otHeTn) [3].

Takox He3aBuM Oy[e, peryJsipHEe CTBOPEHHS PE3ePBHUX KOIIH CHCTEMH,
CBO€YACHE OHOBJIICHHS MOXyIniB cuctemu Ta [I3 Ha cepsepi. OOOB’SI3KOBO
noTpiObHO BHKOpHCTOBYBaTH 3amudpoBane 3 exHanHs HTTPS, mommproBatu
iHpopMauiliHy O00i3HaHICTh KOPUCTYBa4iB Ta aJAMIHICTPATOpIB, PETYJSPHO
MIPOBOJUTH ayIUT cucTeMH [4].

BucnoBku. KomrmiekcHuii Ta e(QeKTUBHUII 3aXUCT CHUCTEMHU 3aBXKIU
no4MHaeThes 3 11 mpoektyBaHHs. Po3ymiHHs ciabkocteit [13, sixke HeoOXigHO
3aXMCTHTH, POOHUTH MPOCTIIIMM Tpouec ixeHTUdiKanii BpasnuBocTel Ta
O6oporeOM 3 HUMH. Takuil miAXig JO3BOJSE 30CEPEAUTHCS HA aKTYaIbHHX
METOJIaX aTakK i 3aXUCTUTHCS BiJl HAX I 10 MOYATKy BUKOPUCTAHHS CHCTEMHU.
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Cexkuis 1
BUSBJIEHHS AHOMAJIBHOI'O TPA®IKY Y
S3ATAJIBHOOOCTYIIHUX KOMII'OTEPHUX MEPEXKAX

Iletnax H.C.
XMeNbHUIBKUI HAI[IOHAILHUH YHIBEPCUTET
Hayxogi kepisauku Kisor FO.I1., Xoxnagosa 10.€.

AkTyanbHicTb.  30UThIIEHHS  KOpHCTyBa4iB  IHTepHeT-mocimyr  Ta
UQPOBI3aIlisl CyCHIBCTBA NPU3BOAUTH A0 CTPIMKOTO 30iMBIICHHS 00’€MiB
Tpadiky, a KOMII IOTEpHI MEpEKi BCe YacTillle CTaloTh 00’ €KTaMu Kibeparax.

Inentudikanis 3m0BMUCHOrO Tpadiky Ta aHOMaJIii BiAirpae BaKJIUBY POJIb
Jutst 6e3nexu. ToMy OTPiOHO BUKOPHCTOBYBATH CHCTEMH BUSIBIICHHSI BTOPTHEHB
(CBB, Intrusion Detection System, IDS), siki MOXXyTb 3aXUCTUTH MEPEKY BiJ
ICHYIOYMX Ta MaiOyTHiX 3arpo3. IDS 3abe3neuyroTh BYacHE OIOBIIICHHS
a/IMIHICTPATOPIB CUCTEMHU.

Mera. HasiBHI cucTeMH BHSIBICHHS BTOPTHEHb OpPI€HTOBAaHI Ha 3aXHCT
BJIaCHOT MEpEeXi Ta He PO3paxoBaHi Ha BUSBICHHSI aHOMAJIBHOTO Tpadiky, 110
OpI€HTOBAaHMI Ha aTAaKy 10 BiTHOMICHHIO JIO TPETiX 0ci0 i3 BmacHOi Mepexi. Taka
CHCTeMa JIO03BOJINTH 3MCHIIMTH 3aralbHy KUIBKICTH aTak y Mepekax Ta
3MCHIIUTH Tpadik y BIACHIN Mepexi.

OcHoBHI moJiokeHHsl. 3 mpuxomoM ImHQPOBi3amii Ta MiKUTATI3AIil
30UIBIIYETHCS KUTBKICTh 3aralIbHOIOCTYITHUX Mepex (B Tomy umcmi Wi-Fi), ne
MOXKHA OTPUMATH AHOHIMHHMU JOCTyN. 3 POCTOM IIOKPUTTS Ta KIIBKOCTI
KOPUCTYBaYiB MPOMOPIIHHO 3pOCTa€ KUIBKICTh aTak, M0 MPOBOISTHCS
KOpUCTYBa4aMH-3JIO0BMUCHUKAMU Ha 00 €KTH, IO 3HAXOAATHCS 32 MEXKaMu
3araJbHOJOCTYNHUX KomIl totepHux Mepex (3KM). Cepen BimoMux aTak Ha
CTOPOHHI pecypcH, HI0 MOXKe mpu3BecTH a0 kommnpomerarii 3KM, mo skoi
1 IKIFOUYMUBCS 3JJOBMUCHUK €:

- BiAzajneHe MPOHUKHEHHS (remote penetration);

- aTaka Ha BiIMOBY B oOciyroByBanHi (denial of service);

- 37maMyBadi napodiB (password crackers);

- (immHT;

- TOIIO.

Y nopiBHsAHHI 3 aHanorivEMM nepiogom 2021 poky kingbkicTs DoS-aTak (Ta
DDoS-arak) 3pocia B 4,5 pasu [1]. I3 CcTaTHCTHUKOIO CTPIMKOIO PO3BHTKY
(imMHTOBUX aTak MOXHA 03HAHOMUTHCH Y JKepei [2].

Jlo TOmyJIsipHUX CHUCTEM BHSBJICHHS BTOPTHEHb MOXKHA BiJHECTH Snort,
Wireshark, Microsoft Network Monitor, Security Onion. Yci BoHH OpieHTOBaHI
Ha 3aXHUCT MOTOYHOI Mepexi Bix ataku. | He MPUCTOCOBaHI s HEAOMYIICHHS
aTak, 10 BUXOJIATH 32 MEXI i€l MepPexKi.

Bigowmi cucremu BUSBICHHS BTOPTHEHb HAa OCHOBI MAaIIMHHOTO HaBYaHHS [3-
5] opieHTOBaHI Ha BUSBJICHHS aTaKk Ha KOPIIOPATHBHI MEpeXi, Ta HE HAIlJICH] Ha
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BUSIBJICHHS aTak, 10 BUX0AATh 13 3KM Ta BUKOPUCTOBYIOTH ii MOTY>KHOCTI AJIs
aTakK Ha TPeTixX 0cil.

Bapro BpaxoByBaTH, IO 33J0BOJICHHS MOTpeOM KJIi€HTA B aHOHIMHOMY
JOCTYMI JI0 3araJIbHOAOCTYITHOI KOMIT' IOTEpHI MEpEeXi J03BOJISIE 3JI0BMUCHHUKY
MiJBUIIUTY PiBEeHb AHOHIMHOCTI TIPU TPOBEICHHI aTaK Ha CTOPOHHI PECYpCH.

Bigomi cuctemu IDS opieHTOBaHI Ha BUSBJICHHS aTakK, IO HAIXOMIATh B
Mepexy, abo BpaXaroThb 00’€KTH B TOTOYHIM Mepexi. 3a3BHUail aHami3y
BUXITHOTO TpadiKy MPHUIUIIETHCS HETOCTATHS yBara.

3araypHOJOCTYITHI CETMEHTH MEpeX — 3a3BHYail HalMEHII KOHTPOJHOBaHI
CETMEHTH MEpEeXK, 10 3a0e3MedyIoTh OTPeOr TOCTHOBUX, aHOHIMHUX KIIIEHTIB.
BuxopucraHHa Uil TaKuX CerMeHTiB KomepuiitHux IDS Ha mymky Oaratbox
aJIMIHICTPATOPiB € HEAOLUIBHUM, TOMY TaKi Mepexi 3ajHIIaloThCS He
3aXUIIECHUMH Bif JIiil 3TOBMHUCHUKIB.

BucHoBku. OCKUIBKH BiJIOMi METOIM Ta 3acO0M 3aXHCTy MEpPEeX He
3a0e3MeuyroTh BUPIILICHHS TaKUX 3a7a4 0e3NeKH NOUUIBHIM € po3poOKa HOBUX
METOJIB Ta 3aco0iB, 1[0 OJHOYACHO MOXYTh 3a0e3neunTu Oe3neky 3KM ta, 3
BIJIMIOBITHUM pIBHEM JOCTOBIPHOCTi, HE OMyCKATUMYTh 3JIOBMHCHUX il
KOPHCTYBaYiB Ii€1 MepPeXKi 110 BiTHOMICHHIO JIO0 TPETiX 0cCi0.
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Section 1
SUBSTANTIVE CHARACTERISTICS OF THE "CYBER RISK"

Polomoshnova Mariia
National Technical University «Kharkiv Polytechnic Institute»

Relevance. Modern sustainable economic development requires effective
implementation of the full potential of information technology and the latest IT
developments. However, this path is closely related to the threats of misuse of
information technology, which is a significant threat to the effective development
of the public and private sectors. Therefore, building and ensuring the effective
functioning of the cyber risk management system under the latest innovations is
becoming increasingly important.

Objective. Developing theoretical approaches and further improving the
concept of «cyber risks».

Main provisions. The development of each company co-occurs with the
introduction of innovative services that often radically change business
processes, with the expansion of the ecosystem of interaction with customers,
partners, and counterparties, including the use of remote online channels, remote
systems, and automated procedures. This development is associated with threats
in information and cyberspace, which raises the task of timely detection, analysis
of the probability of their implementation, the severity of possible consequences,
and taking preventive measures.

In order to analyze the theoretical and essential characteristics of the concept
of "cyber risks," the author analyzed the main definitions of this term contained
in scientific publications and best practices [1-5]. Based on the analysis results,
the main features of this term are formulated, which can be grouped into three
classifiers:

1. By financial component: financial and non-financial.

2. By the vector of implementation of the consequences: direct and indirect.

3. By source of origin: internal and external.

After the classification into three groups according to certain standard
features of the above disparate definitions, it should be recognized that most
authors believe that cyber risks are, first of all, the risk of any losses resulting
from the failure of information technology systems. However, this interpretation
is somewhat narrow, as it does not consider the risk realization vectors and all
possible sources of their origin.

In this regard, it seems advisable to apply the author's definition of "cyber
risks" as any risk of financial and/or non-financial losses caused by internal
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and/or external illegal actions of employees of the organization or other
stakeholders (including intruders) on the operation of information technology
systems.

The proposed definition more accurately reveals this phenomenon's essence
and features and makes it possible to determine this term's theoretical and
essential characteristics.

Conclusions. The author analyzed the most important definitions of “cyber
risk." The analysis results revealed some generalizations regarding approaches
to the definition of this phenomenon. For a more thorough assessment of the
essence of this term, the author classified the approaches to defining the
definition of "cyber risk" and supplemented the classifier for a more accurate
assessment of this term. As a result of these actions, the author formulated and
proposed a new definition of the concept of "cyber risk,” which more accurately
reveals this term's theoretical and essential characteristics.
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Cexkuis 1
3AXHUCT NEPCOHAJIBHUX JTAHUX Y COUIAJIBHUX MEPEKAX

Pesnikos A.O.
Harionaneauit aepokocMivnmit yHiBepeuteT iMm. M. E. JKykoBcskoro « XAD»
HayxoBuii kepiBHUK 3eMistHKO [.A.

AKTyadbHicTb. 3 pOCTOM TMOMYJSAPHOCTI COIabHUX MEPEeX 3pOCcTae i
MUTaHHSA 3aXUCTy IEPCOHANBHUX NaHWX. Komm KopucTyBadl peecTpyroThes B
COLIlaJIbHUX MEpexXax, BOHH, K PaBUIIO, HAAAIOTh 0COOKCTY 1H(OpMALito, TaKy
AK iM's, afgpeca Ta jaTa HapoJ/pkeHHs. Llst iHpopmalis nmotiM 30epiraerTbesl Ha
cepBepax CoLialbHOI MEpPexKi.

Bigomo, 110 xakepu HaIliJieHi Ha COIiaJIbHI MEPEeXi, 00 OTPHUMATH JAOCTYI
Jo 11i€i ocobucroi iHpopmarii. OTpuUMaBIIK AOCTYH 0 OOJIKOBOTO 3amuCy
KOpHCTYBaua, BOHU MOXYTbh IeperyisaaTH Horo ocoOUCTI AaHi, Taki sIK CIHCOK
KOHTaKTiB i mpuBaTHI moBigomieHH:A[1]. Buxomsau 3 miei indopmarii, 0ymo
BUAIJICHO HEOOXiTHICTh PO3TIIIHYTH Ta 3aCTOCYBAaTH METOIH 3aXHCTy OCOOHUCTOT
iH(popMarii y po3poOIIi comiaabHOT Mepexi.

Meta poboTH: TIOJITAaE Y JOCHIIKECHHI METOJIB 3aXHCTy IEPCOHAIBHHUX
JAHUX B COLIAIIEHUX MEpPEeXax.

OcHoBHI noJyiokeHHsI. [cHye 06araTto MeToziB 3aXHUCTy OCOOMCTUX JNAHHX Y
BeO-nonarkax. Jleski MOLIMPEeHI METOAM BKJIIOYAIOTh B ceOe: BUKOPHCTAHHS
SSL/TLS nns mudpyBaHHS AaHMX Wi yac nepenadi, 30epiraHHs JaHHX Yy
3ammppoBaHoMy (GOpMaTi, BUKOPHCTAHHS MEXaHI3MIB KOHTPOJIIO JOCTYITY JUIst
0OMEeXEHHS TOCTYIY 10 TaHUX.

Jlyis 3aXMCTy i 4Yac mepefadi JaHuX MK Opay3epoM KOpHCTyBada Ta
CepBEpPOM B COMIANBHINH Mepexki BHKOPHCTOBYEThCs mpoTtokonr HTTPS, sxwuit
sBisie coboro 3Buuaitamii HTTP, mo mpamtoe yepe3 mudpoBaHi TpaHCIOPTHI
MmexanizMu SSL/TLS[2]. Ile BaxXIHBO, OCKUTBKH JaHi 9aCcTO EPEAalOThCS Uepes
Mepexi, sIKi He € TOBHICTIO 3axuiieHnMU. Koiu gaHi 3amudpoBaHi, HaBITh SKIIO
XaKepu 3MOXYTb IIEPEXONHTH [aHi, HaNpUKIal T[pH BUKOPHCTAaHHI
KOpPHCTYBaue€M CKOMIIPOMETOBAHOI MepeKi, BOHH HE 3MOXYTh pO3MIH(pPyBaTH
Ta MeperIsiHyTH iX 6e3 BiJMOBIIHUX KIIOYIB.

He MeHII BaXIMBUM € 3aXMCT JaHUX, IO 30epirarothcs Ha cepsepi. [t
I[OTO BUKOPUCTOBYIOTBCSA KidbKa MeToAiB. ba3a manmx 1 BeO-cepBep
3HAXOJSTHCS Ha PI3HHUX CepBepax, MPHU YOMY TiJIbKH BeO-cepBep Mae AOCTYIH 10
Mepexi iHTepHeT, 6a3a JaHWX MOB'SA3aHa 3 HUM TUIBKH 110 ITpHUBaTHii Mepexi. Le
JIO3BOJIIE OOMEKHUTH HECAHKI[IOHOBAHWU JOCTYI A0 0a3u JaHWX 1 3aXHCTUTH
naHi npu nepenadi Mk BJ[ i cepepom. [lani y 6a3i maHux 30epiraroTbcst y
zammdpoBaHoMy Qopmari. Konu nani nmorpiGHi, BOHH po3mH(POBYIOTECS 32
JIOTIOMOT0I0 BiANOBiAHMX KiowiB. Lle rapaHTye, mI0 HaBiTH SKIIO XaKepu
3MOXYTb OTPHUMAaTH JOCTYI 10 Oa3u JaHHWX, BOHHM BCE€ OIHO HE 3MOXYTb
HeperJIsHy TH JaHi.
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[HIIMM TOMIMPEHUM METOJIOM € BUKOPHUCTAHHS MEXaHI3MIB KOHTPOJIIO
JOCTYyIy JJisi OOMEXEHHs JOCTylmy J0 JAaHuX. Hampukian, npoctynm 1o
KOH(IAEHIIHHNX JaHUX KOPUCTYBadiB € TUIBKHM y aJIMIHICTpaTropiB, y 4ui
000B'SI3KN BXOJUTH pO0OOTA 3 JaHUMU KOPUCTYBAadiB.

VY caMiii coliaibHI Mepeki KOPUCTYyBad MOXKE OTPHMATH JOCTYII JIMIIE JI0
CBOIX JaHWX Ta JAHWX SKUMU SIBHO TMONUTHJIMCS IHINI KOPUCTyBadi. Takox
KOPHCTYyBad MOXE 3alpOCHTH HaJaHHS apxiBy 3 yciMa JaHUMH, IO
30epiraroTbcs PO HBHOTO, a TAKOXK 3aIPOCHTH BHIAICHHS CBOTO OOIIKOBOTO
3aMrCy Ta BCIX JaHWX IOB'I3aHUX 3 HUM, SK 3a3HaueHO B GDPR[3].

BucnoBku. Po3risiHyTi B miid po0OoTi crtocoOu 3aXicTy NepCOHANBHUX JTAHIX
y COIiaTbHUX Mepekax - Iie JIMIIe NesKi 3 0araTboxX crnocoOiB 3aXHUCTy JaHUX
KOpHUcTyBauiB. BaximBo mam'statu, mo 3a Oe3neKky AaHUX KOPUCTYBadiB
BIAMOBIa€ SIK colliabHa Meperka, Tak i caMm Kopuctysad. KopucryBadi MOBHHHI
YCBIJOMIIIOBaTH PU3HKH OOMiHY OCOOMCTUMHM JaHUMH B [HTEpHETI Ta BXKHMBATH
3aXOMiB JUIA 3aXUCTY BJIACHUX JIaHWX, HAIPHUKJIAJl, BAKOPUCTOBYBATH HAMilHI
Napoji Ta He AUIUTHCS KOHGiAeHUilHOI0 iH(OpMali€eo 3 IHIIUMH 0cOo0aMu.
CouianeHi Mepexi > TOBUHHI HaJaBaTH KOPUCTYyBayaM MOXJIMBOCTI
KOHTPOJIIOBATH CBOI JaHi Ta 3a0e3ledyBaTH HAsBHICTh aJCKBATHHUX 3aXOIiB
Oe3neKu Ui 3aXUCTy JAaHUX KOPUCTYBAUiB.
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Cexkuis 1
AHAJII3 ICHYIOUUX 3ACOBIB 3AXUCTY IIIJI YAC
BUKOPUCTAHHSI XMAPHUX TEXHOJIOI'TIA

CeniBanoa M. O.
HaunionaneHuii aepokocMiunuii yHiBepeuteT iM. M. €. XXykoBcbkoro «XA»
HayxoBwuii kepiBauk [leBreB B.4.

AkTyanbHicTb. Ha chOTOHI TOMIPEHAMH € XMapHi TEXHOJIOTIi a00 XMapHi
oOurncieHHs. B HUX 3a1likaBiieHi K 3BUYaifHi KOPHUCTYBaYi, TaK i BEJIMKI KOMIaHii.
VYcim moTpibHO 30epiraHHsS maHWX, iHpOpMamii, SK KOH(iAeHmiitHOI, Tak i
CEKPETHOI, 1 JUI IbOr0 BUKOPUCTOBYIOTHCSI XMapHI TEXHOJIOTII. AJle napajeibHO
3 MM € MoTpeda B YMHHOMY 3aXHCTI TaKUX TEXHOJOTi, 00 3 PO3BUTKOM
KOMIT'FOTEPHUX TEXHOJIOTIH BCe OUIbIIC € MOXIHUBICTH KpPaIiKKH, 3J0MYy Ta
BUKOPHCTaHHsI KOH(DIICHIIIHNX a00 CEKpEeTHUX JaHUX y XMapi.

Mertoro naHoi poOOTH €: BUBYEHHS Ta aHali3 ICHYIOUMX 3ac00iB Ta METOJIB
3aXHMCTY XMapHUX TEXHOJIOTIH.

OcHoBHI moJiokeHHsI. XMapHi OOYHCIICHHS OXOILTIOIOTH TEXHOJIOTII, SKi
JIO3BOJISIIOTH OKPEMHM 0co0aM abo KOMITaHisIM OTPUMYBATH JOCTYI JI0 MEBHUX
IaHUX abo mociyT 6e3 moTpedu y GiznuHill iHPpaCTPYKTYpi.

Iarepdeiic Bkmodyae B cebe Bce, MO CTHKAETHCA 3 KOPHCTYBadeM, Te, IO
KiieHTH Oavate OesmocepenHbo. Hampukiaza, Te, mo BU Oaunte B mili poOoOTi
Ta/ab0 Ha BeO-caiTi, Bce 3aBIIKH iHTep(eicHii BeO-po3po0ii Ha 3aaHIN YaCTHHI.
OnHak, € Bci mpolecH Ta JaHi, sKi 3a0e3neuyroTs Oe3rnepediiiHy poOoTy i€l
CTOpIHKH. bBekeHI-po3poOka KOHTPONIOE cepBepu, 0a3uM JaHMX 1 Bce, IO
JoromMarae IigTPUMyBaTH CTaOUIbHICTH 1€l BeO-cropinku. Komm xmaphi
O04YHMCIIeHHST 3’SIBISIFOTBCS B KapTHHI, BOHM 3alMalOTh CTIHKY MO3HMIIO SIK
HaKJIaJIaHHs JUIsl BChOT0, 1110 BiI0OYBaeThCs Ha cepBepi. [HIIMMY ciioBaMu, Bee, 10
BiZI0OyBaeThCs Ha cepBepi, Ternep BinOyBaeThes B xMapi.|1]

3i 30UIBIICHHSAM KITBKOCTI BiJIaJieHWX MpaIliBHUKIB 3pocTae morpeba y
3aX¥CTi TOCTYITy Ta MEPEMIIIeHH] TaHUX KOMIaHii B pi3HUX BIIOMHUX 1 HEBITOMHUX
Mepexax. st Toro, o6 3poduT Oe3neyHy Ta HaJiifHy XMapHy CUCTeMy, Tpeba
KOPHCTYBaTHCh a00 OJHHUM 3 JTaHUX METOJIB, 00 U Kpamioi HaJiiHHOCTI BciMa
[2]:

—  Meronau aBTeHTH]iKamii Ta ineHTHdiKamii;

—  METOJH KOHTPOJIO IOCTYIY;

—  MeToxau MHU(PyBaHHS;

—  MeToau 0e3MEUYHOro BUAAJICHHS,

—  METOJH BiJJHOBIICHHS IAHHX.

XMapHi pimeHHs1 Oe3MeKN MOAUIAIOTECS HA IIICTh OCHOBHHX KaTeropiH, ski
BUKOHYIOTh II€BHY POJIb Y 3aXMCTi XMapHHUX 0a3 JaHUX, IPOrpaM i KOHTEHHepiB:

—  CASB - 6pokepu 6e3rexu JOCTyIry 10 XMapu

—  SAST - cratuvHe TecTyBaHHs O€3IEKH TOIATKIB
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—  SASE - Secure Access Service Edge

—  CSPM - Cloud Security Posture Management

—  CWPP — xmapsi matdopmu 3aXucTy pod0ouoro mporecy

—  CIEM - Cloud Infrastructure Entitlement Management[4]

[TirocoM 3axucTy JaHUX y XMapi € CUCTeMaTuiHe BU3HAYCHHS yHI()iKOBaHUX
TIOJITHK, SIKi 3aCTOCOBYIOTHCS Ha BCiX piBHAX. [loiTHKH o0 30epiranHs JaHuX,
CIIOBHHKA JAaHWX, MPABIJI JOCTYITy Ta JO3BOJIIB HA OCHOBi poJieii 3amo0iraioTth
Oymp-sikiii popMi BTOPTrHEHHS, 3aXHIar0oun KoH(ixeHiiHi gani. Cy4acHi XMapHi
piMICHHS AT 3aXHCTy JaHWX TAKOX 3aBYACHO BHSBILIIOTH PH3HKM Ta aHOMAIii
JAaHWUX, TO3BOJIIOUM KOMaHIaM Oe3leKH 3YMUHITH OyIb-iKi cpoOu KibepaTak
a00 BIPOBAHKEHHS IIKIUTMBOTO TIPOTPaAMHOTO 3a0e3neueHHsL.[ 3]

BucHoBKkM. 3aXHCT JaHUX € OJHIEI0 3 TOJOBHHUX INpOOJeM Oe3neKkH st
OaraTboX opramizaimiii y xmapi. be3 HpOro mepemaua OCOOMCTHUX JaHUX Ha
BiJjIaJicHi MamuHu Oyia © MpocTo HeMOXIHBOK. I[ligOuBarouu MifACyMKH,
METOJIY 3aXUCTY JIJAHUX MOKHa BUKOPHCTATH SIK OKPEMO, Tak 1 Bci pasom. [llomo
OTJITHYTHX 1HCTPYMEHTIB O€3IIeKH, KOKEH 3 HUX Ma€ CBOE HANPABJICHHS 3aXHUCTY
XMapHOI CUCTEMU.
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Cexkuis 1
AHAJII3 ATAK HA CUCTEMMU LITYYHOI'O IHTEJIEKTY

Crarmummuna I. I1.
Hauionaneuuii aepoxocMiunuil yHiBepcuteT iM. M. €. JKykoBcbkoro «XAD»
HayxoBuii kepiBauk: [leBHeB B. 1.

AKTyajbHicTh. B cyyacHoMy cBiTI aHami3 arak Ha CHUCTEMH IITYYHOTO
IHTEJIEKTY i€ JIOBOJI aKTyajbHe MUTaHHs. MOXKIMBO 11€ CTBEpPXKYBAaTH Yepes Te,
0 y Haml JHI IOTYYHWH IHTENEeKT CTae OuMbII MOMyJISApHAM 1 HOro
BUKOPHUCTAHHS 3yCTPIYa€ThCA y BCe OUIBINOI KITBKOCTI MMPOTPaMHHX TIPOIYKTIB.
ToMmy mnepeayacHe BUSIBICHHS Bpa3JIMBOCTEH CHUCTEM 3aXHCTy, aHajli3 Ta
BUKOPHCTAHHS 3ac00iB NMPOTHAII aTakaM € Jy’Ke Ba)XIMBHUM KpOK, Bill SIKOTO
iHOII MOXe 3ayexaTth poboTa KoMmaHii, Oe3meka MaliHa abo HaBiTH BIAcHE
HKHUTTSL.

Metoro naHoi poOOTH € aHai3 ICHYIOUMX 3arpo3 LOAO0 CUCTEM LITYYHOTO
IHTETIEKTY Ta METOIB X peaizarii.

OcHoBHi moJiokenns. IlITydruii iHTENeKT — 1€ 3HaTHICTh MAaIIWH
CHMYJIIOBATH PO3YyM Ta IMITyBaTH JIOJCHKI KOTHITHBHI 31i0HOCTi. ToOTO
30upaTH ¥ amanTyBaTH 30BHIIIHI 1aHi, a Ha IX OCHOBI HABYATHCS YXBaJIOBATH
pilreHHs Ta poOUTH BUCHOBKH, SIK MOTJIa OM JIFOMHA.

TexHousorii MTYyYHOTO IHTENEKTY MII[HO YBIHIIUIM Yy KUTTS JIIOJeH Ha BCiX
PIBHSIX — BIJI TOJIOCOBUX MOMIYHHUKIB 70 KEPOBAHOTO AJITOPUTMAMHU CHHTE3Y
cToBOYpOBUX KIITHH. | 16 majeko He Meka TOro, SIK BOHH MOXYTh 3MIHHTH
PO3BHTOK JIFOCHKOI TuBimizarii [1].

B pamkax npoBenenoi po6otu 0yJi0 npoaHanizoBaHO Taki 3arpo3u:

—  3MarajbHi aTakw;

—  CHCTeMHI MaHIimyJIsIii;

—  TNOLIKOJDKEHHS Ta OTPYEHHS IaHHX;
—  Iepejava aTak HaBYAHHS,

—  OHJIAWH MaHIMyJIAIIl CHCTEMOIO;

—  KoH(iIeHIIHHICTI JTaHUX.

B momoBixi mpencTaBiIeHO HACTYIHI pe3ylbTaTH: MEXaHi3MH NPOBEACHHS
aTaK, MOXJIMBI BapiaHTH BiIOMTTS IIMX aTak, HACIHIJAKH BTPYYaHHS B CHCTEMY
IITyYHOTO {HTEJEKTY.

BucnoBku. B xoni anamizy Oyno BUSBIEHO, IO KOXKEH BUNAAOK i Habip
JIAaHUX MOXYTb BUMAaraTé po3ropTaHHs iHIIOI cTparerii 3aXucTy, o0 30epertu
6a3oBy Mojenb. Pi3HI 3MaraipHi MiAXOIU MOXHA BUPINIMTH 33 JOTIOMOTOIO
pi3HEX 3acO0iB 3aXHCTy, ajieé HEMAa€ YITKUX O3HAK TOTO, IIO iCHYE CTpaTeris
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3aXHCTy, KA MOXE HAJIC)KHHMM YHHOM OXOIIMTH IIHMPOKHH CHEKTP METOHIB
Hamaay. A BHCOKI MOKa3HMKHM YCHIXy 3MarajlbHUX aTak MpOTH CHPaBXHBOTO
BUIAJKY 3 BHUKOPUCTaHHSIM (aKTUYHHX HaHHWX, OTPUMAHUX i3 PEaJbHOro
BHUPOOHMYOTO CepeNOBHUINA, BKa3yIOTh Ha Te, 1[0 Cy4yacHa BUPOOHHYA cCHCTEMA 3
MIATPUMKOIO IUTYYHOTO IHTEJEKTY MOXE CTaTH IUIOJIOM  PO3YMHHUX
3I0BMHCHUKIB. TOOTO JOCHIKEHHS Ta iIHHOBAIT HEOOXiTHO 320X0UYYyBAaTH, 100
po3poOuTH HamiiHI apXiTEeKTypH [UIS OYHIICHHS KOHBEEPIB HaHUX Y
BUPOOHMYMX CEpeloOBUIIax, (iIbTpalii 3JI0BMUCHUX €K3EMIULIPIB 1 BUSBICHHS
iH €K1 BOPOXKHX NPUKIAAIB y npoueci [2].

[ITo6 opranizarii MOTJIM 3aXHUCTUTH CBOi MPOTPaMH IITYIHOTO iHTEJEKTY Ta
MOJIeNli MAaIlWHHOTO HaBYaHHS, BOHH IIOBHHHI BUKOPHCTOBYBATH pillICHHS
Oe3meku, sKi 3a0e3MeuyroTh ayxe Oe3meune KOH(DIICHINHHE 00YMCITIOBAIbHE
cepenouite. Konu koHOineHIIHE 00YHCIICHHS TIOEAHYETHCS 3 TPABUIBHUMU
pimreHHsIMH KibepOesrekr, TaKUMH SIK CTIHKHI amapaTHHH MOIyNh Oe3MeKH
(HSM), e moxke 3a0e3neunTy HaliHUN HACKPI3HHI 3aXUCT JaHUX Y XMapi 1ist
JIO/IATKiB IITYYHOTO 1HTEJIEKTY — BEIUKHX 1 Manux [3].

Cunmcok jgiteparypu
1. Hanmmnenko HO. Bim III mo I: mo Take MmMTYy4HUI IHTENCKT Ta SAK BiH
tpanchopmye cit. Speka. URL — https://speka.media/ai/vid-s-do-i-shho-take-
stucnii-intelekt-ta-yak-vin-transformuje-svit-xv7039#shho-take-stucnii-intelekt
(mata 3BepHenHs: 01.11.2022);
2. Security threats for Al and machine learning. Hubsecurity. URL -
https://hubsecurity.com/blog/cyber-security/security-threats-for-I11I-and-
machine-learning/ (nara 3sepuenus: 03.11.2022);
3. Towards Robustifying Image Classifiers against the Perils of Adversarial
Attacks on  Artificial Intelligence  Systems. MDPI. URL -
https://www.mdpi.com/1424-8220/22/18/6905/htm (mara 3BEPHEHHSI:
06.11.2022).

Binomocti npo aBTopiB
Cramumuna Ipuna [1aBmiBHa, cTyneHT Kadeapu KOMIT IOTEPHUX CHCTEM, MEPEeX
i kibepOesmeku, m.1. 067-649-59-21, i.statcyshyna@student.csn.khai.edu
[leBueB Bonoanmup SxoBneBnd, npodecop kadeapu KOMIT IOTEPHUX CHCTEM,
Mepek 1 KibepOesmekw, JI.T.H., TOLeHT, V.pevnev@csn.khai.edu

CrynenTcbka KoH(epeHLis iHpopmaliiina, GyHKIIHA 1 KibepOesneka



55

Cekuist 1
AHAJII3 BPA3JINBOCTEM BEB-1I0JATKIB
Cyxinenko C.€.
Binokpeminiennii ctpykrypHuil migpo3ain « Kpamaropebkuit paxoBuii Komemk
JloHOackKO1 epKaBHOT MAITMHOOY IIBHOT aKaeMii»
Hayxosuii kepiBuuk Caraii O.B.

AxkTtyanbHicTb. [lonymsipHicTs [HTEpHETY cTana MOBCIOIHOIO 1 BasKIIMBOIO
IUIA TIOBCAKOCHHOTO JKHUTTS Iomei Ta OisHecy. KinmbKkicTh BeO-TOJaTKiB B
[HTEepHEeTI MBUAKO 3pOCTae, ane, Ha JKalb, 0araTo 3 HUX MalOTh iPKH y Oe3meri.
L1i Bpa3nmuBOCTI MOKYTh BapilOBaTHCS Bij APIOHUX MpoOIieM 10 KaTacTpodu st
XOCT-CUCTEMH Ta ii BIIACHUKIB.

Meta. [IpoBectu 1i¢ aHaNi3 ICHYIOUHMX BpPa3IHUBOCTCH BeO — JOJATKIB Ta
Ki1acudikaiiii Bpa3muBoCTeil.

OcHoBHi mojo:kenHs. B IHTepHeri icHye Oe3niu BeO-IOAaTKIB, SKi
0o0poONSAIOTh AaHI 1 3alMTH BiJ KOPHCTYBadiB, sIKi NPOWILIM IEPEBIpKY
AaBTCHTUYHOCTI, 1 Bi THUX, XTO HBOTO HE 3po0mB. JloZAaTOK TakoX Mae OyTu
cTabUTBHAM 1100 KOPUCTYBadi MOTIIM 3aBXIH MaTH O HHOTO gocTym [1].

In'exnii mammx SQL-injection me oxwH 3 HaWOUTEII HeOe3medyHUX 1
MOIIMPEHAUX CIIOCO0IB 3JIaMy CaMTiB i mporpam, 1o MPamoTh 3 0a3aMu JaHUX,
3aCHOBAaHMI Ha BIPOBADKEHHI B 3amuT noBimpHOro SQL komy. 3amoOiraHHs
iH'€KII] BUMarae 30epe:KeHHs JAaHUX OKPEMO BiJl KOMaH/I Ta 3aluTiB.

HeszaxuineHicTh KpUTHYHUX AaHUX barato BeO-I0MaTKIB HE 3aXHUIIAIOTh
KOH(IAEeHNIHH] 1aHi. 3TOBMUCHUKH MOXYTh BKpacTd abo MoauQikyBaTH cinabo
3axXUINEHI aHi IsT BAKOPUCTAHHS B CBOTX KOPUCIIUBUX IUIAX. SIK Wi IPUKJIA -
nepenava paHux no mnporokony HTTP Hisk He 3ammdpoBaHo, a mpu
MPOXO/KCHHI JAHUX Bija KopucTyBada 10 Web-cepBepa, qaHi npoiayTe 0arato
pizHEX By3miB. Ha KO’KHOMY 3 IIMX BY3IIiB MOKE 3HAXOIUTHCS MPOTpama, sSKa
39UTY€E BeCh Tpadik i mepegae 3MI0BMUCHUKAM [2].

Excmuryararis BpasznmuBocteit XXE ATaka 30BHimHIX 00'exTiB XML - e i
aTakW Ha JOJATOK, mo aHamizye BXig XML. Ilg aTtaka mMoxe mpu3BecTH IO
po3TroJonIeHHsT KOH(IISHIIITHUX JaHUX, BIIMOBH B 0OCITyTOBYBaHHI, ITiIpOOKH
3allUTy Ha CTOPOHI cepBepa, CKaHYBaHHS IOPTIB 3 TOYKH 30pYy MAIIWHH, IC
pO3TalOBaHKi aHAII3aTop, Ta IHIIMX CUCTEMHUX BILIMBIB [3].

KoHTponb ocTymy nossrae B Tomy, sk Be0-10JaTOK HAJIa€ TOCTYII JI0 BMICTY
Ta (YHKLIH AEIKMM KOpHUCTyBadaM, a He iHmuM. Lli mepeBipku BUKOHYIOTHCA
micist aBTeHTH(]iKamii Ta perymoTh Te, 0 T03BOJICHO KOpHcTyBadaM. Moienb
KOHTPOJIIO JIOCTYITy BeO-porpaMu TiCHO TOB'sI3aHa 3 BMICTOM Ta (YHKIIisSIMH,
SIKI HaJa€ CamT.

Besnexka Web-nonaTkiB BUMarae HasBHOCTI Oe3nedyHOi KOHQirypamii BCix
KOMITOHEHTIB iHPACTPYKTYpH: KOMIIOHEHTIB IIPOTrpaMu (TaKuX K ppeiiMBOPKU
- frameworks), BeG-cepBepa, cepBepa 06a3 naHux 1 camoi mIaTGOpPMH.
HanmamTyBaHHS KOMIIOHEHTIB cepBepa 3a 3aMOBUYBAaHHSAM Haifyacriiue
HeOe3IeYHi 1 BIIKPUBAIOTh MOXKIMBOCTI JT0 aTak [4].
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MixcaliTOBUII CKpPHUIITHHI Iiependadae BBEJCHHS IIKIAJIMBOTO KOAy Ha
cepBep 3 BXOJOM KOpUCTyBaya. THM 4YacoM KOJIM aTakd B OJWH KIIK
30CePe/DKYIOTECA Ha JIOBIpi, SKy CEepBEp Ma€ J0 AaBTCHTH(IKOBAHOTO
KOpHUCTYBaya, MDKCAWTOBUHM CKPHUITHHI HalICHMH Ha Te, IO KOPUCTyBa4
JIOBipsi€ IEBHOMY BeO-caiiTy.

Henepesipeni mnepeanpecanii Ta mnepecuiganHs Web-gomaTkun 4acTo
nepeaipecoByOTh KOPUCTYBada 3 OJHIET CTOPIHKH Ha iHITy. B mporeci MoXyTh
HCHAJIOKHUM YHHOM TMEPEBIPSAIOThCA TMapaMeTpH i3 3a3HAYCHHSM CTOPIHKU
KiHIIEBOTO TpU3HaueHHs nepeaapecarii. Lleit Bua Bpa3nmmuBocTell € pi3HOBUIOM
TIOMUJIOK TIEPEBIPKH BXiTHUX maHux (input validation).

Hebe3meuni mpsmi mocmmaHHsS Ha 00'€KTH € HACTIAKOM HEIOCTAaTHBOI
NepeBipKU NPU3HAYECHHUX JJIsl KOpHUCTyBada naHux. CyTs ii mossrae B ToMy, 110
JUIS TOCTYTY 10 00'€KTa BUKOPUCTOBYETHCS 1MCHTU(IKATOP, KU NepeaaeThCs
Y BIIKpUTOMY BUTJISIII B aipECHOMY PSIKY Opaysepa.

BucHoBKH. 3axuIieHiCTh BeO — T0JATKIB BiJl aTak 3JI0BMUCHHUKIB 3aJI€KHUTh
Bil TEXHOJIOTII1 Ta KOMIIOHEHTIB, SIKI BAKOPUCTOBYIOTHCS IIPH MOOYA0BI BeO —
JIOZATKIB, @ TAKOX BiJ MOKJIMBUX BPa3JIMBOCTEH y IIMX KOMIIOHEHTaX. [CHYIOTh
pi3HI KIacudikarii Bpa3IHBOCTEH, KOXKHA aTaka 4depe3 BPa3NUBICTH Ma€ CBOI
OCOONMBOCTI, ajJe NpHWYNHA BHHUKHCHHS BPAa3IMBOCTEHl — MOMIIKH IIpH
MPOEKTYBaHHI, pealizallii Ta 3aCTOCYBaHHI KOMITOHEHTIB BeO — JOJATKIB, OTXKE
BUHHUKAa€ HEOOXiTHICTh MOUIYKY BPa3JIMBOCTEH Ta pearyBaHHA Ha iH(opmario
PO BHIAJKH 1X 3HAICHHSL.
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3BepHeHHs: 15.11.2022);
4. BpazmuBocTi BeO - JIOJIaTKIB. PTsecurity. URL:
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Cexkmis 1
3AXHCT ABTOPCBKOI'O ITPABA 3 BUKOPUCTAHHSIM
CTEIT'AHOTI'PA®IYHOI'O METOY ®A30BOI'O KOAYBAHHS
Temomenko B.A.
HarionaneHuit aBianiitauid yHisepcutet, M. Kuis
Hayxosuii kepiBauk Ilerpenko A.b.

AKTyadbHicTh. 3pOCTaHHSI MOXIIUBOCTEH CydacHUX KOMYHiKaIliii motpedye
cremiaJbHAX 3aC00iB 3aXUCTY, OCOONHMBO Y KOMIT'IOTEPHHX Mepekax. besmeka
Mepexi cTae Bce OUTBIT BAXKIUBOIO Y Mipy 30UTBIICHHS KiTBKOCTI TAHUX, SKUMU
0OMiHIOIOTBCST KOpHCTyBaui depe3 InrepHer. JlocTymHIiCTh aymio, Bimeo Ta
IHIIUX JpKepen B LUQpOBiH (opmi y BIAKPUTOMY JOCTYI HPHUBOAWUTH IO
MacTabHOrO HECAHKIIaHOBAHOTO 1X KOIiIOBaHHS, IPU YoMy LUdpoBi popmaru
JIO3BOJISIIOT ~ 3a0€3MEYUTH  BHCOKY SIKICTh  300paKeHHS HaBiTh NpHU
OararopazoBoMy KomitoBaHHi Lle morpedye anbTepHaTUBHUX pillleHb B 00JIacTi
3aXHCTY aBTOPCHKUX TIPaB.

MeTta po6GoTH: mnoyisirae y poO3NIAAaHHI MOXJIMBOCTI BOYJIOBYBaHHS
IUPPOBUX BOISHUX 3HAKIB 13 BUKOPHUCTAHHSIM CTETaHOTPApidHOTO METOIY
(ha30BOrO KOMYBAHHS [UIA 3aXHCTy aBTOPCHKUX IIPaB Mezia 00’ €KTiB.

OcHoBHi moJioskeHHs. OCHOBHHUMH METOJAaMM  3axXHCTy CEKPETHOI
iHpopMamii €: kpunrorpadidHUN METOH, SKHWH TONIArae y 3MiHi iHpopmarmii
TaKUM YHHOM, IIOO BOHA CTaja HE3pO3yMIJIOI ISl CTOPOHHIX JIoAeH Ta
cTeraHorpadiuHuil, Mo He 3MIHIOE 3MICT MTOBIIOMIICHHS, a IPUXOBYE caM (pakT
nepenaui  iHdopmanii, uM (akTy peaNbHOCTI ICHYBaHHS CEKPETHOTO
MOBITOMJICHHS B 00’ €Ki [1].

OnHak mnepenava 3amrdpoBaHoi iH(GoOpMaLil CIPUYMHSE TEBHI ITiJO3PH.
1106 yHHMKHYTH LBOTO BHKOPHUCTOBYETHCS pa3oM JIBI HayKH: HacamIepe[
mmdpyBaHHss — kpunrorpadis, Ta creraHorpadis, mo0 npuxoBaTH QakKT
nepenayi 3amM(poBaHmX JaHHX.

IIpore creranorpadis He nuIIe Mepenae MeBHy iHpOpMaIir, a i CIyKHUTh
3aXHMCTOM BiJl 3JIOBMHUCHHMKIB. Hampukman, mpu 3aXuCTi aBTOPCHKHMX NpaB y
JOKYMEHTI MOXyTh OyTH TPHXOBaHI ITEBHI TETH, sKi BKa3yIOTh, KOMYy came
HAJIe)KUTh HeJleralibHa KOIIis, SIKIIO i BKpaJeHo abo PO3MIIIEHO B IHIIOMY
Jokepeni [2].

Iudpori  metomm  creraHorpadii  IIMPOKO  3aCTOCOBYIOTHCS B
aymiocepenoBumni. BoHM 3maTHi 3a0e3MeYMTH MEPECHIIKY IOBiJOMIIEHB
BEJIMKOTO 00CATYy y Mefia daiinax, ki po3IMOBCIOIKYIOTECS B [HTepHETI. 3BYKOBI
(atimm MOXyTh OyTH 3MiHEHI TaKUM YHHOM, MO0 BOHH MICTHJIM TPUXOBaHY
iHpopMamito, HampHuKiIaz, iHpoOpMamilo PO aBTOPChKI mpaBa Ane i
Moudikarii moBUHHI OyTH 3p0o0JIeHi Tak, o0 3T0BMUCHHUK HE MIT yCYHYTH iX,
NpUHANHMHI, HE 3HUIIUBIIN BUXITHAH curHaia. Meroau BOyIOBYBaHHS aHHUX 10
3BYKOBUX (haiiliB BUKOPHCTOBYIOTH BJIACTUBOCTI CIIyXOBOI CUCTEMH JIIOJMHHU.
CiyxoBuil amapaT JIIOAWHM YYTIMBUA 1O AJANTHBHUX IIEPEIIKOJ], aje He
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YyTIUBHN 10 3MiHM abcomoTHOl ¢asu. Li BIacTUBOCTI JIOJUHU JAOTh 3MOTY
BUKOPHCTOBYBaTH ayJiocepeloBuIla Ui mepeaadi iHdopmaii, ska He Oyne
MOMITHa.

Hudposi Bomsui 3naku (IIB3) Oynu 3amponoHOBaHi SK BHpILICHHS
npobJIeMH 3aXKUCTy aBTOPCHKHMX MpaB BOJOMIHHSA MYJIbTHMEIIHUMH TaHUMH
(300paxeHHs1, ayio, BiJico).

OpanM i3 creranorpadigyanx MeToziB BOymnoByBanHs [[B3 B Memia 00’ ekt
€ Metol (a30BOro KOAYBAaHHS, 10 BUKOPHCTOBYE CIYXOBY 3IaTHICTh JIFOJHHH
HEe BigUyBaTH 3MiHM (a3 curHary. B manomy meroxai ¢asa mOYaTKOBOTO
CeTMEHTa aynio CHTHATy MOTU(IKYeThCS B 3aIEXKHOCTI BiX IaHUX, IO
BOYIOBYIOTBCA, a (pa3a HACTYIMHHX CErMEHTIB Y3TOKYEThCS, MO0 30epertu
pizuuio ¢as. Ile HeoOXiqHO TOMY, IO IO Pi3HUII (a3 JOACEKE BYXO UyTIHBE.

[ToTpiOHO nmepeBecTH 3HaYeHHs BOYAOBYBAHOTO MTOBIIOMIICHHS y 3HaueHHs (a3

T b4 . .. .. .
E 1 (— E), SAK1 OPEACTABJIAIOTL OJAWMHHIL 1 HYJ1 BIATIOBIAHO. Cxema BOJSAHHUX

3HaKiB Ha OCHOBI MeToay (a30BOr0 KOJIyBaHHs Iiependadae BHECEHHS 3MiH B
00J1aCTh BUCOKHX YacTOT, 3aBJSIKH YOMY JOCATAETHCS CTIHKICTB 710 PI3HUX THIIIB
atak. Takox, y TOPIiBHSHHI 3 IHIITMMH CTETaHOTPapiYHUMHU METOAaMHU, METO.
(ha30BOT0 KOTyBaHHS € OJHUM i3 METOIB, SIKUH CTIHKHIA 1O CTUCHEHHS 1 BIUTUBY
ryMiB. Hetomikom 1aHOTO METOy SIBISETHCS HU3bKA MIPOITyCKHA 3JaTHICTB, sIKa
ckianae Big 8 mo 32 6it/c B 3aJIe)KHOCTI BiJ] 3ByKOBOTO KOHTEKCTYy [1].

BucnoBku. BOynosani 1IB3 meromom ¢a3oBoro KomyBaHHS BHOCSTH
HEe3HayHI 3MiHM B MapaMeTpu aymiodaiima, ski HE BiTIyTHI IS CIyXOBOI
cucremu moauHu. Jlana iHdopmaiis BOYIOBYETbCS TaKMM YHHOM, 10O
3JI0BMUCHHUKY OyJI0 HEMOXXNIMBO ii BHIyYHTH, 3HAUYHO HE IOIIKOAWBIIN IPH
I[OMY caM KOHTeHHep. Pa30Be KOIYBaHHS € OJHUM 13 HAHOLTBII ehEKTUBHIX
METO/IiB [0 KPUTEPIIO BiJHOILICHHS CUTHAJ/IIyM. BpaxoBylouu BUllleBUKIIA/ICHE,
Mmeronl (a30BOro KOJAYBaHHS € OJHHUM i3 cTeraHorpagiuHuX METOJIB, SKHUH
MOJKJIMBO 1 JOIIbHO BUKOPUCTOBYBATHU JIJISl 3aXUCTY aBTOPCHKUX IPaB Mejia
00’€KTiB.

Cnmcok giteparypu
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npuxoBaHoi mepemadi  imgpopmamii.  Nure.  URL:  https://nure.ua/wp-
content/uploads/2018/Dissertation/dis_Vovk.pdf (nata 3Bepuenns: 24.06.2022);
3. Xopomko B.O., Spemuyk }0.€., Kapminenp B.B. Komm’torepHa
crera”orpadis : HaB4aapHHHN TociOHNMK— B. : Bug. BHTY, 2017. — 86 c.
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Cexkuis 1
METO/IU 3AXUCTY CAUTY «IHTEPHET-MAT'ABUHY» BLJ|
KIBEPATAK
®Gemyxk 1.10.

Hauionansuuii aepoxocMiunuil yHiBepcuTeT iM. M.€ JKykoBcbkoro
«XapKiBChKUH aBialifHUHA IHCTUTYT»
HayxoBuii kepiBank 3emisiHko [ A.

AxkrtyanbHictb. Komm'roTepHi Ta iH(pOpMamiiiHi TEXHOJOTII CHOTOMAHI
oxommn 0araTo ramxy3eil eKOHOMIKH, a caMe TOPTIBIIIO, 1 B HUX € JTyKe 6araTo
(hakropiB HeOe3neku. OnHIEIO 13 HEOE3MEK SBIAEThCS Oe3IeKa iX TOPriBeIbHUX
MaliTaHYWKIB B Mepexi iHTepHeT. MoBa WaeTbes He Jmiie mpo Oe3neKy camoi
KOMIIaHii a i mpo 11 kiieHTiB. s Oyap-1Koi cydacHOI KOMITaHii iHpopmaris
CTa€ OJHHMM 13 TOJIOBHHX pECypCiB, TOMY aKTyaJbHOIO NIPOOJIEMOI0 IS
MiANPUEMCTBA CTa€ 3a0e3MCUCHHS 1HPOPMALIHHOT OC3EKH.

ToMy ny*e BayKIIMBO 3aXUCTHTH CBil CAliT Bil MOXKIMBHX KibepaTak Ta iHIIOTO.

Merta. Metoto pomoBini Oyne TpoaHAmi3yBaTH METOOM SKi 3MOXYTh
3aXHCTHTH CaliT «IHTEpPHET-Mara3sun» Bij Kibeparak

OcHoBHI moJsioxkeHHs. [HpOpMamiiiHa Oe3meka — BIACTUBICTH CHCTEMHU
NPOTATOM 33JaHOTO Yacy MPOTHUCTOATH HECAHKI[IOHOBAaHOMY 3HATTIO Ta
moaudikamii iHpopmartii.

Po3rissHeMO OCHOBHI CIOCOOM TOro, SIK MOXXHAa BOEperTH CBil calT
«IHTEpHEeT Mara3mH» BiJ KibepaTak:

1. 3axuct xoprnoparuBHOi momrtu. [lonoBuHa BCix Kibepatak BiOyBaeTbCs 3
00Ky KOPIOpPATUBHOI MOIITH, aJUKE 1€ KPUTUYHO BAXIIMBHH IHCTPYMEHT IJIS
KoMImaHii. Skmio 0e3nmid peKiIaMHUX JIHCTIB onpa3y He (UIbTpyBaTH Ta HE
BUJQIATH, TO BOHM INBWJAKO 3alloOBHATH BCi pecypcu cepsepa. Ll{o6
yOe3neuntucs Big Takux 0a30BHMX Kibeparak, IOLITOBHH CEpBiC BapTo
po3mictut y xMapi. Hampukiman, xmapHa miardpopma Microsoft Azure Bxke
nependavae 6a30BuUit 3aXUCT Bifl criamy, anTudimmHr Toio [1].

2. Awnami3 TOBeIiHKM BHYTpIIIHIX KopucTyBauiB. Cucrema [uisi aHamizy
MOBEiHKY KOPHUCTYBAYiB TOIIOMAra€e BUSABUTH HETHUIIOBI J1ii CIIBPOOITHHUKIB.
User behavior analytics (UBA) ta User and Entity Behavior Analytics (UEBA)
JIO3BOJISIIOTH 32 JIONIOMOTOK0  INTYYHOIO IHTENEKTYy CTBOPUTH MAaTpPHUIO
MOBEiHKY KOopHcTyBada abo mpuctporo. Hampuxiiaz, criiBpoOITHUK MOAHS IS
pobounx 3amau Bukopucrorye Outlook, Microsoft Teams ta 3aBantaxye 10 MO
¢aiinis 3 nomTn. Cuctema 3anam’sITOBYE TaKUH NEpeItik Jid, a TOMy IoMivae,
KOJI PanTOM KOPUCTYyBay MOYMHAE 3aBaHTAXKYBATH BEJIMKHHA 00’€M JaHHX 3
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BHYTPINTHROTO CEpBepa KOMITaHii Ha 30BHIMTHIH pecypc. Lle cyTTeBe BimxmIeHHs
Bix Mmarpuui, a Tomy UBA ogpasy pearye. Bona mMoxxe mpocTo MOBiTOMHTH
ciyx0y Oe3Iexr mpo HETUIOBY IMOBEIIHKY ab0 K TUMYACOBO 3a0JIOKyBaTH [ii
KopucryBaua [1].

3. TypOora npo 6e3nexy Kmi€eHTiB [2]:

— TiaBUIIY#TE 00I3HAHICT KJIIE€HTIB y uTaHHsIX IB;

— peryispHO HaragyWre KIi€HTaM Ipo MpaBwWia Oe3meyHoi poboTh B
IHTEpHETI, pO3'ACHIONTE METO/IM aTaK Ta CHOCOOM 3aXHUCTY;

— 3acTepiraiiTe KIIEHTIB BiJ] BBEJCHHS OOJIKOBHX JaHUX Ha IiO3PLIMX
BeO-pecypcax i THM OibIe BiJ MOBIOMIICHHS Takoi iH(popMmartrii Oyas-komy

— eNIEKTPOHHOIO MOIITO0 a00 i 9ac Teixe(OHHOI pO3MOBH;

— PO3'ICHIONTE KIIEHTaM MOPSIOK Jii y pasi MmiI03pH Npo MIaXxpancTBo;

— TOBIIOMIIAHTE KIEHTIB TPO TOfil, TOB'I3aHi 3 iH(OpMamiiHOO
0e3mekoro.

BucHoBku. [IpoaHarnisyBaBuin CTaTUCTHKY 3 caiiTy kommanii techexpert.ua
[3], MmoxxHa OGAYMTH , O KiJIBKICTh BTPAUYSHUX 3aITUCIB JAHUX 3 KOXKHUM POKOM
Iy’Ke CTpiMKo 30imbiryetbess — B 2005 poui mpubnmsHo 15 minbiioHis, B 2017
poui — npubau3Ho 63 minbitonu, a B 2020 Bxke 101 MinbiHOH BTpaucHHX 3aMKCIB
JaHuX. 31 3BITY TaKOXX BHIHO, IO HBECTHLIl Ha 3aXWCT AaHux 3a 2020 pik
30ipImmncst Ha 10% 3 monepeaHbporo pOKy i CTAHOBJIATE OJU3BKO 53 MINbApIIB
nmonapiB. OTke, MOKEMO 3pOOHWTH BHCHOBOK. 3 PO3BHTKOM iH(OpMAIifHUX
TEXHOJIOTiHl BHPOCTAa€E MMOBIPHICTH OYyTH >KepTBOlo KiOeparaku.Tomy BapTo
CepHo3HO BITHECTHUCS JO CKJIAJOBOI KiOepOes3lmekw B Ballii KOMIIaHii, a B
HalIoOMY BHITIa/IKy CalTy «iHTEpHET-Marazuty».
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Cexkuis 1
AHAJII3 ATAK HA CUCTEMY eHealth MO3 YKPATHU

Xpamuos M. 1O.
HaunionaneHuii aepokocMiuHmui yHiBepcuteT iM. M. €. XKykoBcbkoro
«XAlI»
Hayxkosunii kepiBauk IleHeB B.S1.

AxkTtyanbHicTb. [{udposizaris oxoporn 3m0poB’st moyanacs 2016 poky 3
Konmnemnmii pedopmu ¢iHaHCcyBaHHS, sKa BOaYae SKICHUHA JOCTYH IO MEIMIHOI
JOTIOMOTH. Mean4Hi JaHi BBaXalOThCS YYTJIMBUMH. ENEKTpoHHa cucTeMa
oxopoHHu 310poB’s eHealth — me iHCTpyMeHT ans 3a0e3MeueHHS MPO30POCTi
mpoIieciB B 0XOpoHi 370poB’s [1]. I HaliromoBHimIe — me cucrema, SKii JIoAH
JIOBIPSIFOTH JTaHi PO CBOE 3/I0POB’s1.

B Vkpaini B ningx 3a0e3nedyeHHs 3aXUCTy MEPCOHAIbHUX JaHUX, J0 SKHX
CTOCYIOTECS 1 JTaHi PO CTaH 3[0pOB’s, OioMeTpHyHI ab0 TeHETHYHi JaHi, i€
3akoHu Ykpainu « OCHOBHM 3aKOHOJIaBCTBA Y KpaiHU IPO OXOPOHY 370pOB's» [2]
ta «[Ipo 3axucT mepcoHasbHHX JaHuX». CaMe BOHHM PETYNIOIOTh MHUTAHHS
3a0e3MeveHHs 3aXUCTy MEPCOHATBHUX NAaHUX y c(hepi OXOPOHH 30POB’S.

Merta. [IpoBecTn aHaNi3 MOXJIMBUX 3arpo3 IIOJO 3aXHCTy IEPCOHATBHUX
JIaHUX, SIKI BHKOPHCTOBYIOTBCSI B CHCTEM1 0XOpoHH 3710poB’st eHealth.

OcHoBHi noJsiokeHnHst. [IepcoHaNIbHI JaH1 MAIIEHTIB y €IEKTPOHHY CHCTEMY
eHealth MOXXyTh BBOANTH JINIIIE BU3HAUCHI MEIUYHIM 3aKJIQJIOM yITOBHOBaXKEH1
ocobu. B enexTpoHHI cucTemi mpaiioe eram MiATBEP/PKEHHS BXOILYy -
CAPTCHA - aBTOMaru30BaHMii KOMIT'IOTEPHUIl TeCT, SIKWil aHali3ye
«TOBEMIHKY» KOPHCTyBaya MPH BXOIi Ta MOKE BiIPi3HUTH JIOANHY Bix 6oTa. Ha
MPOTPAMHOMY  PpiBHI O€3MEYHHH JOCTYH TIPYHTYETbCS HA  TEXHOJOTIi
nBodakTopHoi aBropumsamnii mportokomy Oauth.2 [3]. Came 1eit mpotokosn
3abesrneuye BepHuDiKalliro BXOAY Ta po3raiy’kKeHHs IpaB JOCTYITY 1O TaHHX.

Ilepenaua indopmarii 3MIHCHIOEThCA Y 3aMIU(PPOBAHOMY BHTIISAIL 3TiTHO 3
BUMOTaMH 3aKOHOAaBCTBA. J[OIaTKOBO B CHCTEMi peasi3oBaHO MNPUHIIKI
BIZJOKPEMJICHOTO 30epiraHHs MEpCOHATbHUX Ta MEIUYHUX MaHWX Talli€HTa.
OnHak PU3MKH IIOJ0 CTOPOHHBOTO BTPYUYaHHS y JaHy IuiaTdopmy soci icHye.
OnHuMHY 13 MOXIIMBHX aTak Ha cucteMy eHealth moxxe OyTu [4]:

—denial of service (DoS attack) — mepexxeBa aTaka, 3aBJaHHIM SKOI €
NIepeHABaHTa)KEHHSI KOMIIOHEHTIB KOMIT IOTEPHUX CHCTEM;

—malware — 3amyck ycepeauHy KOMIT'IOTepa IIKiJUIHBOrO MPOrPaMHOro
3a0e3neueHHs (BipyCcH, TPOSTHH);
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—phishing — araka 3 BHMKOPUCTAHHSAM TEXHIYHMX 3aco0iB i 3aco0iB
comianbHOI 1HXKEHepil 3 METOI BBEACGHHS B OMaHy aBTOPU30BaHHX
KOPHCTYBAYiB;

—ransomware — 3aIrycK BCepeqrHy KOMIT I0Tepa MIKiITHBOTO IPOTPaMHOTO
3a0e3nedeHHs, 1o mwudpye nani abo poOUTH IX KOIIito;

—man-in-the-middle — wmepexeBa aTtaka, 3aBIaHHAM SIKOI € JOJaBaHHS
CTOPOHHBOTO KOPHCTYBada [0 BXKE HAsSBHOIO KaHAIy 3B’SI3Ky MK JBOMa
CHCTEMaMH;

—zero-day exploit — aTaka Ha Bpa3NuBi MicCIst JTIIEH30BAHOTO MPOTPAMHOTO
3a0e3medeHHs, 331 BTPYYaHHS B HHOTO Ta BHKOHAHHS IOTPIOHHUX XaKepy
3a1au;

—cross-site scripting (XSS) — araka Ha KOpUCTyBayiB O€3MEYHOrO CauTy
BHACJIIIOK JI0/IaBaHHS 10 HHOTO HEOE3MEIHOT0 KOY;

—logic bombs — araka 3a 10MOMOT 00 JIETaTbHUX MIPOTPaM 4epe3 JOAaBaHHS
JI0 HUX HIKiJUIMBOTO KOJY, 110 BUKOHYETHCS 32 IEBHUX YMOB.

BucHoBkH. EnexTpoHHI peecTpy He IaI0Th MOMIIMBOCTI TaK JIETKO OTPUMATH
iH(popMariro, are 0colu, sIKi MalOTh CIICIialIbHI 3HAHHS Ta HAaBUYKH POOOTH B
KOMIT'FOTEPHUX CHCTEMax, 3/1aTHI Ha IIe.

HesBaxkatoun Ha 0Oe3iv IUTIOCIB €JIEKTPOHHOT MEIUIMHE BOHA Ma€ HU3KY
HENOJiKiB. | OCHOBHHI 3 HUX — PH3HK, III0 TICPCOHABHI IaHi Malli€HTa 3 JIETKO1
PYKH KiOep3T0UMHIIIB MOXKYTh OMMHUTHUCS B PyKax [Iaxpais.
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7. What is a Cyber Attack? IBM. URL — https://www.ibm.com/topics/cyber-
attack (mara 3epuenns: 24.06.2022).

BinomocTi npo aBTopiB
XpamiioB Mukona FOpiifoBud, cTyneHT Kadeapu KOMIT IOTEPHIX CHCTEM, MEPEX
i kibepbesmeku, M.T. 095-304-66-95, nickthomson769@gmail.com
IeBueB Bonomumup SkosneBud, npodecop kadeapu KOMIT I0TEpHUX
cHCTeM, Mepex i kibepOesmnekw, /I.T.H., IOIeHT, V.pevnev@csn.khai.edu
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Cexkunis 1
AHAJII3 CITIOCOBIB 3AIIOBITI'AHHS XSS-ATAK PEAJII3OBAHUX B
ASP.NET CORE

Uyuun B.B.
Hamionaneuuii aepoxocmiuamii yHiBepcuTeT iM. M. €. J)KykoBcbKkoro
«XAl»
Hayxosuii kepiBauk I[leBHeB B.S1.

AkTtyanbHictb. OpHi€l0 3  HAWPO3MOBCIOMKCHINIMX  arak, sKa
3aCTOCOBYBaNacs OCTaHHIM dacoM Juisi BeO-3acTtocyHkiB € Cross-Site Scripting
(XSS). MixcaiitoBi cuieHapii (XSS) — 11¢ Bpa3nuBicTh O€3MEKH, sKa Ta€ 3MOTY
3IIOBMHCHHUKY PO3MIIIyBaTH Ha BeO-CTOPIHKAX KIIEHTCHKI CKpUNTH (3a3BHYail
JavaScript). Konn xopuctyBay 3aBaHTaKy€ ypaXeHI CTOPIHKH, 3aIlyCKarOThCS
creHapii 3JI0BMUCHUKa, 110 JI03BOJISIE 3JIOBMUCHHKY BKpacTH (aitnu cookie ta
MapKepH CeaHCy, 3MIHUTH BMICT BeO-CTOPIHKH 3a JOTIOMOTOI0 MAaHIIMyJILii
DOM abo mnepeHampaButu Opay3ep Ha IHIIy CTOpPiHKY. YpaszmmBocTi XSS
3a3BMYail BUHUKAIOTh, KOJIM ITpOrpama MpuiiMae JjaHi KOPUCTyBaya Ta BUBOJHUTh
iX Ha CTOpiHKY Oe3 IepeBipKH, KOJYyBaHHS 4M eKpaHyBaHHs. Henomiku, siki
JIO3BOJISIFOTH INM aTaKaM J0CATaTH YCIiXy, € JOCUTh MOMINPEHIMH i BHHUKAIOTh
CKpi3b, A€ BeO-10JaTOK BUKOPUCTOBYE BXIiJHI JlaHi BiJi KOpUCTyBaua B Mexax
pe3yJnbTary, SIKMid BiH TeHepye, He IepeBIpsIIOur Y He KOJyto4H ioro [1].

Merta. [IpoBecTu aHaIi3 MOXKIJIMBUX CIICHAPIIB 3amo0iraHar0 XSS-aTak.

OcHoBHi mosoxkenHs. [1[o6 MoxxkHa Oyno BBaXaTH YCIINIHOIO,
3JI0BMHCHUKY HEOOXIJHO BCTaBUTHU Ta BUKOHATH IIKIJUIMBUN BMICT Ha BeO-
cropiami. Tomy s 3axucty Big XSS artaku HeoOXimHO MO0 KOXKHA 3MiHHA Y
Be0-70JaTKy MPOXOAMIa MEepPeBipKy, a MOTiM Oylia BHIy4eHI abo OYHIICHA.
OpeiiMBOPKH  ZI03BOJISIFOTH  JIETKO TEPEKOHATHCS, 110 3MiHHI MpPaBUIBHO
nepeBipeHi, eKpaHoBaHi abo ouwieHi. Buxinue komysants ta ounnieaas HTML
JIOTTIOMATar0Th YCYHYTH Ili IPOTAINHH [2].

JBmwxok Razor, mo BukopucroByertscsti B ASP.NET Core MVC,
aBTOMAaTHYHO KOJY€ BeCh BHUXiA. BiH BHKOPHCTOBYe NpaBHia KOJyBaHHS
atpubytiB HTML mopa3y, Koia1 BUKOPHCTOBYEThCSA JUPEKTHBA (@. OCKITBKH
koxyBaHHs atpu0yTiB HTML € nHagnabopom koxyBanas HTML, nie o3Hauae, mo
pH po3po0Ili He TOTPiOHO TypOyBaTHCS TIPO TE, IKE caMe KOTyBaHHSI HE00XiTHO
BUKOPUCTOBYBAaTH. [HOMI KOpHCTyBadyaM IIOTPIOHO CTBOPHUTH CBOIO BIIACHY
HTML-po3miTKy, 1110 B TOMY 4MCIi Hepedadae HaMCAHHS CKPHIITIB, 1 OHUM
13 C1IOCO01B 3aIOBITBHUTH ITI0 IOTPEOH € BUKOPUCTAHHSI Bi3yaTbHOTO PEAKTOPY
WYSIWYG. Ileit crioci6 pomomoske 3armo0irti mosiBi XSS BpaznuBOCTEH, aie
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MOPYIINUTH Tiepe0auyBany (GyHKITIOHATBHICTh MPOTrpaMu. Y IMHAX BUMAIKAX CITiJT
BukopuctoByBat HTML Sanitization [3]. 3a 3amoBuyBanussmM ASP.NET Core
He Mae Oibmiorexkn miust podorn 3 HTML Sanitization, ame icHye pekinmbpka
HTML-napcepis, Takux sk HtmlSanitizer Ta HtmlAgilityPack, narmmcannx Ha
MOBIi niporpamyBanHs C#, siki MOKHA BUKOPUCTOBYBaTH st ouniienas HTML
BiJl MOTEHI[IITHO IIKiUIMBUX KOHCTPYKIIIH.

OxpiM BCTaBKH CKPHUNTIB y PO3MITKY BeO-CTOPIiHKH, XSS aTaka MOXKe TaKOXK
OyTH peanizoBaHa HIIIXOM BcTaBkM HiKiumBux ckpuntiB y URL. IlepeBipka
HTTP-3anuTiB momae 3axuct Bij po3MiTKu abo koxy B psaky 3amuty URL-
anpecu, Qaitmu cookie abo omyOmikoBaHI 3Ha4eHHS (OPMH, SKi MOTTH OyTH
oJaHi 3i 3MOBMHUCHUMHK HuLsiMH. L mepeBipka momomarae 3amo0irtim XSS-
aTalli, BUKJIUKAIOYXA B Opay3epi MOMIIKY «IOTCHI[IHHO HeOe3meyHe 3HAYCHHS
BUSIBIICHO» Ta 3yNUHIIOYN 0OpPOOKY CTOPIHKH, SIKIIO BOHA BUSIBIISIE BBEACHHS,
sAKe MOXKe OyTH 3JIOBMECHHM, SK-OT PO3MiTKa ab0 Kox y 3amuTi. Aie BapTo
3a3HaunTH, mo ASP.NET Web API He BukopuctoBye (QyHKIiIO NEepeBipKU
3aIUTIB JUIs OYMILIEHHS BBEJCHUX KOPUCTYBaYaMH JaHHUX 33 3aMOBUYBaHHSIM, 5K
e € B ASP.NET MVC, ToMy po3poOHHK Ma€ TOATH II0 IEPEBIPKY CAMOCTIHHO
[4].

BucHoBkH. VY J0mMOBii HaBEeICHI MOXJIHBI MIX0AM MIOA0 mpoTumii XSS
aTakaMm npu BukopuctanHi texaonorii ASP.NET.

Cnucok giTepatypu
1. Prevent Cross-Site Scripting (XSS) in ASP.NET Core. Microsoft. URL —
https://docs.microsoft.com/en-us/aspnet/core/security/cross-site-
scripting?view=aspnetcore-6.0 (nara 3sepuenss: 24.06.2022);
2. Cross Site Scripting Prevention Cheat Sheet. OWASP. URL -
https://cheatsheetseries.owasp.org/cheatsheets/Cross_Site_Scripting_Preventio
n_Cheat_Sheet.html (nara 3Bepaenns: 24.06.2022);
3. Cross Site Scripting Prevention Cheat Sheet. OWASP. URL -
https://cheatsheetseries.owasp.org/cheatsheets/Cross_Site_Scripting_Preventio
n_Cheat_Sheet.html (nata 3Bepuenns: 24.06.2022);
4. ASP.NET Request Validation. OWASP. URL - https://owasp.org/www-
community/ASP-NET Request Validation (nara 3sepuenns: 24.06.2022).

BinomocTi npo aBTopiB
Uyunn Bitaniit Bagumosud, cTyneHT Kadeapu KOMIT FOTEPHUX CHCTEM, MEPEK i
kibepbesneku, M.T. 099-093-55-43, v.chuchin@student.csn.khai.edu
IleBueB Bonoanmup SkoBneBnd, npodecop kadeapu KOMIT IOTEPHUX CHCTEM,
Mepex 1 kibepbesmekw, 1I.T.H., I0IeHT, V.pevnev@csn.khai.edu
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Cexkuis 1

AHAJII3 METO/IIB TPOTU/IIi ABTOMATU30BAHOMY
CKAHYBAHHIO BEB-CAHTIB
[Munysos M.1O.
HanionansHuii acpokocmiynuii yHiBepcuret iM. M. E. JKykoBcbkoro «XAl»
Hayxkosunii kepiBauk Llypanos M.B.

AKTyaJbHicTh. 3 KOXXHAM POKOM KiJIBKICTh Bi/IBiTyBauiB [HTEpHET pecypciB
HEBNWHHO 3poctae. OnHi€I0 3 TNPUYMH € JOCTYHHICTH iH(pOpPMAIiHHAX
TEXHOJIOT1} 3BUYaiiHUM KOPUCTyBadaM Ta 3HWKEHHS IUTATH 3a JOCTYTI 10 MEPExi
IaTeprer. 3rifHo MaHUX aHANITHYHOI KoMmaHii Similarweb, y BepecHi 2022 poky
HAWTIOMYIAPHIIIUMHE caiiTaMu cepel yKpaiHiiB € Google, YouTube, Facebook,
Ukr.net, Sinoptik, OLX, Deepstatemap ta Wikipedia [1]. 3rigHo mux manux
BUJIHO, IO Cepell KOPUCTYBaviB MOMYJISIPHICTIO KOPUCTYETHCS PO3BaXKaJIbHUMN
KOHTEHT, MIOPTaJIX HOBUH, EIEKTPOHA MOIITa, COLiaJIbHI MEPEeXi Ta TOPriBeNbHI
MaijaHYuKu. 30UTbIICHHS KIIbKOCTI KOPUCTYBaYiB CATy MPU3BOJHUTS JI0 MOSIBU
AaBTOMATH30BaHHUX CUCTEM, SIKi MalOTh Ha MeTi 310uMHHI Hamipu. Taki Gotu
MOXYTh MaTH pi3Hi I, a came: 30MpaHHs iH(pOpMAIl Mpo ToBapH (it
HepenpoAaxy iX 1o OUIbIIIH I[iHi), CKAHYBaHHS BPa3JIMBOCTEH CalTy (He 3aBiKan
3 METOI0 HAaHECEHHSI 30HUTKIB, TAKOXK JUIA IIEPEBIPKU 3aXHUIIEHOCTI) a00 reHeparis
CIaM TMOBiIOMIICHB (HOIIMPEHHS peKIaMHOil iHpopMaIlii y KOMEHTapsAX CauTy).
Buxonsun 3 mporo crae 3po3yMiIMM, IO CalTH IOBHUHHI MaTH HE TIIBKH
MOTYKHI cepBepH I Oe3repepBHOi poOOTH, a TaKOX MEXaHi3MH, SKi 3JaTHI
MPOTHIISATH CHCTEMAM aBTOMAaTH30BaHOTO CKaHyBaHHSI.

Meta po6oTu mojArae y asaiizi METOAIB NPOTHUIIi aBTOMaTH30BaHOMY
CKaHYBaHHIO BeO-CaTiB.

OcHOBHiI MOJI03KeHHsI. ABTOMAaTHU30BaHI CHCTEMH aHalizy CalTIiB
MOUISIFOTECS. HAa 2 KaTeropii: Ti, SKi J0NOMaralTh BIIACHUKY CaiiTy Ta Ti, sKi
HAHOCATH WKOAY. /10 KOPHUCHUX BIIHOCSTHCS 1HIEKCATOPHU TMOIIYKOBHX CHCTEM,
SKi aHaJ3yI0Th BeO-pecypcH 3 METOI J0/IaBaHHs iX O Pe3yJbTATiB MOIIYKY
KopucTyBadiB [2]. /10 MIKIIIIMBUX BiTHOCATHCS OOTH, METOO SIKIX MOXKYTh OyTH:
MOIMIMPEHHS PEKIaMHU Y KOMEHTapsIX, CKaHyBaHHs TOBApiB 3 METOIO MPOAAXY IX
0 BUILIH 11iHI 200 CKaHyBaHHs Bpa3IMBOCTEH caiTy. BaxxnnBo 3a3HaunTH, 110
He ICHY€ YITKMX MEX MDK KOPUCHHMH Ta IIKiAIMBUMH OoTamu. Takum 4nHOM
MEHTECTUHTOBI OOTH MOXYTh OJJHOYACHO BIJTHOCUTHCS JJO OOWIBOX KaTeropii, B
3aJIE)KHOCTI BiJ TOTO, XTO iX BUKOPUCTOBYE (BJIACHUK CaTy JUIsl IEPEBIPKH PiBHS
3aXHUIIEHOCTI 200 3JIOBMHCHHK 3 METOI0 HaHeceHHs ImKozaw). OKpiM mpsMoro
HaHECeHHsI 30UTKiB BeO-pecypcy, O0TH TaK0X CTBOPIOIOTH 3aliBE HABAHTAKEHHS
Ha cepBepH. L{e Moye PU3BECTH SIK J0 YIOBIIbHEHHS 3aBAHTAXKECHHSI CANUTY, TaK
1 10 TIOBHOI BiACYTHOCTI JOCTYITY IO HHOTO pPEaIbHIMH KOPUCTYBa4aMH.

3rigHo  pgaHWx ~kommadii  Imperva, ska 3aiiMaeThCs  PO3pOOKOIO
KOpPHOPaTHBHOT'O IPOTPaMHOTro 3abe3nedeHHs y cdepi iHpopmaniiiHoi Oe3nexy,
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KiJIbKiCTh MepekeBoro Tpadiky y 2021 poui, skuii npunagae Ha MepekeBUX
6oTiB cknanae 42,6%, mo Ha 1,5% Oinbire nopiHsHO 3 2020 pokom [3]. Oxpim
OO0, HaWNOMyJSpHIIMMH cdepamMu 3acTocyBaHHs [HTepHeT OOTIB €
CIIOPTHBHI CaiiTh, CaliTH 3 a3apPTHUMHU iTpaMU Ta PECYpCH TYPUCTUYHHUX areHCTB.

Ha cporoaHilHii 1eHb, U1 3aXUCTy BeO-CallTy Bil MepeKeBHX OOTIB iCHYE
0arato MeTOXIB Ta TOTOBHX pilleHb. Cepesl HUX BapTO BUAUIMTH: YOPHI CIIUCKU
(mictate B cobi IP agpecm xoctiB, ski Tpeba 3abJOKyBaTH), CHTHATYpHE
omoxyBaHHs (OnokyBaHHs OoTiB Ha ocHoBI curHatyp y HTTP 3ammrax),
BukopuctanHsi WAF (CykymHicTe MOHITOPIB Ta (PiIbTpiB, MpU3HAYEHUX IUIS
BUSBJICHHSA Ta OJIOKYBaHHS MEPEKEBHX aTaK Ha MPHUKIATHOMY piBHI) Ta
BUKOpHUCTaHHS TexHonorii Captcha (aBromaTi3oBanuii Tect TiopiHra, IKHit Mae
Ha MEeTi pO3pi3HEHHS KOMIT I0TepiB Ta Jroaei) [4].

BucnoBku. ITin yac aHamizy naHux kommasii Imperva Oyiio BUSABJICHO, IO
HalyacTillle CHCTEeMHU aBTOMAaTH30BaHOI'O CKAHYBAHHS MAalOTh Ha METi 3apO0ITOK
Uil iX BiacHUKIB. TakuM YMHOM, HANpHUKIAd, aBTOMAaTHYHE CKaHyBaHHS
oOJIIKOBHX 3amMCiB CalTy OHJAaWH Ka3WHO JIO3BOJISIE BUKPACTHU TpOIIi
KOPHUCTYBayiB IIIJIIXOM MEPEXOIICHHs JaHUX akayHTy. OKpiM [[bOT0, BUXOSUU
3 PO3TISAHYTOI CTATUCTHKH, 3 KOXHHM POKOM KUIBKICTB Tpadiky, SKHA
TeHEePYEThCA UIKIITUBIMH MEPEKEBIMH OOTaMH JHIIE 30UTBIIyeThCSA. Ale,
Ha)kaJh HE ICHy€ €IMHOTO Ta YHIBEpCAIBHOTO pilleHHS i1 OOpoThOM 3
aBTOMATH30BaHUMH cHcTeMaMmd. lle 3yMoBIeHO THM, IIO MiJX 9ac BHOOpY
METOMIB 3axHUCTy Tpebda BpaxOBYBaTH THII MEpPEKEBHX OOTIB, KM Tpebda
npoTumisTH. TakuM 9uHOM A OOpoTEOM 3 OO0TaMu, SIKi MACKYIOTBCS i
KopHucTyBauiB Tpeba BukopuctoByBaTH Captcha, nportu cmamepiB — 4OpHI
ciucku IP anmpec, a mis GopoTebM 3 CKaHepaMH BPa3IHUBOCTEH AOIIbHIIIE
BuKopucTtoByBatn WAF.

Cnucok giTepatypu

1. PelTHHr  TOM-CaMTiB. URL: https://www.similarweb.com/ru/top-
websites/ukraine/ (zara 3Bepuenns: 19.10.2022);
2. Google Indexing API. URL:

https://developers.google.com/search/apis/indexing-api/v3/quickstart (mara

3Bepuenns: 20.10.2022);

3. Bad Bot Report 2021: The Pandemic of the Internet. URL -

https://www.imperva.com/blog/bad-bot-report-2021-the-pandemic-of-the-

internet/ (marta 3BepHenHs:: 20.10.2022);

4. V. Pevnev, O. Popovichenko, and Y. Tsokota, “WEB APPLICATION

PROTECTION TECHNOLOGIES”, A.LS., vol. 4, no. 1, pp. 119-123, Mar. 2020.
BinomocTi npo aBTOpiB

umyroB Muxkurta FOpiitoBuu, MaricTpanT Kadeapu KOMIT IOTEPHUX CHCTEM,

Mepex 1 kidepoesneku, M.T. 0980344388, m.shypunov@student.csn.khai.edu

IypanoB Muxaiino BiraniiioBuu, nocinigauk y chepi Ib
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Cexkuist 1
AHAJII3 CTAHY 3AXUCTY NEPCOHAJIBHUX JJAHUX HA
JIEPJKABHUX CAMTAX
ITymapa JI. P.

HaunionaneHuii aepokocMivunuii yHiBepeuteT iM. M. €. XykoBcbkoro «XA»
HayxoBuii kepiBauk IleBreB B.4.

AxtyaiabHicte. Ha cporomni VYkpaiHa NpoJOBXKYye BIPOBaKyBaTH
mudpogizariro xgepkaBu. Bee OUTBII rpoMaasH OTPUMYIOTH 3MOTY 3BEpTaTHCS
JI0 Pi3HMX JepKaBHUX YCTaHOB 3a JOTIOMOTOI0 MepeXki iHTepHeT. UHCeNbHICTh
IIUX YCTaHOB 30UIbIIyeTHCS. Yepe3 picT OHJANWH MOCIYT, BHHUKA€E IHUTAHHS
3aXUCTy MEPCOHANBHUX NaHUX TPOMAaIsfH, 1X imeHTH(iKamis Ta 30epiraHHA
JaHUX. 3aXHCT NEPCOHATBHNX JTaHNUX Y AEP’KaBHUX PEECTPAX € BUMOTOIO 3aKOHIB
1 HOpPMATHBHO-TIPABOBUX JMOKyMeHTiB [1,2]. BuUTIK mepcoHaIpbHHX HaHUX
TPOMAJISTH MIiAPUBAE iX JOBIPY O MOXKJIMBOCTCH BUKOPHUCTAHHS IMX CEPBICIB i
Ma€ HeraTHUBHI HACIIKH MO0 3aXKUCTy KOHDieHIiiHOT iHGopMaIrii.

Merta. [IpoBecT aHasi3 MOXJIMBUX 3arpo3 IOJO 3aXHCTY NMEPCOHATbHUX
JIAHUX, SIKI BHKOPUCTOBYIOTBCS B IOJATKY «Jlis».

OcHoBHi mosoxenns. [list (ckopoueHHs Bix «/lepkasa i si») — MOOUTbHUI
3aCTOCYHOK, BeOnoprain i OpeHa nuudpoBoi nepxaBu B YKpaiHi, po3poOiieHui
MinicrepctBom 1mmdpoBoi TpaHchopmarii Vipainu. [ito Oyno Bmeprue
npeseHToBaHo y 2019 pori # odiniitHo 3amymieno y 2020 poi [3].

3actocyHok «/[is» mae 3mory 30epiraTd BOMIMCEKE ITOCBiTYEHHS,
BHYTPIIIHIH i 3aKOpJOHHII TACTIOPTH U 1HII TOKYMEHTH B cMapT(OHi, a TAKOXK
nepeaaBaTd ixHI KOMil MpH OTPHMaHHI OAaHKIBCHKHX YU IMOINTOBHUX MOCIHYT,
3aceJIeHHI B TOTENb 1 B IHIINX )KUTTEBUX CUTYaIlisX.

Takox uepe3 «[lito» (3acToCcyHOK 1/ab0 MmopTan) MOXKHAa OTPUMATH TaKi
JIep>KaBHI MOCIYrH K €MansaTko (KOMILIEKCHAa IOCiIyra IMpH HapOKEeHHI
JIUTUHK), 3apeectpyBatd OizHec i @OII ounaiiH, crulauyBaTd MOJATKH M
MOAaBaTH JeKiaparii, mianucyBaTH OyJlb-sKi JOKYMEHTH, 3MIHIOBATH Micle
peectparii Tomo. Jo 2024 poky minanyethcs nepeBectu 100 % mepxaBHUX
nociyr y Hiro [3].

AHaii3 cTaHy 3aXHMCTY NepCOHAJIbHNX JaHNX HA Jep’KaBHUX caliTaX HAaIpsMy
mae 3B’s130k po [ii. Jns peanizauii miuany nepesenenss 100% neprkaBHHX
nociyr y Jito no 2024 poxy HEoOXiJHO WiTKO BH3HAYMTH Aii IOAO 3aXUCTy
iHpopMarlii, a came 3a0e3MeYCHHS HUTICHOCTI, TOCTYITHOCTI, KOH(1IEHIIIHHOCTI
Ta CHOCTEPENHOCTI.

B nomoBini HaBegeHO aHaNi3 iCHYIOUHMX MOPYIIeHb B (YHKIIOHYBaHHI
nepxaBHAX TocyT «lis». Lli mopymeHHs BUHUKAIOTH IMiJ 9ac poOOTH cepBicy
Ta TPHU3BOIATH 1O BiATOKY KOH(pimeHmiiHOiI iHpopmamii. Hacmizkom doro
MOXYTh OyTH HE3aKOHHE OTPHMaHHS (iHAHCOBOI JONOMOTH, KPEAHWTIB, SKi
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odopmistoThCst Ha CTOpPOHHIX 0ci®. Mae «Jlis» mpobiemMu 3 HporpamMHUM
3abe3neueHHsM. Hampukian mporpamue 3a0e3nedeHHs HE MIATPUMYE CTapUX
Bepciit OC Android i He BCTaHOBIIOETbCS Ha CMapT(GOHH 3 BIIKPUTHMH IS
KOopHcTyBaya root-ipaBaMu. [IpoananizyBaBIIM iCHYIOUI PIIEHHS, MOKHA JaTH
ouinky /lii 3 Touku 30py Oe3meku Ta, 3a MOTPeOH, BU3HAYUTH Kpallli pillleHHs
JUISl yCYHEHHSI MOKIIMBHX 3arpo3 y Oe3reli.

BucnoBku. IlepconanpHi naHi Ha JepKaBHAX caiiTax — e Oyab-AKi JaHi 3
nepxaBHAX peecTpiB. JomaTok «lis» Mae 3a MeTy HaAaTH 3pYYHHN JOCTYII O
BCIX TEPCOHANBHUX IAHWX KOPHUCTYBadeBi. 3aXWCT TaKWX JaHUX ITOBHHEH
BKITIOYATH: IUTICHICT, MO0 HaHi He MOXKHa Oyio © 3MIHHTH CTOPOHHIMHA
ocobaMu; JIOCTYNHICTh, MO0 TUIBKK BOJOAUIENs abo mependadeHi
3aKOHO/IAaBCTBOM OCOOM MaJIM JOCTYII A0 JaHHUX; KOH(]IIEHIIHHICTb, 11100 HIXTO
CTOPOHHIH HE MaB JIOCTYIy JIO JIaHHX.

C Touku 30py ¢axiBuiB 3 kibepOesmeku [4] y nmomatky «[liss » icHye
MOXIIMBICTh TNEPEXOIUICHHS Ta HAKOMUYEHHS MEPCOHAIBHHMX AAaHHUX IijJ 4ac
MEPEBIPKU  €-JOKYMCHTIB,  MOXJIMBICTh ~ HCOOMEKEHOTO  KJIOHYBAaHHS
JIOKyMEHTIB, MOXIIMBICTh CIIJKYBaTH 3a KOPHCTyBayamHM, HENpO30picTh
HOPSAIKY BHKOPHCTOBYBAHHS 1HIIVIMH OPTraHi3allisiMH, PU3HKU AUCTAHLIHHOTO
HECAaHKI[I0HOBAHOTO NMPOHUKHEHHS 10 cMapT(hOHY («3I1aMy») 31 BCTAHOBIICHIM
JIOJATKOM. HEMOJKIJIMBICTh CaMOCTIHHO 3a0JIOKYBaTH CBilf akayHT B «Jlii».

Cnucok gitepatypu
1. 3akoHn Ykpainu «IIpo inpopmarito» // Binomocti BepxoBHoi Pagu Ykpainu
(BBP), 1992, Ne 48, c1.650;
2. 3axoH Ykpaiau «[Ipo eneKkTpoHHI JOKYMEHTH Ta SIEKTPOHHUI JOKYMEHTOO0IT
// Binomocri Bepxosroi Pagu Ykpaiuu (BBP), 2003, Ne 36, c1.275;
3. MinictepctBo Ta Komiter nudporoi tpanchopmariii Ykpairu. TheDidital.
URL.: https://thedigital.gov.ua/projects (nara 3sepuenns 20.11.2022);
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Section 1
RESEARCH OF SECURITY OF INFRASTRUCTURE AS A CODE
TECHNOLOGIES

Yudin O.V.
National Aerospace University «Kharkiv Aviation Institute»
Scientific adviser Tsuranov M.V.

Relevance. With the growth of companies providing cloud computing
services, tools for definition Infrastructure as a Code (laC) are gaining popularity
rapidly. Modern business is trying to reduce the amount of time spent on
deploying applications. After describing the desired project infrastructure, the
developer is given the possibility to quickly deploy the environment without
performing unnecessary operations with the New laC approach.

According to statistics, 63% of IT companies partially use the approach of
describing infrastructure with code, and 7% of all IT companies completely use
this approach in their projects [1]. It is given significant advantages in
convenience, speed, reliability, and standardization of the project.

However, not all specialists working with this technology check the security
of the described architecture in practice. According to Snyk estimates, 38% of
companies do not check the security of their infrastructure during the process of
code delivery from the remote repository to the server that is responsible for the
health CI/CD of applications, and also do not think about checking static
vulnerability scanners [1].

The purpose of this work is to investigate the mechanisms of protection
confidentiality of cloud infrastructure, in case of vulnerabilities that arise from
an incorrect description of the infrastructure code.

There are a plurality number of threats aimed at revealing the confidential
information of a project described using laC, such as architecture data,
passwords, keys, etc.

According to OWASP, the threat disclosure of confidential information
occurs in 19.84% of projects [2]. In the OWASP list, the aforementioned threat
is called differently but is directly related to it, namely A05:2021 - Security
Misconfiguration. This is on account of the fact that in a test project it is much
more convenient to immediately place the credentials in the code.

The problem is that the developer may not remember to delete sensitive data
after performing certain tasks when changes need to be submitted to the version
control system. Such inattention is observed by 24% of cloud infrastructure
developers and can completely compromise the customer's company, because
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initially, before the targeted attack, the attacker will conduct an OSINT
investigation of the victim [1].

Principal provisions. To timely validation the code for the presence of
sensitive information, as well as validation for vulnerabilities inside the software
libraries used, it is possible to use special static scanners that will detect
vulnerabilities accidentally or intentionally embedded in the source code [3].
There are many vulnerability scanners in the community for different tasks. In
most cases, the customer uses scanners such as Snyk, Clair, and Trivy.

It is also worth noting that many version control systems already have
mechanisms for checking the code being loaded into the repository for the
presence of authorization keys. However, such solutions can only detect and
exclude those keys that are created directly by the version control system, which
is not enough to ensure the security of the project infrastructure.

Conclusions. The Infrastructure as a Code technology helps flexibly
configure and administrate the required project architecture. However, there are
abundant threats, part of which are not obvious and need exploring. One of the
non-obvious threats is exposing sensitive information from the variable by
intercepting network traffic over an unsecured network. The thesis considers the
main threats and vulnerabilities in describing 1aC technology, which could be
profitable and exploited to attack privacy.
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TE3M JOIOBIJAEN

Cexkris 2. OyHKIiiHA Oe3meka
Cexuiist 2
METO/J 3AXHCTY KAHAJIY 3B’A3KY BE3IIIVIOTHUX
JITAJIBHUX ATITAPATIB BIJI ATAK TUITY GPS-CITY®IHI'

Amictparerko B. B.
HamionansHuii aBianiitanii yHiBepcureT, M. Kuis
Hayxogwuii kepiuuk [lerpenko A. b.

AKTyajbHicTh. B yMOBax chorosneHHs riodaiapHa cCHCTEMa MO3UI[IOHYBaHHS
(GPS) BUKOPHCTOBYETBCS JJIs1 HaBirauii MPUCTPOIB 1O BCHOMY CBITY, 30KpeMa,
0e3MUIOTHUX JiTaIBHUX amapaTiB. [IpucTpoi, sKi MpaloTh 32 JONOMOTOI0
GPS, He3Baxaroun Ha BEINUKI MOXKIMBOCTI, Bpa3lIWBI J0 HABMHUCHHX |1
HEHaBMHCHHX aTak, B TOMY YHCJI, aTaK 3 IJMIHOIO Ta BUKPaJACHHAM IaHUX.
3o0kpema, HaOMparoTh momyisipHOCTI aTaku Ty GPS-cmydiary mHa BIUIA,
yepe3 1m0 BigOyBaeThcs BTpara iH(OpMAIi 1 HABITH HEMOMITHE JUIA
kopuctyBauiB BITJIA BukpagenHs mpuctporo [l1]. Ha ocHoBi mporo,
aKTyalpHOCTI HaOyBae mpobiiema 3axucty BIUIA Bin cmydinr-atak B ymoBax
MHUPHOTO Ta BOEHHOT'O CTaHy.

Meta. MeTolo poOOTH € BIOCKOHAJCHHS METOAY 3aXMCTy BiJ aTak Ha
CUHXpOHi3amiro vacy wuepes GPS-cnmydinr 3a [10MIOMOrorw  OIIHKH
MPOTHO30BaHOT'0 MOJIOKEHHS, IIBUIKOCTI 1 Yacy.

OcHoBHi moJiokeHHst. Tunosi GPS-npuiimMadi BHKOPUCTOBYIOTH METO[
HaiiMeHmmx kBazapariB (MHK) mis pos's3aHHA pIBHAHHS BHMIipIOBaHHS
MCEBIOIANBHOCTI P, 1 OLIHKK 3HAYCHHS IICEBIOAAIBHOCTEH, SKI MOB'sI3aHi 3
BIZIHOCHOIO LIBMJIKICTIO CYIYTHHKA U, 1 mBHKicTIO BITJIA v, Ha OCHOBI sIKHX
HaJla€Thes OLIHKA MiCIIe3HaX O/PKeHHSI, IIBUJIKOCTI, 3CYBY Ta Jpeidy roIMHHIKA
BIUJIA. Jlns [MOMATKOBOTO BHBYCHHS IOCIIOBHOIO XapakTepy OIlIHOK
BUKOPHCTOBYETHCSl JUHAMIYHA MOJIENIb BUMAJKOBUX BeiauduH [2]. [{nHamiuHa
crcTeMa Ta BUMIPIOBaHHS PIBHSHb € OCHOBOIO JUISl OLIIHIOBAHHS IOJIOKEHHS,
mBuAKocTI 1 gacy BITJIA.

Xouya aTaky Ha CHHXPOHI3AIlI0 Yacy MaroTh Pi3Hi (Hi3n4HI MEeXaHi3MH, BOHU
MIPOSIBIISIIOTHCS SIK aTaKW Ha TICEBAOJATLHOCTI 1 3HAUEHHS TICEBA0AATLHOCTEH.

BaxuBo BUALIATH TaKOX THIM CHy(IHT-aTaK, sIKi PO3TIISAAOTHCS Jaji B
pobori:

—Araka tuny [: 31I0BMHCHUK MaHINyJIIO€ aBTEHTUYHHUM CHI'HAJIOM TaKUM
YHHOM, III0 3CYB BiJIOyBalOThCS Pi3KO, 3a Ay>K€ KOPOTKUH Hac.

—Artaka tumy II: IlizpoOHMK TOCTYIIOBO MAaHINyJIIOE aBTEHTUYHUMHU
CHTHAJIaMH 1 3MiHIO€ 3CYB rOJJMHHHKA B 4aci.
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Ili ataku He 3MIHIOIOTH moyiokeHHs abo mBuakocti BITUJIA, a numre
3MILIYIOTh TAKTOBHH 3CYB 1 ipei¢ TakToBOI yacToTH roguHHuKa. Konm 3cyB Ta
Jpeiid KOpHUryloThCcs 3a JIOIOMOrOI0 OLHEHOI aTakH, PO3PiIUKEHICTh MIOA0
3arayibHOi Bapiamii 3'SIBISETHCS JUIS HACTYIHHX YaCOBHX MOMEHTIB. Y I
MOMEHTH 4Yacy BIUTUB BUSBJIAETbCS OUIBII IMOMITHHUM, i, MO CYTi, HU3bKa
JMHAMIYHa MTOBEAIHKA BIUTUBY MOCHJIFOETHCS, IO MOJIETIIY€E BUSBICHHS aTaky i
TaKoXX OyZe TMepeBipeHO YUCENBHO. Y BIiKHI CHOCTEpE)KEHHS TOBKHHOKO L
OLliHKa aTaky § BHKOPUCTOBYETBHCS JUIS KOMIIEHCAIlil BIUIMBY aTakd Ha 3CyB
TAKTOBOTO TeHepaTopa Ta japeid taktoBoro reHepaTopa. [Ticms Toro, sk BITIIA
3i0paB L BuUMiptoBaHB, PO3B'SI3y€ThCS PIBHSAHHS IiICYMyBaHHS BUMIpIOBaHb Ta
OIIIHKH CTaHIB curHaiy. Ha OCHOBI OIliHEHOI aTakw, 3CyB Ta Ipeid TakToBOTO
TeHepaTopa OYHIIYETHCS 3a TOMMOMOT0I0 MOoAU(IKaIlil 3CyBY Ta qpeidy IUIsIXOoM
BiZIHIMaHHS KyMYJISITUBHOTO pe3yJIbTaTy aTak.

BucHoBku. BrockoHaneHH MeToJ 3aXHCTy 3BOIUTBCA 10 PO3B'SI3aHHS
MPOCTOT0 KBAaPATUUHOTO PIBHAHHS 3 HEBEIHKOI KiJIBKICTIO 3MIHHHX 1, TAKHM
YHHOM, 3aIIPOIIOHOBaHE PillIeHHsI MOXe OyTH BripoBa ykeHe B puitmay bBITJIA 3
MOXIIMBICTIO BUKOHaHHS B PEILHOMY dYaci, IO € iCTOTHOIO IIEPEBaroi0 Npu
3axucti BITJIA Big BHCOKOIHTEIIEKTYaJbHHUX aTakK CITy(epiB.
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Cexkuis 2
TECTYBAHHSI HA IIPOHUKHEHHS AJ151 OHITHKHU
KIBEPBE3ITEKHW TPOMUCJIOBUX POBOTU30BAHUX CUCTEM:
BUKJIMKHA TA PIINEHHSA
AbaxymoB Al
Hauionansuuii aepoxocMiunuil yHiBepcuTeT iM. M.€ JKykoBcbkoro
«XapKiBChKHU aBiallifHIHA IHCTHTYT»
HaykoBuii kepiBank Xapuenko B.C.

AKTyanpHicThb. [HIMIEHTH, CHOpUYeHEeHI arakaMHd Ha I[POMHUCIOBI
poboruzosani cuctemu (PC) BopoBmomk octaHHIX pokiB [1,2], cBiguats mpo
3poCTaHHs Kibep3arpo3 i BiAMOBIAHUX BiqMOB KommoHeHTIB PC. 3aTpumku B
po3po0IIeHH] Ta BIPOBAKECHH] CTAHIAPTIB i IHCTPYMEHTIB IS OI[IHFOBaHHS Ta
oM’ SIKIIIEHHS 3arpo3, a Takoxk 3abe3mnedeHHs kibepoesneku (Kb) PC B mimomy,
MOCHJIIOIOTh IX Bpa3JIMBICTB 10 Kibeparak, 0cOONMBO 3 OIJIsiLy Ha iHTerpauii 3
IHTEpPHETOM peueii 1 XMapHUMU cepBicami [3] yepe3 BeJIMKi pU3UKH BTOPTHEHHSI.
Bpak metoniB Ta incTpymeHTiB oniHtoBaHHS Kb PC 006ymoBiroe Hactymae [1]:

- BIIMOBJICHHS BiJ] BIPOBAIXKCHHS TeCcTyBaHHS Ha poHUKHEHHs (THIT) Moxe
MPU3BECTH 10 TOPYLIEHHS KibepOe3nekn po3ropHYTHX HpOrpaM, BKIOUYAIOUU
pizHi koMmmoreHTH PC;

- BIJCYTHICTH TAaT4iB O€3MeKH 30LIbIIye WMOBIPHICTH 3ITOBMHCHHX aTak,
30KpeMa, BUKPAJICHHS KOH(DIICHIIIHHUX TaHUX, BIAJAICHUH TOCTYII 1 pYTKIT.

Takum uuHOM, ANl 3a0€3ME4YEHHsS PUHKOBOI KOHKYPEHTOCIIPOMOXKHOCTI
BIPOBAKYBaHHX IIOCIYT 3 ypaxyBaHHSAM IMPUHILHUITY «HYIbOBOTO IHKHHIPHHTY»
Ta MiHIMI3aIil pU3UKIB OE3MEeKH, SIKi € HEBIJl'€MHOI0 YaCTHHOIO BIIPOBAKCHHS
«HYJILOBOTO Oi3HEC-PH3HKY», HEOOXIIHO HA/IaTH HAJIiMHI Ta 3pO3yMili rapaHTii
Ge3rnexu mijg 9ac exciuryaramnii cucreM. Lle BUMarae rnoeHaHHS aHATITHYHAX Ta
tdopmanmeHux MetoxiB, 30kpeMa, IMECA-anamizy (Intrusion Modes and
Criticality Analysis) ta THII 3 ypaxyBanusam crnienudiku apxitekrypu PC.

Ananiz indopmamiiinux mxepea. Asropu [1-3] anHamizyroTh 3arposw,
BpaznuBocTi Ta artaku PC, ame He (QOpMyIOTH CHCTEMHI BHMOTH IIOAO
BrpoBakeHHs THII cminbHO 3 iHMMME MeTomamu. Y [4] po3polbiieHo MeTox
Tull, aganToBaHuii A IHTEpHETY pedei MIIsIXoM noeaHanas Metonois THII Ta
IMECA-ananisy. 3 orsiny Ha aHami3 myOumikariif, 06’€KTHBHIMHU € BUCHOBKH:
mo-mepiie, Npo BiacyTHiCTh Meroxy THII 3  ypaxyBaHHAM crenudixi
npomucioBux PC i HOro HEIOCKOHATICTh AJS 1HAYCTPIaJIbHOTO IHTEPEHTY
peueii; mo-apyre, HEoOXiTHOCTI OLIBII CHCTEMHOrO MOrisity Ha 3amaui THIT y
MO€THaHHI 3 IHIIUMH METOAAaMH 337151 OOEKTHBHOTO OILIIHIOBaHHS KibepOe3neku
1 ¢pyHKUifHOI 6e3meynocti PC.
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MeTo10 A0CTiI3KeHb € ITiIBUIICHHS JOCTOBIPHOT OIIHKHM PU3HKIB 1 HAJaHHS
HaJilHUX rapaHTid QyHKIiHOT Ta KibepOe3neku BIpoaoBx ekcruryaramii PC
murtxoM noeganag meronis IMECA Ta THII.

3agaui, sSKi po3BA3YIOTHCS 3247151 JOCSATHEHS METH AOCIIPKEHb, MOJISATAIOTh Y
NpOoBeIeHH] aHaii3y iHpopmarii npo BpasziuBocti PC Ta Hanpsmu atak, onuci
npouecy THIl ta IMECA 3a nomomoroto ¢ynkuionansHoi moneni IDEF,
HajmaHHI npukiaaxy BukopuctanHs IMECA s anamizy BpasmmBocteir PC Tta
OLIIHKH PU3UKY aTaK, a TAKOK OOIPYHTYBaHHI HaNpsiMiB MailOyTHIX JJOCITiIXKEHB.

BucnoBku. Y naHiii po60Ti 3po0ieHuit epIuii KpoK BUPIIIEHHS IpoOiIeMu
BincytHocTi MetoziB THII, aganrroBannx o cnenndiku PC, a came po3pobieHa
neopiBHeBa IDEF monens npouecy nposenerns THII Ta getanbHO pO3TIITHYTO
eran BrpoBaukeHHa IMECA nis ananizy BpasnuBoctedd PC Ta ouiHroBaHHS
PU3HKIB ycmimmHUX Kibepartak. [lomanpiri TociimKeHHS HEOOXITHO MPOBOIUTH
32 HalpsAMOM MPAKTHIHOTO MiTBEPKEHHS 1I€BOCTI 3alIPOIIOHOBAHOTO METOIY
3a JIOMOMOTOI0 BUKOpHcTaHHs peanbHOoi PC abo i1 emynsaropa. Llei mpouec
NPOMOHYETHCS PO3AUIMTH Ha €TamM, SKi J03BOJSIOTH DPO3MISIHYTH OKpeMi
komioneHTH PC, i1 iH(pacTpyKTypHy YacTHHY Ta 3pOOHMTH HACTIyHHH KpPOK
moxo aHamizy Kb i pyHKniHOT 6€3mevHOCTi KOOOTIB.
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Cexkutis 2
BE3IEKA API IHTEP®ENCY

€moxin P. B.
HaunionaneHuii aepokocmiunmii yHiBepcuter iM. M. E. XKykoBcbkoro «XAl»
HaykoBuii kepiBHuk 3emisiHko [ A.

Axtyanbnicts. APl npamrorots sik backend wactuHa OaraTboX cydacHUX
BeO-/10/1aTKIB, YTOMY YHCIi JOAATKIB y OaHKIBCHKiH cdepi, chepi iHTEpHET-
TUTATEXKIB Ta Y MeM4dHil cepi. ToMy dyke BaKIMBO 3aXUCTUTH KOHDiISHITiTHI
JlaHi, SKi BOHK nepenatoTs 3aBasku API inTepdeiicy.

APl-cuctemMn cTpiMKO pO3BHMBalOThcsi, Tak karamor API, cepgicy
ProgrammableWeb, y nepion 3 2016 poxy mo 2018 pix Bupic Ha 35% B 1inomy,
i Ha 98% y ¢inancoBiit chepi [1]. Bce Oinmpme xommaniii pobmars coi API
MyOJIYHO BiIKPUTHMH, picT Tpadiky KiieHTChkuX 3amuTiB 10 API Bupic Ha
168% y nopiBHstaHI 3 MuHYJTUM 2021 pokom [2]. AJjie 3 31 3pOCTaHHSIM KUTBKOCTI
API BHKJIHKIB 3pOCTa€ i iHTEpeC 3JI0BMHCHHKIB IO I[bOTO BEKTOPY aTakH, Tak
3nmoBMHUCHUH Tpadik Bupic Ha 117% 3a aHamOTiuHMIA Iepiof, i Hapa3i CTAHOBUTH
2,1% Bix 3araneHOI KibKocTi Tpadiky API 3anwuris [2].

3 cydacHHX 3arpo3 MO)KHa BigmiTuTH BpasiuBocTi B Tesla Backup Gateway
APIs(siki BIAMOBIAIOTH 32 EJIEKTPOCHUCTEMY TOCHOIAPCTBA 3 COHIYHHMH
MaHeJSIMHK), Yepe3 sIKi y MyOJiYHOMY JOCTYII OMUHUIIKCS JaHi PO CIIOKUBAHHS
Ta BUPOOHUNTBO eHeprii (iM's, KpaiHa Ta IITaT, Ha3Ba KOMYHAJIbHOI KOMIaHIil
tomo). Takoxx MokHa BigMmitutu ataky Ha API caiity findadoctor.com, gepes
SKy 3JI0BMHUCHUKH OTpUMalii ocoOucTi naHi 1,41 MIIH aMepUKaHCHKUX JIiKapiB
[3].

Metorw maHOi pOOOTH € MiIBUIICHHS €()EKTUBHOCTI METOIIB OOpOTHOH 3
3arpo3amu API inTepdeiicy.

OcHoBHi mojio:kenHst. Cepen HaiOUIbII aKkTyalbHUX BpasiuBocteid API
MO>KHA BUIUTATH [4]:

— HEKOpEeKTHa aBTCHTH(QIKaIlii KOPHUCTYBaYiB - MEXaHi3MH aBTeHTH(iKamii
yacto  (QYHKUIOHYIOTh ~ HEKOPEKTHO,  [JO3BOJSIIOYM  3JIOBMHUCHHKaM
KOMITPOMETYBATH J1aHi aBTeHTH(iKaIlil abo eKCIuTyaTyBaTH HEJIOCKOHAJIOCTI B
peamizanii MexaHi3My 3 METOI0 THMYAacOBOTO YH IIOCTIHHOTO HPHUCBOEHHS
00JIIKOBOTO 3aMICy KOPHUCTYBAYa;

— BIJICYTHICTh OOMEXEHb Ha KUIBKICTh 3aIUTIB Ta CIIOKUBAHHSI PECYPCIB - 1€
MOXe€ BIUIMHYTH Ha HpPOXYKTHUBHiICTH API, mo mnpusBoauTh 10 BiIMOBH B
o6cmyroByBansi (DoS);
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— MAacoBe MEepENpHU3HAUCHHS NapaMeTpiB - IPUCBOEHHS JaHMX, 0 HAAIAILIN
BiZl KopucTyBaua, Hanpukian y ¢opmari JSON, mozeni naHux 0e3 HajexHOI
¢dinpTpamii mapameTpiB Ha 0a3i OLIOro CHHCKY 3a3BHYail MPHU3BOIHUTH IO
MacoBOTO TIEPETPH3HAYCHHS TIapaMeTpiB. 3MOBMHUCHHK MOXE 3MiHHTH
BJIACTHBOCTI 00'€KTIB, /10 SIKNX HE TIOBUHEH MaTH JIOCTYII.

Jnst BupimieHHs UX MpoOjeM MU MOXKEMO BHKOPHCTOBYBATH HACTYITHI
pexoMeHaarii [5]: aBreHTH(DiIKALiS Ta aBTOPU3AIIIO BAPTO BUKOPHUCTOBYBATH Ha
OCHOBI TOKEHIB, a HE NPSMHUX JIOTiHIB/TIapOJIiB; BAPTO BUKOPUCTOBYBATH https
nportokou 3 mudpysannsm TLS, 3amicTs htttp nmpoToKoIly; BUKOPHCTOBYBAaTH
oOMEXEHHS IIBHIKOCTI Ta PETYIIOBAHHSA KIUIBKOCTI 3alWTiB Bil OIHOTO
KOpHCTyBaya 3a OJUHHINIO Hacy.

BucnoBku. API intepdeiic qyke MBUAKO PO3BUBAETHCS 3a OCTaHHI POKH,
TOMY BiH BCE YaCTillle CTa€ IIULTI0 aTak 3JIOBMHUCHHKIB. g 3amobiraHHs
BpaznMBOCTeH iHTepdeiicy BapTo IX BH3HAUMTH Ta 3HATH, TAKOX Tpeda
BpaxoBYBaTH 1 JOJATKOBO /0 HHMX BXIJHUX BpasziuBOCTeil (opmariB JaHuX,
TaKUX HaWOUIbII PO3NOBCIOKEeHUX (hopmartiB nepenaui ganux B API sik JSON
ta XML. Tox nmms Gopotsbu 3 BpasmuBocTssmMu APl iHTepdeiicy BapTo
BUKOPHCTOBYBATH PsIJl PEKOMEH/ALIIH, TAKUX SIK JOJATKOBO BCTAHOBIIIOBATH Ha
BeO-cepBep aBTOMAaTH4YHI CHUCTEMH 3aXHCTy 3 (iIbTpaMu 3aluTiB, a TaKOXK
PO3BHBATH 3aXUCT Ha PiBHI apXiTEKTypH i (HyHKIIIOHYBaHHI CHCTEMH B IILIOMY.

Cunmcok jgiteparypu
1. Financial APIs continue to see big growth. ProgrammableWeb. URL —
www.programmableweb.com/news/financial-apis-continue-to-see-big-
growth/research/2020/08/26 (mnara 3BeprenHs: 09.11.2022);
2. APl  Security Trends. Salt. URL - salt.security/api-security-
trends (mara 3seprenns: 09.11.2022);
3. Data at Risk: API Vulnerabilities. 10Guards. URL
— https://10guards.com/en/articles/data-at-risk-api-vulnerabilities/ (mata
3BepHeHHA: 09.11.2022);
4. OWASP API Security Project. OWASP. URL - https://owasp.org/www-
project-api-security (nara 3sepaenns: 10.11.2022);
5. API Security: The Complete Guide to Threats, Methods & Tools. Bright.
URL - brightsec.com/blog/api-security/#rest-api-vs-soap-security  (mata
3BepHeHHs: 10.11.2022).
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Cexuwisg 2
IIPABOBI TA TEXHIYHI ACIIEKTU KIBEPBE3IIEKHN
B CUCTEMAX «IHJAYCTPII 4.0»

Jlonmas €. P.
Haunionansuuii aepokocmiunmii yHiBepcuter iM. M. E. XykoBcbkoro «XAl»
Hayxogwuii kepiauk: Llypanos M. B.

AKTyaJbHicTb. [3 301IbIIEHHSIM KITBKOCTI BUPOOHMKIB 1 PiI3HOMaHITHOCTI
MPOAYKIiI, IO BUXOANWTH HA CBITOBHH PUHOK, POCTYTh BHTPATH HA TOBApOOOIr
MK KOMITAHISIMH 3 METOI0 CTBOPEHHS KiHIICBOTO MPOAYKTY. TOMy BHHHKAE
notpeba y CIPOIICHHI KOMYHIiKaIlii, MiHIMI3aI[il BUTPAT 1 301JIbIIEHHS KIILKOCTI
BupobieHoi npoxykiii [1]. Lle TsarHe 32 cO00I0 BHHUKHEHHST HOBHX TEXHOJIOTIN
1 maxomiB o ix 3acrocyBaHHs. YeTBepTa iHAyCcTpianpHa peBomonis (IHgycTpis
4.0) - mepexiJ Ha MOBHICTIO aBTOMAaTH30BaHe IHU(PPOBE BUPOOHHUIITBO, SKE
KEpy€eThCS IHTENEKTyaJbHUMH CHUCTEMaMU B PEXKUMI peajbHOr0 4Yacy B
MOCTiIHIH B3a€EMOI{ i3 30BHIITHIM CEPEIOBHIIEM, 1[0 BUXOIUTH 32 MEXKi OJTHOTO
MiAMPUEMCTBA, 3 IEPCIIEKTUBOIO 00'€ THAHHS B INI00ATBHY ITPOMHUCIIOBY MEPEXY
«Peueii 1 mociyr.

Meto10 gaHOi poOOTH € IOCTIMKEHHS MPaBOBHX Ta TEXHIYHUX AaCHEKTiB
kibep6esnexu B cucremax «IHYCTPII 4.0».

OcHoBHi mnoJiokennst. [louarok «Iumyctpiss 4.0» B3sla B KOHIEIIT
PO3yMHOT IPOMHCIIOBOCTI, sIKa OyJia OIicaHa HIMEILbKUM YPSZIOM AJIs IEPEXOy
Ha HOBUH piBEHb y BHPOOHUIITBI i MATPUMII KOHKYPEHTHOI CIPOMOKHOCTI
HIMEI[bKMX BUPOOHUKIB Ha riodaisHOMY pUHKY [2]. B YkpaiHi cTBOpeHO pyx
«Ianyctpis 4.0 B YkpaiHi», BeIMKy yBary UMM nuTaHHsIM npuzinsie AIITTAY
(Acorriamist TiAIPHEMCTB MMPOMHICIOBOT aBTOMATH3AIlil YKpalHH), B paMKax SKOi
0yB cTBopennit neHTp [HIyCTpist 4.0 B crinax HarioHansHOTo aepoKOCMiIYHOTO
yuiBepcutety XAl «IHgyctpis 4.0» MOBMHHA MIHIMI3yBaTh PHU3UK JIFOJACHKOT
MOMWJIKH, 1 3arpo3y JKHTTIO TMpaliBHUKaM Ha BHUpoOHUNTBI. Hammcani
mporpaMicTaMy aITOPUTMHU ICHYIOTH 1 TPAIfOIOTh aBTOHOMHO 0€3 BHIIICHHS
JIOJICPKAX PECYpCiB Ha MINSHIII BHPOOHUIITBA JIe 1€ TIIBKH MOXJIHUBO. Jlms
MOBHO] iHTeTpallii 1 KOHBeepH3alii mepeadadeHo BiAKPUTTI MEPEKEBOTO 3B'I3KY
MIX yciMa I JIPHEMCTBAMH, SKi O€pyTh Y4acTh Y BAPOOHMITBI TOTO UM iHIIOTO
MPOIYKTY, 1 MPHUCYTHICTh €JMHOTO IIMa0JOHYy TMPH MOJEITIOBAaHHI CXEeMHU
BUpOOHHMITBA. L]e 103BOJISIE 3MEHIIIUTH BUTPATH, CIIPOCTUTH HPOLIEC JOCTABKU
pecypciB MK ALISHKAMHU BUPOOHMITBA 1 BiIOBIAHO 301b11ye pudyToK [3].
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BucHoBku. Sk miacyMoK, BapTo MepepaxyBaTd BEIUKY KiJIbKICTh MepeBar
BiZl 1HHOBaIii, mo BBOJATHCSA pazoM 3 «lumyctpis 4.0». Taki sx mimiiom
€KOHOMIKH, BUKOPHCTAaHHS pOOOTH30BaHOI TEXHIKH B MICIIX HEOE3MEUHUX IS
JKUTTS JTIOIUHY, 3MEHIIEHHS JIIOACHKOTO (hakTopa y BHPIIMIEHHI BHPOOHHYMX
3aBJjaHb 32 PaxyHOK IITYYHOTO IHTEJEKTY 1 CHCTEMH aHaji3y BEJIMKHX JaHHX.
Aute Ha 5kaJib, BC1 BOHH CYNIPOBOKYIOTHCSI KDUTUYHUMHU IS BCi€T i7ei ueTBepToi
peBomromii Hemoiikamu. TakuME SIK HEIOANiCTh MPH PO3pOOIi aIrOpUTMY,
MOXJIMBI TIOMWJIKH TP PO3pOOILI Ta BiJCYTHICTh IOPUANYHOTO MOKapaHHS 3a
KpPHUTHYHI 3001 B nporieci BUKOpUCTaHHs. TakoX cydacHi MeTou KibepOesneku
HE TPUCTOCOBAHI 10 3aXHUCTy AUITHOK BHPOOHHIITBA 3 BIIKPUTHM 3B'S3KOM i3
30BHIMIHIM CBiTOM. BiACyTHICTH 3araJpbHMX CTaHOApPTIB 1 TpaBHI 3
HaJlalITyBaHHS Ta aJMIHICTpyBaHHs MOAIOHOTO poxy iH(PacTpyKTypH, MOXe
YIOBITPHUTH yIOCKOHAIECHHS METOMAIB 3aXHCTy MIANPHEMCTB B paMKax
«IamycTpii 4.0». OCHOBHI IPUHIUITK YE€TBEPTOI PEBOIIOLIT MOXKYTh IPUBECTH 10
BUTOKY KOH(DIAGHIIHHUX MJaHUX 1 PO3TOJIOMIEHHS BHPOOHWYOI TAEMHHII.
Mo>kJIMBUi KpaX YeTBEPTOI IPOMHUCIOBOI PEBOJIIOLIT 3MYCHUTB CBIT IIOBEPHYTHUCS
JI0 CHCTEMH, 3aCHOBAHOI Ha pe3yJbTaTax TPeThoi peBomronii. [Hakmie, aii, BXUTI
3 METOI0 3MIITHCHHS CKOHOMIKH 1 MIiTHATTS PIiBHS XWUTTS, MPUBEIYTH OO il
KPUTHYHHX IOIIKO/KEHb a00 3HUIIATH MOBHICTIO.

Cunucok JgiTeparypu
1. Jlouman €. P. Merogun JeaHoHWMI3alii sIK 3aci0  BHSBJICHHS
npaBonopyiHukiB. [IpoTuais kibep3arpozam Ta TOPriBili JIIOABMU: T€3U JOIL., M.
Xapkis, 26 mmctom. 2019 p. XHYBC, 2019. C. 259 — 261;
2. Jlouman €. P. Anani3 MerojiB moOymaoBU MpuBaTHOI xmapu. IIpobieMu
iHpopMaTu3anii: Te3u por., M. Xapkis, 26-27 mucronana. 2020 p. XI1I, 2020. C.
59;
3. Jlonman €. P. Anani3z MexaHi3MiB 3a0e3medeHHs KibepOe3nekn MeToI0IIOoT
DevOps. CywacHi HampsMd pPO3BUTKY iH(pOpMAaIiiHO-KOMYHIKaiHHUX
TEXHOJIOTiH Ta 3ac00iB yIpaBIiHHS: Te3H JOIL., M. XapkiB, 9-10 keitHs. 2020 p.
XI11, 2020. C. 59.

BinomocTi npo aBTopiB
Jlorman €Bresiii PomanoBid, maricTpaHT Kadenpu KOMII'IOTEPHHX CHCTEM,
Mepex i kibepbesmeku, M.T. 097-546-49-43, e.lotsman@student.csn.khai.edu
HypanoB Muxaiino BiramiiioBud, nociigauk y coepi Ib

CrynenTcbka KoH(epeHLis iHpopmaliiina, GyHKIIHA 1 KibepOesneka



79

Cexkutis 2
3ABE3INEYEHHS 3AXUCTY ABTOHOMHOI'O
EJEKTPOI'EHEPYIOUOTI' O OB’EKTY

Moiceenko JI./.
Hauionansuuii aepoxocMiunuil yHiBepcuTeT iM. M.€ JKykoBcbkoro
«XapKiBChKUH aBiallifHUHA IHCTUTYT»
Hayxkosunii kepiBauk XKentyxin O.B.

AkTyanbHicTb. ICHyroWi cHCTeMH OXOPOHHOI CHTHami3amii MarwTh
HemocTaTHI (PyHKITIOHABHI MOXITUBOCTI a00 X, HaAMIPHO BEIIUKY BapTiCTh.

MeToro € motpeda B po3po0iii Heroporoi Ta €HeKTUBHOT CHCTEMH OXOPOHHOT
CHUTHAJII3a1lii, IKa B TOW )K€ 9aCc MaTUME JOCTATHIO (DYHKIIOHAEHY HACHICHICTD,
HaIWHICTh 00 0e3 MIKOIU BUKOHYBAaTH CBOI (PYHKIII — 3aMOOITTH IICyBaHHIO
MaiiHa

OcHoOBHI MoJ10KeHHsA. Y CBITI BUCHI 3aB/IaHHS PO3II3HABAHHS THUITY KUBHX
ICTOT HaMararoThCs 3MIHCHATH Y pi3HUi croci0. Tak, Hanpukian, okrop Cepixk
Biu po3poOuB cucteMy MOHITOPHHTY 3a IOIOMOTOIO iH(pauepBOHHX Kamep,
BCTaHOBJICHUX Ha Oe3minoTHUKax. BunpoOysanHs y UecTepcbkoMy 30011apKy Ta
cadapi-tapky Hoycoi mokazanm, mo crcteMa MOXe pO3ITi3HaBaTH TBAPHUH HABITh
gepes 3apocCTi.

Buxomasiun 3 gocmipkens npoBeaeHux Barnepom Toprmaiikom, arrepri,
VYarcoHoM, MOXHa 3pOOMTH BHCHOBOK, IO MOXIIMBA OpraHisaiis aTak Ha
NPOHUKHEHHS Ha MiAKOHTPOJIGHY TEPHUTOPII0 3 BHKOPHCTAHHSAM CIELiabHO
JPECOBAaHMX TBapWH /s TNPHUCUIAHHS I[MIBHOCTI OXOPOHHOI CHCTEMH Ta
oprasizaiii Macu XMOHHX CIIPaIllbOBYBaHb, IS 3aJIyY€HHS Ha X BiANpaI[fOBaHHS
nepcoHaxy. Mera IIUX aTak - BIABEPHYTH yBary BiJl peabHOTO IPOHUKHEHHS Ha
MiAKOHTPOIBHIH 00'€KT 31 3TMMHU HaMipaMHu.

LlenTpasibHe Micle TOcCiae 3aBoaHHs po3Mi3HaBaHHs 00pasiB. PinreHHs i1
TEXHIYHUMH 3ac00aMu MOske OyTH 3MIHCHEHO IUITXOM MOJICTIOBAHHS OIepallii,
1110 BUKOHYIOTHCSI )KMBUMH OpPTaHi3MaMH y IIPOIECci KOMyHiKamii Ta CIpUHHATTS
HaBKOJIMIIHBOTO cBiTy. L1i 3110HOCTI TocHTh 100pe BUBUEHI Ha Pi3HUX TBapHHAX
(xaxxanu, neski nmpuMatd). OgHAK HAWOITBII MPHPOTHO ITOKIACTH B OCHOBY
MOJIeTi PO3Mi3HaBaHHA 3/IaTHOCTI JIOMMHM Ta ii peakuii Ha HaBKOJIMIIHIO
JMCHICTD.

PosmizHaBanHs 00pa3iB € CYKyIHICTh METOJIIB Ta 3ac00iB, IO JO3BOJISIOTH,
IIOHAIMEHIIIe, JTOCATTH, a SKIIO MOKIIMBO, TO i IIEPEBEPIINTH IPUPOIHI 3ac00n
CIPUHHSATTS Ta aHaJi3y HABKOJIMIIHBOTO CBITY JKUBUMH iCTOTaMHu..[2]
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BucHoBok. Ha >xanb, He iCHYe 3aralbHONPHHHATOTO HAOOpPY Bi3yaabHHX
CHMBOJIIB, sIKI HEOOXiJHI Ta JOCTaTHi JUIsi ONMUCY 300paskeHHs. BiacyTHicTh
Ha0Opy €IMHIX Bi3yalbHUX CHMBOJIIB CTBOPIOE ITEBHI TPYAHOIILI ITiJ] YaC aHATI3Y
300paxeHs. [lo-niepire, € mpobiieMa Bindopy, CyTh K01 y TOMyY, 1100 BU3HAYHTH,
SKi CHMBOJIM HEOOXiZHO c(hopMyBaTh 3 O3HAaK 300pakK€HHsS Ha BHPILICHHS
KOHKPETHHX 3aBJaHb aHali3y 300paxeHb. Kpim Toro, € mpobieMa BU3HAYCHHS
HEeoOXiHOT TOYHOCTI TpH POpPMYBaHHI CUMBOIMIB [3].

Cnucok gitepatypu
1. 3a piakicHUMH TBapWHaMH CIIOCTEPIrar0Th 3a JONOMOTOI METOIIB
actporomii . Naked Science. URL - https://naked-science.ru/article/sci/za-
redkimi-vidami-zhivotny (mara 3Bepuenns 22.11.2022);
2. Tpomenko A.FO. Merogsl BTOpUYHOW OOpabOTKH W pacIO3HABAHHS
300paxkeHuit. Yaebnoe mocoodue. — CII6: CII6OI'Y UTMO, 2012. - 52 c.;
3. Berpos M. II., Kpomotor JI. A. AJrOpUTM MHOMXECTBEHHOI'O TPEKHHTA
nabopaTtopHbIX KUBOTHBIX. MockBa, BMuK MI'Y, Beruucnurensusiii LleHTp
PAH.
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Cexuwisg 2
35UPAHHS TA AHAJII3 IH(I)OPMA]_[Ii ITPO BPA3JINBOCTI
KOMIIOHEHTIB I CUCTEM IITYYHOI'O IHTEJIEKTY 3
BUKOPUCTAHHSAM 3ACOBIB BIG DATA

Heperin O.C.
Harmionansuuit aepokocMiunmii yHiBepeuteT iM. M.€ JXykoBchKoro
«XapKiBCHKUi aBialliftHUI IHCTUTYT»
HayxoBuii kepiBank Xapuenko B.C.

AKTyaabHicTb. 3pOCTaHHS BHUKOPHUCTAHHS CHCTEM IITYYHOTO IHTEIEKTY
(CILII) B pizHux cdepax iHaycTpii TpaHCHOPTY, OOOPOHH, MEAWIMHU
CYTIPOBOMIXKYETBCSA 13 30UIBIICHHSAM 3arpo3, 3pOCTaHHAM KITBKOCTI 1 BHIIB
kibeparak [1]. BpaxoByioun mommpeHHsS IUX CHCTEM B KPUTHYHUX JTOMEHaX,
Ba)XIIUBUM € 3a0C3MCUCHHS iX 3aXHWIICHOCTI, 1[0 B CBOIO Yepry, 0OyMOBIIIOE
aKTyaJIbHICTh yIOCKOHAJEHHs HAyKOBO OOIPYHTOBaHHMX METOHIB 1 3aco0iB
00'€eKTUBHOTO OILIIHIOBaHHS Kibep3axucTy ux cucrteM. bepydn no yBaru e, mo
SKICTh IIHOTO TPOIIECY 3aJISKUTH BiJl HIOBHOTH 1 TOCTOBIPHOCTI iH(opMaIlii mpo
BPa3JIMBOCTI 1 3arpo3d CHCTEMaM, IMEpIl 3a BCE, BAXKIMBO IPOaHaIi3yBaTh
icHytoui MeTtoam i 3aco0u 30mpaHHS 1 00poOmeHHS Takoi iH(opwmamii. Crix
migkpecnuTH, 1o iHpopmamis mpo BpasmBocti CHII He € mocraTtHBRO
CHCTEeMaTH30BaHOIO 1 MICTUTBCS B JDKEpeNiaX Pi3HOro THITY, a came 0a3zax JaHuX
Bpa3MBOCTEH, HAayKOBHUX CTaTTsAX, TEXHIYHMX 3BiTaX, M0 HOTpedye
BUKOPUCTAHHS CydacHHX TexHouorii Big Data. ToMy akTyanbHUMH €
JIOCJIIKSHHS 1 pO3pOOKH HAyKOBO-TEXHOJIOTTYHOI'0 IHCTPYMEHTAPIIO [UIst 300Dy,
aHaJi3y 1 MPeJCTaBICHHS B 3pDYYHOMY BUIJISLII JaHuX mpo Bpasiusocti CIII.

Anani3 indopmaniitHux mkepes. Y po6oti [2] po3poOiieHa MeTaMOJENb,
AKa CKJIaJa€ThCsl 3 KOMIIOHEHTIB aTak, METOMIB Ta iIHCTPYMEHTIB ITOM SIKIICHHS
HaCIiAKIB. Mo/ie)ib HA0UHO OMHKCYE 3B’ SI3KH MOHATH 33 HAMPsIMOM KibepOe3neku
CILI, ame He € MOBHOO. J{oCTiKEHHS OI[IHKHU 3arpo3 y MaITMHHOMY HaBYaHHI
[3] € neBHMM EHUMKJIONEAMYHUM JOKYMEHTOM, aje HOMYy HE€ BHCTadae
neranizamii moxo CHII, 3okpema, Bukopuctanns LI sk ceppicy. OTxe, 3 orsany
Ha aHami3 [1-3] Ta iHmmx my6uikariif i po3podok 00’ €KTUBHUM € BUCHOBOK IIPO
BiJICYTHICTh JIOCKOHAJIMX KOHIENTYaJIbHUX MOJeNeil 1 MeTomiB 300py
iH(opMamii mpo Bpa3IMBOCTI Ui OLiHIOBaHHS KibepOe3nexu CIIII.

Metoro aocailxeHb € po3poOIEHHS METOAYy OIHUCY MpoIeciB 300py i
anamizy BpasmuBocteid CIII wa ©0a3i Bigomoi mozeni IDEF (Integrated
Definition).
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3anayi po60TH MOJATAIOTH Y MPOBEACHHI KPUTHYHOTO aHATi3y iCHYIOUHX
METOJIB Ta 3aco0iB 300py iH(OpMAaIil MPO BPA3IMBOCTI YIS OI[IHIOBAHHS
kibepOesnexn CIII, ¢opmyBaHHI miaxomy o0 aHalizy, po3poOJIeHHI OmUCy
nporiecy 300py Ta aHamizy BpasmuBocteii CIII 3a momomoroio monemi IDEF,
iTrocTpamnii  ocobmuBocTel 1iel momeni s cuctemMu NLP sk cepicy Ta
OOTPYHTYBAHHIO HAMIPAMIB MAMOTHIX TOCIIIXKCHb.

Hinxin. IIpomoHOBHUI migXin 0a3yeTbes Ha CHCTEMAaTH30BaHOMY 300pi,
00po011i, HopMati3auii Ta moeaHaHHI po3pi3HeHOT iH(OPMAIIiT 3 PI3HUX CXOBHII]
JMAHWX, PI3HUX 3a JDKEpeJaMH HAMOBHEHHS, 3MICTOM 1 QopmaroM, [yis
OTPHMAaHHS aKTyalbHOI, CTPYKTypHpoBaHoi iHdopMariii npo BpazmusocTi CIII.
OyHKIiHAA Moens nuX nporecis 6a3yersest Ha IDEF HoTatmil.

Jns peamizamii OyneMo BHKOPUCTOBYBATH IporpamHi 3acodu: Apache
Spark, NumPy, Pandas, SciPy, Matplotlib, Scikit-learn, spaCy ta BeautifulSoup.

BucnoBku. B maHifi poboti 3poOieHMil mepmwuii KPoK IO MOIOTaHHS
npoOJieMH TOIIYKY Ta TpencTaBieHHs iHpopMauii npo Bpaznusocti CLIIL a
came pospobsieHa TpupiBaeBa IDEF momens mnpomecy 300py Ta aHamizy
inpopmamii mpo BpasmmBocti CIII mng  omixroBaHHS —KibepOesmekn 3
BUKOPHCTAHHSIM IHCTPYMEHTIB BEJIMKHUX AaHUX. BU3HAYCHO MOKA3HHUKH SIKOCTI,
SIKi OIIHIOIOTH MMOBHOTY, Y3TOXKCHICTh 1 TOCTOBIpHICTH iH(opMmartii. [Togampiri
JOCIIKEHHST OyIyTh MPHUCBSUEHI PO3POOIICHHIO METOMIIB aHAJI3y i OHOBIICHHS
iHpopmarii mpo BpaznuBocTi kommoHeHTIB 1 CIII sk cepBicy Ta BU3HaUeHHS 1X
KPUTHUYHOCTI, & a TaKoX OLIHIOBaHHs Ta 3abe3nedyeHHst KidepOesmeku CILI
NUISIXOM aHaJTi3y HACIIKIB aTaK Ha BPa3JIMBOCTI Ta BUOOPY KOHTP3aXO/IiB.

Cnucok gitepatypu
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IITYYHOTO IHTEJNEKTy: aHalli3 BPa3JIMBOCTEH, aTak i KOHTp3axomiB. BicHuK
HamionansHoro yHiBepcutery «JIpBiBchka momiTexHikay. [Hopmariiiai
cucTeMu Ta Mepexi. Bumyck 12, 2022.
2. Fazelnia, M., Khokhlov, I., Mirakhorli, M. (2022). Attacks, Defenses, And
Tools: A Framework To Facilitate Robust AI/ML Systems [Online]. Available
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Cexuwisg 2
PO3POBKA METOAY KJIACI/I(I)IKA]_lli PIBHS HEBE3IIEKU
BPA3JIUBOCTEN CYUACHUX PO3NOAIVIEHUX CUCTEM

[Tonomapenko B. B.
XapKiBChKUH HallloHAIEHUH yHiIBepcuTeT iMeHi B. H. Kapaszina
HayxoBwuii kepiBauk OmiitHukos P. B.

AKTyajbHicTh. 3a0e3neueHHs HaIexHOI Oe3nexy iHpopManiiHuX pecypciB
€ aKTyaJbHHUM 3aBIaHHAM y Kibepmpoctopi. 3rimao 3i 3BiToM Cisco Annual
Internet Report (AIR), mo 2023 poky kopucTyBauamu [HTEpHETY CTaHYTh 66%
HaceneHHs 3emui. Jlo Tio0anbHOi Mepexi OyayTh miakimodeHi Oinbire 28
MuIbsipAiB mpUcTpoiB [1]. 3a3HaurMo Toi (akt, 1o Ha (OHI POCTY KINBKOCTI
IHTepHET KOPHCTYBAaUiB 1 MigKIIOUEHUX MPHUCTPOIB OyAe crocrepiraTucs
3poctanHs Kibepatak. [{omus iHdopMaIliiiHi pecypcH MiANar0ThCs 3a3iXaHHIM
cTopoHHIMH ocobamu. ToMy, KPUTUUHO BaXKJIMBUM € e()eKTHBHA MPOTUAIS Ta
MiHIMi3aIlisl MOXKITUBUX 30MTKIB BiJl MOTEHIIHHUX 3arpo3. OmHuM i3 croco0iB
MPOTHUIT 3arp03aM € CBO€YACHE BHUSBJICHHS ICHYIOUMX BPAa3JIMBOCTEH CHCTEMH.
Bunukae mnorpeba B OOIpyHTOBaHOMY HaJaHHI NPIOPUTETY BUIPABICHHS
3HAWICHUM HENOJiKaM, M TOTO MO0 MEepIIoYeproBO YCYHYTH HaHOUTBII
KPUTHYHI Bpa3nmuBocTi. OTKe aKTyaJdhbHOI € po3poOka MeTony Kiacugikarii
piBHsI HEOE3MEKH BPa3IMBOCTEH.

MeTtoro joCiiDKEHb € MiJBHIICHHS Oe3MeKH CyYaCHHUX PpO3MOJIICHHUX
cucreM. [TinBumeHHs 6e3MeKH CUCTEMH BUMAarae BUKOPHUCTAHHSI 00T PyHTOBaHUX
3ac00iB Ta METO/IIB MMOIIYKY HemoJikiB. Bix oneparuBHOi ineHTHDiKallii 3arpo3
CYTTEBO 3QJIC)KHUTh HAIIHHICTh CHCTEMH.

OcHoBHI moJi0:KeHH. B poOOTI 3ampomoHOBaHO METOA KiIacHpikaril
Bpa3IMBOCTEH B MeEXaX Cy4YaCHHX PO3IOJUICHHX CHCTEM. 3alpOoroHOBaHA
MOJeNIb 3a1avi Kiacudikanii piBHsS HeOe3leKd Bpa3IMBOCTEH Ta croci6 ii
peamizamii Ha OCHOBI BHpINICHHA 3a/Jadi AMCKPETHOI omrTumizamii. Momenb
3agadqi BUOOpY ONTUMAJIBHOIO IUIAHY YCYHEHHS HaWKpPUTHUHINIMX cepeq
BUSIBIICHUX BPA3JIMBOCTEH, sika 3BeJIeHa 10 GOPMYJIIFOBaHHSI 3214l PO MOKPHUTTS
MHOXWHHU. 3ajada Mpo MOKPUTTS MHOXHHH IIHPOKO BioMa B JTUCKPETHIH
omtuMizalii i Mae ymcieHHI nojatku. JlaHa 3ajmada y3arainpHroe NP-moBHY
3ajady IO BEpIIMHHE ITOKPUTTS 1 ToMy Takox € NP-ckiagnoro. lo 3agaqi npo
MOKPHUTTS MOXKHa 3BeCTH 0araTo 3aBIaHb JHUCKPETHOI  ONTHMi3allii:
CTaHJApTHU3Aallii, YIIAKOBKH i PO3OUTTS MHOKUHH, TOOYIOBH PO3KIIaaiB. Bimoma
TaKoX 1 3BOPOTHA 3BOJMMICTH 3a/adi 1O LIMX 3aBaaHb. [locTaHoBKa 3amaui
noisirae B HacTynHomy. st ckindeHHOI MHOXuHA M = {my,m,,..,my,, } i
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JISIKOTO CKIHYCHHOTO cimelicTBa 11 miaMHOXKUH S;, j = 1,2, ...,n motpiOHO
3HAWTH HiACIMENRCTBO S]: cS§s MiHIMaJIbHUM HA0OpOM MiIMHOKHH S; Take, mo
KOXKEH CJIEMCHT BHXINHOI MHOXUHHM M Hale)XWTh, MPUHAUMHI, OJHINA 13 IUX
MiIMHOXXWH. 3HalIeH] MAMHOXWHH S]: 3a3BMYail Ha3MBAIOThb NOKPHUBHUMH, a
cimMeicTBO S]: — HalMEHIIUM NOKPUTTAM M. Y ToMy BUIIAJKy, KOJU OKPUBHUM
eJIEMEHTaM NPUIIHCaHa JesKa Bara, po3rIsaloTh 3BaXKEHY 3a71a4y PO MOKPUTTS,
sKa mependavyae IMOIIYK HANHMEHIIOro 3BakeHOro mokputtss M . Komm x
MOKPHBHI MIJMHOXHMHHU TONIAPHO HE NEPETHHAIOTHCA, 3aJada IIPO HalMeHIIe
MOKPHUTTS TPAKTYETHCS SIK 3a/ada Mpo po30UTTS MHOXHHM M Ha HalMEHIIY
KiJbKicTh KiaciB [2]. TakuM 4MHOM, KOpEKTHE BH3HAUCHHS BAarW IOKPUBHHX
CJIEMEHTIB 1 HAHMEHIIOrO TOKPUTTS BH3HAYa€ ONTHUMAIbHE BHPIMICHHS
3aBIaHHs 3a0e3neueHHs 0e3neKkH iHQopMaIiitHOT CHCTEMH.

BucHoBku. 3anpornoHOBaHWA METOJI J03BOJISIE BU3HAYUTH ONTHUMAJIbHUN
NUIAX MiHIMI3aIil pU3UKIB 1 TOTEHIIHHNX 30UTKIB 32 PaXyHOK ITOTIEPEIKCHHS
HAMOLTPII KPUTHIHHUX BPA3JIUBOCTEH MPH BUKOPHCTAHHI OOMEKEHUX PECypCiB,
110 BUAIICHI IS IIMX 3a71a4.

Cunucok JgiTeparypu
1. Cisco Annual Internet Report (2018-2023) White Paper: Be6-caiir. URL:
https://www.cisco.com/c/en/us/solutions/collateral/executive-
perspectives/annual-internet-report/white-paper-c11-741490.html;

2. Poumn B. O., Bospuyk /. O., JIsmko B. 1., Hluno II. B. Anropurm
rJI00aMbHOTO PIBHOBAXHOTO TIIOIIYKY pO3B’SI3aHHS 3ajadi IpPO TOKPUTTSI.
Haykogi 3anucku. Tom 163. Komm’torephi Hayku. 2014,

BigomocTi npo aBTopis
I[lonomapenko Birtamiii  BitaniifioBuu, wmarictpantr kadenpu Oe3meku
iHpopMaIiHHIX cucTeM i TEXHOJIOTIH, M.T. 095-559-14-04,
vponomarenkol712@gmail.com
Oumiiirukos Poman BacmmeoBud, npodecop kadenpu 6e3mnexn iHpopMaifHuX
CHCTEM 1 TeXHOJIOTIH, .T.H., JOIEHT, roliynykov@gmail.com
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Cexkutis 2
3ABE3NEYEHHS KOHTOJIIO BE3IEYHOI IIBUJAKOCTI
ABTOMOBLIS IIIJI KEPYBAHHSM ABTOIIIJIOTOM

Pynnes MLA.
Hauionansuuii aepokocMiunmii yHiBepceuteT iM. M.€ JKykoBcbKkoro
«XapKiBChKHU aBiallifHIHA IHCTHTYT»
Hayxkosunii kepiBauk XKentyxin O.B.

AKTyanbHicTb. Y CBITI 30UIBIIYyeETBCS KUNBKICTH aBTOMOOLTIB Y
kopuctyBaHHi Jroneit. e sxice 50 - 60 pokiB TOMy aBTOMOOITE HA TepHUTOPIT
VYkpaiuu OyB MOXHA CKa3aTH Ha JUBO. MICBKUMH BYJIHIIMH MAaITHHH
MPODKDKATH B KUTBKOCTI OAWHUIG Ha JAeHb. KiTbKICTh BIACHUX aBTOMOOIINIB Y
rpomansH Oymo meHme 1 Ha 1,0THC. HaceneHHs. Huni x ctanom Ha 2019 pik
KiJIbKiCTh aBTOMOOUIIB, Hanpukian, y Can-Mapuno cranoButh 1273 Ha 1000
oci0 HaceneHHs, a B Ykpaini 232 na 1000 ocib, TOOTO MpakTUYHO B KOXKHiM
POIVHI € CBif MEpPCOHANBFHUI aBTOMOOUTH. Y IBOMY KiJIBKICTH aBTOMOOLIIB
3pocrtae i 10 2050 poky moHaiMeHIie moBoiThes [1].

MeTorw mpencTaBicHOi pOOOTH € MIABHIICHHA OC3MEKH [UIIXOM
imeHTUdIKail Boais A 3axucty Bin motpamsHas y A TII, a Takox nmepemkona
HEJI03BOJICHOMY BOAIHHIO. I JOCATHEHHS IIOCTABJIEHOI METH BH3HAYCHO
OpraHi3aililo Ta apXiTeKTypy MOOLIBHOI amapaTHO-MPOrPaMHOI CUCTEMHU ISt
peectpaiiii Ta OOpOOKM JaHWMX BOIISA Mepeadl JaHUX Ui OOMEKCHHS
MaKCHMaJIbHOT IIBHIKOCTI PyXy TPaHCIIOPTHOTO 3ac00y.

OcHoBHiI moJioKeHHs. 3 Mero0 Oe3mekn Ta KomdopTry Oarato
ABTOBUPOOHHUKIB PO3POOJISAIOTH CHCTEMH PO3Mi3HABAHHS OOJUYYS BOISL.

Texuonoris ineHTH(IKAaMii, po3podiiena BMW, motpibna, mepmr 3a Bee, s
ABTOMATHYHOT'O TiICTPOIOBaHHA 0COOUCTHX YIOJ00aHb aBTOMOOLTICTA.

Po3mi3HaBIyM CBOrO BOJis, aBTOMOOLIP aBTOMATHYHO PETYJIIOE 3epKaia,
CHMIIHHS Ta KEPMO IIiJ{ TIOYAaTKOBI HAJAIITyBaHHS, i HAaBITh MOXE YBIMKHYTH
ymoOieHy pamiocraHmiro. [licis BumpoOyBaHb CHCTEMa TaKOX 3MOXKE
PETYIIOBATH IMiIBICKY Ta iHIN MEXaHi4YHI YaCTHHHU.

SIkmo aBTOMOOLIEM KOPUCTYIOTHCS KiNbKa IIOIEH, HANpUKIan, CiMenHi
nap, iM He JOBE/IeThCs 3aHOBO MiUIAIITOBYBATH IIiJ1 ceOe N3epKalia, CHIIHHS Ta
pizHi GoproBi cucremu [2].

Kowmmnanii Ford ta Intel BHBHYaioTP MOXIHMBICTB, TpH SKiii aBTOMOOLT
3MOJKYTb BITI3HABATH CBOiX BIIACHHKIB.
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BucHoBku. ®PaxT nepeaadi kKepyBaHHS TPAHCIIOPTHUM 3aCO00M CTOPOHHIN
0co0i, sIka Ma€ MpaBo KepyBaTH UM THIIOM TPAHCIOPTHHX 3aC001B, (QIKCYETHCS
y ¢ickanpHii mam'sTi iMMoOiTa3epa AN MOXKJIMBOTO BHpIIIEHHS BCiX
KOHQIIKTHUX CHUTYyalii, II0 BUHUKIM B MOMEHT KEpyBaHHS aBTOMOOiIEM
CTOPOHHBOIO o0co0oro, a came: MoxumBi JITII Ta mnopymeHHs npaBui
JOPOXKHBOTO pyxy [3].

Cnucok Jiteparypu
1. List of countries by vehicles per capita. Wikipedia. URL -
https://en.wikipedia.org/wiki/List_of countries_by vehicles_per_capita (mara
3BepHeHHs 25.11.2022);
2. Jlerani HamamITyBaHHS aBTO IPU JEKUIBKOX BiacHukax. Autonews. URL:
https://www.autonews.ru/news/ (nara 3sepHenns 25.11.2022);
3. AuroputM pobotu imMmoOinaiizepy aBtomoOimi. BladeMSP. URL:
Enextponnuii pecypc: http://pr.ua/news.php?new=966 (mara 3BepHEHHS
26.11.2022).
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Cexkuis 2
3ABE3INNEYEHHS BE3INEKU PYXY TPAHCIIOPTHOI'O 3ACOBY
11 KEPYBAHHSAM ABTOIIJIOTY

Pycin /1.0.
HauionaneHwuii aepoxocMmiunuii yHiBepcuteT iM. M.€ JKykoBcebkoro « XAI»
Hayxoswuii kepiBauk XKenryxin O.B.

AKTyadbHicTb. Y CBIiTI B JaHUIl 9ac 3MiHCHIOETBCS aKTUBHHUM IEpexia 10
KepyBaHHs TPAaHCIIOPTHUMH 3aC00aMH 32 JOTIOMOTOI0 aBTOMIJIOTA 10 BUKITIOYAE
TIOBHICTIO, a00 YacTKOBO KepyBaHHS JIFOAMHOIO. [lepexix M0 aBTOMaTHYIHOTO
yIpaBiiHHSA TOBHHEH 3abe3neduTd KOMQOpPTHIimI Ta Oe3MeYHil YMOBH
nepecyBaHHs JJIs BCIX YYaCHHKIB JJOPOKHBOTO pyXy. ChOTOIHI aBTOBUPOOHUKHU
Ta Pi3HI He3aleXHi EKCHEePTH HaMaraloThCsl 3HAWTH NpPaBWIbHI pIlICHHS Ta
3i0patu 3araiabHy iH(GOPMAILIO 100 MOTPEO ro/CH, 3aIliKaBICHUX y KYIIBIi
aBTo. [IpuMiTHO, 1110 PE3yNIbTaTH OMHUTYBAHHS, IIPOBEICHOTO OHJIAKWH-TIOPTAIOM
Autoscout24, nokazanu, mo 3 800 oci6 €sporu sume 160 Bignanu nepesary
Oesneni Oynp-110 iHmIe. [HIII BCi, IK OIMH, 3asBIIIHN, [0 HAHBaXKIMBIIIUM IS
HUX B aBTOMOOLT € #oro OesmedHa (yHKIIOHAaTbHA MOXJHBICTE. Ha mpyre
Micre micig 6e3nexu 800 eBpoOIeHIniB 3 pi3HUX COMLIATBHAX BEPCTB CYCIIiIbCTBA
MOCTaBUIIM Pi3HI MepexeBi TexHoJoril, ski Opamm Ha cebe KepyBaHHS
aBTOMOOLTEM, NAl04YW OJHOYACHO IOAWHI KoMmdopT i Oesmeky. o Takmx
TEXHOJIOTIYHUX CHCTEM, HAIpPHKIAJ, €BPONEHIl BIJHECIH AaBTOMAaTHYHE
raJbMyBaHHs, SKE IIAKIOYAIOCA TOMAI, KOJH MOMEpeay pO3Mi3HaBaiacs
HeOe3neka uu nepeikosa.[1]

VYV camiii Tesla Bke HEOTHOPA30BO IMIAKPECITIOBAIHN, IO AaBTOMIJIOT €
JIOTIOMDKHOIO (DYHKIII€I0 1 BUMarae BiJ BOJISl TPUMaTH pPyKH Ha KepMi.
ABTOMOO1Ib MOCTIHHO HaraJaye mpo 1e i aBTOMAaTHYHO CIIOBUIBHIOETHCS, HOKU
BOJIil HE MOKIIa/ie PyKH Ha KepMo. DYHKIS MOBHOLIHHOIO aBTOMNLIOTA, K 1
paHile, 3HaXOAUTHCS B CTaii OeTa-TecTyBaHH, TOBITOMIIH B KOMITAHil.

e ue nepmuit 1opokHiH iHIUIEHT 3a yaacTio aBToMo011iB Tesla. Hait0inpm
TYYHHH BUMAOK TPamuBCs 7 TpaBHsS y MicTi Bimticron, mrar ®@mopuma. Toxmi
BHACJIZIOK aBapii 3aruHyB Boxii Tesla Model S. ITII cranocs, Kou BaHTa)XHA
(hypa moBepHyIa JiBOPYY Iepe] aBTOMOO1JIEM Ha TIePeXpecTi.

Po3cmigyBanus TopkHynocs 25 Tuc. moaener Model S. [3].

SIk BHIHO 3 yCHOTO BHIIETIEPENIIYCHOTO CydYacHi aBTOIIJIOTH aBTOMOOITIB
MaloTh BENUYE3HY KIUIBKICTh HEIOJIKIB, HETOMIYaroTh HHU3bKI TMEPEIIKOJIH,
BHCOKI MIPOCBITH MPUYEIIiB aBTOMOOLTIB, MaJIOPO3MIipHI MEPEIIKOIH, HEPYXOMi
MIPUIAPKOBaHi aBTOMOOUII 3 TOPYIIEHHSM TMpaBWI JOPOXKHBOTO PYXY,
aBTOMOOLTI MOPYIIYIOTH MIPH PyCi MpaBmiIa JOPOKHBOTO PYXY , HE BPaXOBYIOTh
CKJIQJIHYy TPAEKTOPiI0 pyXy Ha 3BMBUCTUX AUIIHKAaX OOpPIr Ta JOPOXKHIX
PO3B'sI3KaxX JIOBrOMIpHOTO TPAHCIIOPTY, aBTOIOI3/IiB (HE BPAaXOBYIOTh MOJKJINBE
BUHECECHHS ITpHUYelia, HalliBIpHUena Ipy MaHEeBPYBaHHI).
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VY 3B'SI3Ky 3 HABCICHUMH BUILE HEJOJTIKAMH ICHYIOUHX CHCTEM aBTOIIOTIB
aBToMoOumiB. i mapyBaHHA ix HeoOximHo OynmyBatu 3-D  momens
JTIOBKOJIMIITHBOT JIITHKA aBTOMAricTpaii 3 pO3TAIlllOBAHUMH Ha Hil yYaCHHUKAMHU
JIOPOXKHBOTO PYXY.

Crnucok JiTepatypu
1. CyuacHi cucTeMH aBTOIIJIOTA AJSL aBTO, BHIH, MPHHIIUAI Ta OCOOJIMBOCTI
poboru. Avtopulss. URL: http://www.avto-pulss.ru/vse-pro-avtomobili/735-
city-safety-pedestrian-detection.html (mara 3Bepuenus: 20.09.2022);
2. Asapis crpoBokoBaHa aBromioToM aBToMoOuIs Tesla model-S. Autonews.
URL:  https://www.autonews.ru/news/5a67497b9a79471fb87ac6b8  (mara
3BepHeHHs: 21.11.2022).
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Kentyxin  Onekcannp BacunboBuu, crapmmii  Bukiazau — kxadenpu
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Cexkutis 2
3ABE3NEYEHHS 3AXUCTY A3EPKAJI TEJIIOLEHTPUYHOI
COHSIYHOI EJIEKTPOYCTAHOBKH

Cnusa B.C.
Hauionansuuii aepoxocMiunuil yHiBepcuTeT iM. M.€ JKykoBcbkoro
«XapKiBChKHU aBiallifHIHA IHCTHTYT»
Hayxkosunii kepiBauk XKentyxin O.B.

AKTyaJbHicTb. Y MICIICBOCTI, I¢ MOXKIINBI CHIIbHI BITPH, TPOIIiYHI yparaHu,
Kypsd4i Oypi, TOpHAI0, JOCUTH BUCOKHIA COHSYHUIN eHepreTHIHIHI noTeHnianr. Ha
JKaJlb BEJIMKI 3a IUIOIICI0 COHSIYHI J3epKaja MaroTh 1 BEIHKY IapyCHICTb.
BignoBinHO Ha HUX AiATHME BENMKAa CHJIA, 3[aTHA IOMIKOIWTH SK camy
JI3EpKaJo, TaK i MexXaHi3M opieHTamii. pyruii YUHHKK - 3a0pyJHEHHS CaMOTO
J3epKaiia, sIKe 3HMKYE HOro e(eKTUBHICTb, a YMIIEHHS A3EpPKall yCKIaJHEeHa
THM, III0 iX BCTAHOBIIIOIOTh y MaJI03aceyICHIN MiCIICBOCTI, i BUHHKAE TOTpeda y
NepioANYHIN JOCTaBI EpCOHATY 0OCITyTrOBYBaHHS MO COHSYHMX A3epKai.[]]

Meto10 € po3poOka METOLy 3aXHCTy A3EpKal I'eIOLEHTPUYHOI COHSIIHOI
€JIeKTPOYCTaHOBKH.

OcHoBHi moJio:kenHs. [IpaBmibHa Opi€HTamis MapaOOJIIYHOTO I3epKaia
IIOJI0 COHIIS 1O3BOJISIE BUKOPUCTOBYBATH COHSYHY €HEPTil0 3 MAaKCHMAJIbHOIO
e(EKTHBHICTIO.

Bueni Hamionansaoi nabopatopii Jloypenca Bepkmi 3ampomoHyBanud 3a
JIOTIOMOTOI0 HAaHOTEXHOJIOTIH TEepeTBOPUTH Ha BHAMME CBITIIO iH(pauepBOHE
BUIIPOMIHIOBaHHSI COHIIS, 00 MiIBUIUTH MIPOAYKTUBHICTh €JIEKTPOYCTaHOBKH.

Crabke Miclie BIAKPHUTTS NOJIATAae B TOMY, IO OapBHHMK, K 1 paHile, JyxKe
HECTaOUTBHUM, 1 B XO/Ii eKCIIEPUMEHTIB JTOBOJUIOCS BUKOPHCTOBYBATH IITYYHE
a30THE CepeIOBHIIE. 3aBJaHHS BUCHHX IOJISATAE B TOMY, 1100 CTBOPUTH 3aXHCHE
MOKPHUTTS JIJIsl alIKOHBEPTYIOUMX HAHOYACTHUHOK, 1 TOJI MOXKHa OyJie IOCATTH
CYTT€BOTO ITIJIBULIECHHS MPOYKTUBHOCTI COHIYHUX €JIEKTPOYCTaHOBOK.[2]

Sk 6aunmMo cydacHi po3poOKH, CIIpsSMOBaHI Ha ITiIBUIICHHS ¢(QEeKTUBHOCTI
COHAYHMX eneKkTpocTaHniii. HoBi po3poOKu copsMoBaHI Ha CTBOPEHHS
EJIEKTPOYCTAHOBOK, 3JaTHUX YTWII3yBaTH IIUPOKUH CIIEKTP COHSIYHOIO
BUIIPOMiHIOBaHHS 1 BTpadatd 10 50% 1 Oumblle MOTYXKHOCTI 332 paxyHOK
HENpPaBWILHOT OpieHTAaIli A3epKaia Ta Horo 3a0pyJHEHOCTI BKpail 06e3riy3o.

BucHoBok. ToMy CTBOpPEHHS CHCTEMH YIPAaBIiHHA IOJIEM MapaboidHUX
JI3epKaJl, SIKi I03BOJISITH AaBTOMATHU3yBATH MTPOIIECH NPABUIIEHOI Opi€HTALliT OIS
napaboiyHUX [J3epKal I10JI0 KOHLEHTPAaTOpa COHSYHOI €Heprii, a TaKoX
3aXUCTUTH CaMe J3€pKajlo Bij 30BHIIIHIX MPUPOAHUX (DAKTOPIB AKI MOXYTh
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MPU3BECTH SIK J3EPKaJIo, IO CaMoO BijoOpa)kae, Tak i CHCTEMYy OpieHTarlil
JI3epKaia B HEMPHUIATHICTb.

XKopHa 3 mepepaxoBaHHX BHIIE CHCTEM Opi€eHTalii HE TO3BOJISE 3aXUCTUTH
JI3EPKAJIO B BIUIMBY 30BHIIIHIX MPUPOIHUX (AKTOpiB: Aii BiTpy, abpa3uBiB,
CHJIbHUX ITOTOKIB BOJM, HAJIMIIAHHS BEJIMKO MACH MOKPOTO CHITY Ta 3JIeACHIHHSI.
ToMy cTBOpeHHSI L€l CHCTEMH JTy)Ke aKTyaJIbHO.

Cnucok Jgitepatypu
1. B Kaxnidopnii 3000B’sKyTh yCiX BCTAaHOBHTHM COHSYHI  Oarapei.
Enexmpomexuixa. URL:  https://ecotechnica.com.ua/energy/solntse/3365-v-
kalifornii-vse-doma-obyazhut-oborudovat-solnechnymi-batareyami.htm (mara
3BepHenHs 20.11.2022);
2. 3abapereHss [Y-BUnpoMiHIOBaHHS MiABHIIIIO MPOAYKTUBHICTE COHSYHIX
Garapeii. Enexmpomexnixka. URL: https://ecotechnica.com.ua/energy/solntse/
3345-okrashivanie-ik-izlucheniya-povysilo-proizvoditelnost-solnechnykh-
batarej.html (nata 3BepHenns 21.11.2022).
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Cexkutis 2
3ABE3INEYEHHS CTATHEHHS IIVIATHI 3A KOPUCTYBAHHSA
IMJIIATHAMMH ABTOILIISIXAMUA

Yigino A.C.
Hauionansuuii aepoxocMiunuil yHiBepcuTeT iM. M.€ JKykoBcbkoro
«XapKiBChKHU aBiallifHIHA IHCTHTYT»
Hayxkosunii kepiBauk XKentyxin O.B.

AKTyanabHicTb. Poip TpaHCIIOPTY B yChOMY CBiTi ZOCHTH Benmka. [ImaTHi
JIOPOTH HacamIiepe] MpU3HAYeHI ISl PO3BAHTAKECHHS MPUMICBKUX IOpIr, a
TaKOX TIPUCKOPEHHSI PYyXy IOTOKY TPAHCHOPTY, OCKUIbKH MaKCHMalbHa
MIBUIIKICTh HA HUX JTOCUThH YacTO OUIbINA, HIK Ha MPHUMICBKHAX OpPOTaX, X04a
MaiiKe 3aBXKIM € albTepPHATHBHI O€3KOIITOBHI JOPOrH. JlOCHTh 4acTo JOPOTH
BKJIIOYAIOTh MPOI3]] TYHENISAMH 1 mepenpaBy uepes MicT. IHomi it 00'i3my
HEeoOXiIHO MOJI0NIaTH y pasu Oinbwmit Biapizok numixy [1].

Metow poOOTH € aHami3 METOAIB CTATHCHHS IUIATHI 32 KOPHCTYBAaHHS
IUITATHUMH JI0POTaMHu.

OcHoBHI moJI0:KeHHsI. Y OUIBIIOCTI KpaiH € Kijbka CHocoOiB OIuiaTy,
ICHYIOTh Taki sK: OE3KOHTaKTHa (32 HONOMOTOI0 CIEHiaJhbHOTO OOPTOBOTO
MPUCTPOI0 TPUKPIIIICHOTO 0 aBTOMOOLUIA, 31 3HIDKEHHSAM IIBHIKOCTI, 0e3
3ynuHkd T3), 0e3roTiBKoBO (3a J0OTMOMOror OaHKIBCBKOi KapTku, abo
creiasbHOT OE3KOHTAKTHOI KapTKH, 33 yMOBHM 3yNHMHKH T3), TOTIBKOBUM
pO3paxyHKOM (3a JONOMOTOI0 TOTIBKH, 32 YMOBH 3ymuHKH T3), a Takox
KyMiBJIEI0 MPOI3HOro Ha meBHuii nepion [3] (B ABCTpii 1ie BiHbETKA, B PymyHil
e 3BMYaiHuii 4ek). I1ix yac nogopoxi €eBponedCcbKUMHU KpaiHaMu s BEJIHKOT
YacTHHHU BOJIIB IOCTae MpobieMa 34iMCHEHHS MIBUAKOI OIUIATH 3a Hpoizn. Y
3B'AI3KY 3 THM, 110 y 0araTthOX KpaiHax HalliOHAIbHA BAJIIOTA BIAPI3HIETHCS OHA
BiJl OJHOI, IO 3aBJa€ BOIE€BI MEBHOrO0 IUCKOMMOPTY MepecyBaHHS Mix
KpaiHaMu. Takoxk JOCHTB 4acTo BOJISIM HEOOXi1Ha iH(OpMAIlist PO THIT JOPOTH,
Ha SKii BOHU 3HaXOHATHCA (TUIaTHa abo Oe3komTOBHA). [ BUpIMIeHHS mi€l
mpoGsieMu HeOOXiTHO CTBOPHUTH €TMHY CHCTEMY, SIKa CIIPOIyBaTHME TIPOIIEYPY
CTSATHEHHA IUIaTH (OH-TalH KOHBEpTalis BAJIIOTH, 3TiAHO 3 BHCTABJICHUM
paxyHKOM) 3a IpOi3/ 3 yciMa MOXKJIMBHUMHM 3HIKKAMH Ha Tapu@ Ta KOHTPOIb
0e3meyHoi eKCIuTyaTalii MeBHUX AIISTHOK AOPIr.

BucnoBku. Ha mmatHuxX Bifpi3kax AOpir BHKOPHCTOBYIOTH CHEIliajbHI
6opTOBI HPHUCTPOI sIKI BCTAHOBJICHI B aBTOMOOINI Ta 34MTyBadi Ha B’i3jmax i
BUI3/1aX 3 IUIATHHUX JUITHOK jaopir. Ilepenaya naHnX BUKOHYETHCS HACTYIHUM
METOAOM: - MpH A i34l 0 BiPi3Ky IUIATHOI JOPOTH BCTAHOBIEHI MOPTAIH
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KOHTPOJTIO TIPOi31Ty, Ha SAKUX PO3MIIIeHI CKaHepH TabapuTy aBTO, aBTOMATUIHE
3BaXKyBaHHS aBTO, (oTodiKcamlis HOro MIKHAPOAHOTO HOMEpa, 3YUTYBAHHS
JAaHUX 3 OOPTOBOTO MPHUCTPOIO ABTOMOOLIS Ta B ACAKHX KpaiHaX imeHTH(iKaIis
CIPaBXHOCTI HOMEPHOT'O 3HaKa 3 BUKOPUCTAHHAM iHPPauepBOHOTO IIPOKEKTOPA
JUISL THJICBIYYBaHHS JIEPKaBHOI'O HOMEPHOTO 3HaKa.

VY neBHUX KpaiHax iCHYIOTb TaKOX €KOJIOT1YHI 300pH, sIKi 3aIpOBaDKYOTHCS
JIMIIE JUTA BAaHTAXXKHUX aBTOMOOLIIB.

Cnucok Jiteparypu
1. ABTOMOOiIBHI JIOPOTH B Icmamii. Autotrevel. URL:
http://autotraveler.ru/esp/#.WMjlkm-LQdU (mara 3Bepuenns 19.11.2022);
2. Evans A. W. Llinu 3a npoi3/ B npoOKax: KoJH 1ie Xxopouia nouituka? Journal
of Transport Economics and Policy 1992 Ne26, 213 243;
3. BinbeTka - Je KymuTH 1 CKUIbKH BoHa komrtye. Autotrevel. URL:
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